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1. GENERAL 


 


1.1 In addition to the provisions of the General Conditions – Annexure "A" and without 
derogating from the generality there, the Quality Requirements as specified in this 
document constitute an integral part of the Contract between the Purchaser and the 
Contractor. Implementing these requirements shall not constitute any base/reason, for 
the Contractor to change the Contract schedule and/or price. 


 
1.2 The Contractor shall make all the necessary arrangements and prepare all the required 


and necessary means to enable IEC's Quality Control Unit Representative (see clause 
2) to review, observe, audit, inspect, test and survey the Work - at any facilities where 
Work or any part thereof is performed, including those of Contractor and Sub- 
Contractors, without any additional cost to the Purchaser or any change in the Contract 
schedule. 


 
1.3 The Contractor shall nominate, as part of the execution of the Contract     a quality 


engineer or a quality specialist to control and manage the quality requirements of the 
Contract.  This person shall have the authority and responsibility with respect to all 
quality requirements of the Contract (including notifying the Purchaser about 
inspections, tests, etc.) and shall serve as Purchaser's liaison for quality matters. 


 
1.4 The Contractor shall be responsible that all of the Contract’s quality requirements are 


known, accepted and performed by its Sub- Contractors. Special attention should be 
given to Contractor's procurement control and its Sub- Contractor's design control, 
process and manufacturing control, purchasing control, nonconforming material/events 
control and inspection notification. Upon Purchaser's request Contractor shall submit 
un-priced copies of purchase orders pertaining to the Work/Contact. 
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2. DEFINITIONS, CLASSIFICATIONS AND ABBREVIATIONS. 
 


2.1. CORRECTIVE ACTION (CA) – As defined in ISO 9000:2005. 
 


2.2. QUALITY PLAN (QP) - Plan, prepared by the Contractor especially for the Contract, in 
accordance with ISO 10005 which covers all Contract stages. 
 


2.3. INSPECTION AND TEST PLAN (ITP)   –  a plan,  specifying all the inspections and tests 
for the Work throughout all Contract stages (from its initialing through design, in 
process inspection, type tests, product qualification, first article inspection, final 
inspection/s and test/s, packing, transportation and supply to the Purchaser, erection - 
including Site Acceptance Test and commissioning). ITP shall also specify Witness 
and Hold Points. 
 


2.4. WITNESS POINT (WP) - a planned visit of the QCUR for purposes indicated in clause 
1.2 for specific point of the ITP or Quality Plan. 
 


2.5. HOLD POINT (HP) – the same as WP but with the distinction that the Contractor is not 
permitted to proceed with its planned activities without having received Purchaser’s 
written approval. 
 


2.6. NON CONFORMANCE (NC) - deviation from any specified Contract     requirement/s 
and/or from any quality characteristic of the Work. 
 


2.7. NON CONFORMANCE REPORT (NCR) - a report, on Contractor’s numbered serial 
form, describing the details of a Non conformance, from its detection through 
disposition and corrective action(s). 
 


2.8. QUALITY CHARACTERISTIC   –  Any identifiable property of the Work (i.e. physical  ,
chemical, functional, visual, technical, environmental, economical, statistical, legal etc.) 


2.9. WORK - Scope of the Contract and the means to execute it . 
 


2.10. QCUR - the Purchaser's Quality Control Unit Representative and/or any authorized 
representative of it . 
 


2.11. SPECIAL PROCESS - Irreversible manufacturing processes or processes which 
require special or specific tools. 


 
 
 
 
 
 
 


 







APPENDIX No.1                                                               SPECIFICATION STR-2013                                                                                                                                                                   
 


App.1 - 3 
 


THE ISRAEL ELECTRIC CORPORATION LTD. 
ORGANIZATION, QUALITY AND  SAFETY DIVISION 


QUALITY CONTROL UNIT 
 


Q - APP - 02 
4 


03/ 2011 
PAGE 3 FROM 6  


Spec. No. 
Rev. 


Status 
Volume 


APPENDICES FOR CONTRACTS / ORDERS TITLE 


QUALITY REQUIREMENTS 
 


SUB 
TITLE 


 
 


3. QUALITY PLAN AND INSPECTION AND TEST PLAN 


 


3.1 The Contractor shall prepare QP and ITP for all stages of the Contract. These plans 
shall be submitted to the Purchaser for approval within fourteen (14) days of initialing of 
the Contract by the parties.  Contractor shall not amend, change or alter any part of the 
QP and/or ITP without the prior written approval of the Purchaser. 
Note: ITP shall conform to Exhibit 'A' attached hereto or any other form approved by the 
Purchaser. 


 


3.2 Contractor shall not commence work prior to receiving Purchaser’s written approval to 
the QP and ITP. 
 


4. DOCUMENTATION 
 
 


4.1 The Contractor shall submit to the Purchaser for review, along with the QP and ITP, its 
quality and manufacturing/operations procedures that pertain to the Work execution. 
The Purchaser has the right to receive explanations with respect thereto.  Contractor 
shall provide Purchaser with all amendments and/or updates of documentation. 
 


4.2 Special documents such as process procedures and inspection/test procedures written 
specifically for the Contract shall be submitted to the Purchaser, for review, comment 
and approval in accordance with Contract until the date agreed in there, but not less 
than twenty-one (21) days prior to its use. 
 


4.3 The Contractor shall submit to the Purchaser, for review, comment and approval (as 
required by the Contract) all the process qualifications and the employees certifications 
for special processes which pertain to the Work and are relevant to the Contract 
execution. 
 


4.4 Supplying Work which is not manufactured by the Contractor (under Contract terms) 
and which he has no control over the manufacturing process, shall not derogate from 
Contractors responsibility to supply the Purchaser with the documentation and quality 
records as indicated in Articles 4 and 7 
 


 
 
 
 
 
 
 
 
 
 
 







APPENDIX No.1                                                               SPECIFICATION STR-2013                                                                                                                                                                   
 


App.1 - 4 
 


THE ISRAEL ELECTRIC CORPORATION LTD. 
ORGANIZATION, QUALITY AND  SAFETY DIVISION 


QUALITY CONTROL UNIT 
 


Q - APP - 02 
4 


03/ 2011 
PAGE 4 FROM 6  


Spec. No. 
Rev. 


Status 
Volume 


APPENDICES FOR CONTRACTS / ORDERS TITLE 


QUALITY REQUIREMENTS 
 


SUB 
TITLE 


 


1. INSPECTIONS AND TESTS 
 
 


5.1 The Contractor shall have available all test and inspection equipment and/or any other 
means, required in Purchaser’s opinion, for the execution of Work and ITP. 
 


5.2  If Contractor uses the services of a Sub - Contractor to carry out any test/inspection 
required by the Work, only inspection companies certified to EN 45004 (level A or C) are 
acceptable. 
 


5.2.1 Type test, Routine Test and Sample test shall be carried out according to 
Contract requirements. 
 


5.3 Any other qualification test (for mechanical equipment) shall be carried out in the 
presence of the QCUR, followed by all quality records. The serial manufacturing shall 
commence only after 1st Article/piece test have successfully carried out witnessed by the 
Purchaser's QCUR. 


 


6. INSPECTION NOTIFICATION 


 


6.1. The Contractor shall indicate each inspection/test and notify the Purchaser of it in 
advance. An ITP schedule (on a GANT form) shall be prepared by the Contractor, 
within six (6) weeks after initialing of the Contract. 
Indications of inspection/test dates may in any event not be less than six (6) weeks in 
advance. Both inspection/test notification and ITP schedule shall be reported to the 
Purchaser's Project Management. In addition to the above ITP schedule, Contractor 
shall submit to Purchaser a final notice of planned tests/inspections not less than 
twenty-two (22) Israeli working days in advance. 
 


6.2. Should Contractor fails to notify the Purchaser of a planned inspection/test, as 
required, or in the event Contractor carries out a test/inspection without the required 
presence of the QCUR, Purchaser shall have the option of demanding that Contractor 
re-perform the test/inspection in the presence of QCUR at a time convenient to 
Purchaser and at no additional cost.. 
 


7. QUALITY RECORDS 


 


7.1. The Quality Records stipulated in this clause shall be, either in Hebrew, in dual/multi-
language form with English, in English only, or if not available translated to English by 
Contractor. 
 


7.2. Contractor shall submit to the Purchaser copy of the quality records documenting the 
inspections, tests or other quality operations of the Work, as indicated in the ITP, QP 
and the Contract. All quality records of skipped or missed WP and/or HP shall be 
submitted to Purchaser immediately after their generation. 
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7.3. All Test and Inspection Certificates/ Reports of materials, operations and or 
inspection/test, purchased or carried out for the Work and/or required by the applicable 
Standards, shall be submitted to the Purchaser immediately following their generation. 
These Certificates/Reports shall be original, in accordance with EN 10204:2004-3.1, 
containing actual measured values, signed and attested by Contractor. For any other 
document type, Contractor has to get Purchaser permission in advance. 
 


7.4. Contractor shall make available to Purchaser upon its request, for review and 
comment, at Purchaser’s premises or other mutually agreed place (in Israel), the 
quality records of any - Type test, Routine test, Qualification test, First Article 
Inspection/Test, Process qualification, Special process and/or any other 
inspection/test/examination required by Purchaser, after initialing of the Contract, to 
evaluate the Work (at all stages) regardless of the QP and the ITP. 
 


7.5. Submission of the documents and quality records, regarding the Equipment to which 
the documents relate, to Purchaser, as specified in Articles 4 and 7, shall be a 
condition, precedent to shipment by Contractor and payment by Purchaser. 
 


7.6. Quality records of inspections/tests and/or of process control and process evaluation 
pertaining to a Work such as shelf item, standard Equipment and/ or already completed 
Equipment to be supplied to Purchaser between 30 to 120 days after execution of the 
Contract, shall be immediately submitted to the Purchaser or at least 60 days prior to 
packing for shipment, respectively. 


 


8. HANDLING OF NONCONFORMANCES AND CORRECTIVE 


ACTIONS 


 
8.1. It is Purchaser's policy to reject Work and/or Goods that do not conform to all 


contractual requirements, unless acceptance is in the best interests of 
Purchaser.  Acceptance of nonconforming Work or Goods is the sole prerogative of 
Purchaser. 


8.2. It is the Contractor’s obligation to report to Purchaser about any nonconforming 
item/event which pertain to the Work and are relevant to Contract execution. 


8.3. If the Contractor fails to report about a non conformance on time, Purchaser may 
request Contractor to dismantle the nonconforming Work (to witness the NC) with no 
additional cost. The documentation and quality records concerning this NC shall be 
immediately submitted to the Purchaser. 


8.4. Each NC should be followed by corrective action/s (CA). A NC which is not followed by 
CA shall be rejected. 


8.5. Deviating from 8.4 can cause stoppage of the Work and its rejection till the proper CA 
is taken by the Contractor. 
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EXHIBIT A  
I&T Plan FORM 


  
CONTRACTOR'S: NAME, I&T PLAN TITLE, THE PRODUCT INSPECTED/TESTED, and DOCUMENT IDENTITY & APPROVAL. 


PURCHASER'S: NAME AND PROJECT''S NAME AND LOCATION.   
  
  


No. 


 


 
THE 


INSPECTION     OR 


TEST 


  
  


APPLICABLE 
DCUMENTS 


  
  


WP/HP 
OR 


OTHER 


  
INSPECTED / TESTED BY 


THE  
REPORT  / 


CERTIFICATE 
AND 


ITS REF. STD/ 
PROCEDURE 


  
  


   REMARKS SUB- 
CONT./ 
SUPP 


  
CONTR- 
ACTOR 


  
PURCH- 


ASER 


  
OTHER 


          


  
APPROVAL BY THE CONTRACTOR'S 


QUALITY ASSURANCE/CONTROL 
  


  
NOMENCLATURE: 
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Static calculation of stresses on silicon rubber SF6/air bushing 
Calculation of safety factor 


  
 
 
 


SF6/air bushing type                                                            ................................ 
SF6/air bushing dimensions and weight acc. to attached drawing    ............................... 
Height of SF6/air bushing                                          ………………………..m. 
Weight of SF6/air bushing                                         .................................kg 
Maximum Mechanical Load of insulator (as bending moment)         ……….………..….kNm 
Rated static terminal load on X, Y and Z directions             …………..……..2700 N  
(including tensile force and weight due to connected conductors)  
Short circuit terminal load                                          …………..…..… 4000 N  
(short circuit current acc. to Specification) 
Wind velocity on SF6/air bushing and connected conductors     ………………… 44m/sec 
Height of mounting of SF6/air bushing (will be considered 
in calculation of seismic load)     ……….………………..m 
 
Earthquake load characteristics 
Horizontal earthquake accelerations                                                                        0.25 g 
Vertical earthquake accelerations                                                                             ........  
Frequency                                                                                                                 .……  
Damping of critical damping                                                                                      .…… 
Horizontal acceleration response                                                                              …….                        
Vertical acceleration response                                                                                  …….                        
 
 
 
1)  Condition 1 1  - Routinely expected loads 
(Design pressure 100%, Mass 100%, Rated terminal load 100%,  
Wind pressure 30%) 
 


Bending moment on bottom insulator 
 
 - by design pressure X/Y direction                                                         …..kNm/kNm  
 - by rated terminal load (X/Y direction)                                                   .....kNm/kNm 


 - by wind pressure (X/Y direction)                                                          ......kNm/kNm 
                                                                    TOTAL                               ……kNm/kNm 
 
 


Safety factor for insulator                                                                         .................. 
(MML /TOTAL bending moment on bottom insulator)  


 
Vertical forces on bottom insulator: 
 - by design pressure (Z direction)                                                                 …….N  
 - by rated terminal load (Z direction)                                                            ……..N 
 - by weight  (Z direction)                                                                              ……..N 
                                                                      TOTAL                                    ……..N  
 
 
  


 


1  Please add the calculation of each required value of bending moment. 
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2)  Condition 2   - Rarely occurring loads (Alt.1)  
(Design pressure 100%, Mass 100%, Rated terminal load 50%,  
Wind pressure 100%, Short circuit load 100%) 
 
Bending moment on bottom insulator 
 
 - by design pressure X/Y direction                                                       …..kNm/kNm  
 - by rated terminal load (X/Y direction)                                                 .....kNm/kNm 
 - by wind pressure (X/Y direction)                                                        .....kNm/kNm 
 - by short circuit load (X/Y direction)                                                    ......kNm/kNm 
                                                                    TOTAL                             ……kNm/kNm 
 


 


 


Safety factor for insulator                                                                           .................. 
(MML/TOTAL bending moment on bottom insulator)  


 
Vertical forces on bottom of insulator: 
 - by design pressure (Z direction)                                                                 …….N  
 - by rated terminal load (Z direction)                                                            ……..N 
 - by weight  (Z direction)                                                                              ……..N 
                                                                      TOTAL                                    ……..N  
 
 
 
 
 
 
3)  Condition 3   - Rarely occurring loads (Alt.2)  
(Design pressure 100%, Mass 100%, Rated terminal load 70%,  
Wind pressure 10%, Seismic load 100%) 
 
Bending moment on bottom insulator  
 
 - by design pressure X/Y direction                                                         …..kNm/kNm  
 - by rated terminal load (X/Y direction)                                                   .....kNm/kNm 
 - by wind pressure (X/Y direction)                                                          ......kNm/kNm 
 - by seismic load (X/Y direction)                                                            ......kNm/kNm 
                                                                     TOTAL                              ……kNm/kNm 
 


Safety factor for insulator                                              .................. 
(MML/TOTAL bending moment on bottom insulator)  


 
Vertical forces on bottom insulator: 
 - by design pressure (Z direction)                                                                 …….N  
 - by rated terminal load (Z direction)                                                            ……..N 
 - by seismic load (Z directions)                                                                   ..…….N     
 - by weight  (Z direction)                                                                              ……..N 
                                                                      TOTAL                                    ……..N  
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4. Total loading and Safety Factors 
 
 


 Total bending moment Required/Offer  
safety factor 


Vertical 
forces on Z 
directions 


(N) 
on X 


directions 
   (Nm) 


on Y 
directions 


   (Nm) 


On X 
directions 


    


on Y 
directions 


    


1. Condition 1      


      


1.1 Bottom section of  
insulator 


  2.1/…… 2.1/……  


      


2. Condition 2      


      


2.1 Bottom section of  
insulator 


  1.5/…… 1.5/……  


      


3. Condition 3      


      


3.1 Bottom section of  
insulator 


  1.2/…… 1.2/……  


      


 
 
 
 
 
 
 








APPENDIX No.11                                                                                                                                          SPECIFICATION STR-2013                                                                                                                                                                  
 


App.11 - 1 
 


Main anti corrosion coatings in G.I.S 


 


   Anti corrosion coatings  


No Components Material Galvanizing Painting Remarks 


   Zn coating by 


hot dip 


process  


Zn plating by 


metallization   


Zn plating by 


electrolitic 


process  


Primer coat Intermediate 


coat 


Finish coat Total paint/ 


color 
 


   (µm) (µm) (µm) (µm) (µm) (µm) (µm)  


1. Enclosure          


1.1 Outdoor sections          


1.2 Indoor sections          


1.3 Internal surface           


           


2. Expansion bellows          


           


3. Housings          


3.1 Circuit breaker          


3.2 Disconnectors          


3.3 Earthing switches          


           


4. LCC          


           


5. Support frame          


5.1 Outdoor sections          


5.2 Indoor sections          


           


6. Bolts and nuts          


           


7. Operating links          
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Typical interlocks for HV GIS switchgear 


Typical interlocks for HV GIS switchgear 
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General layout and section of the substations 


File Drawing no. Substation name No. 


EVK-11000_8+2bays Substation type A1 1. 


EVK-11001_10bays Substation type B1 2. 
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COMPULSORY/ESSENTIAL REQUIREMENTS 
 


Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


4.10.7 


The offered type of SF6 GIS is not a 


prototype, has a proven design and high 


experience in work (Manufacturer’s 


declaration) 


Acc. to Spec. 


4.10.10 


The bidder shall submit his undertaking, that 


each part of the bid, i.e, design, supervision, 


operation, maintenance and all post sale 


services, including subcontractors, will 


involve at least one engineer with technical 


English or Hebrew fluent speaking skills, 


during the entire equipment life period 


Acc. to Spec. 


9.3.1.13 


The Contractor shall submit a 


comprehensive and itemized spare parts list 


according to requirements in Cl. 10.7.2 


(Spare Parts & Renewal Parts) for the formal 


review and approval of the IECo technical 


team during the detailed design phase 


(engineering). This list must include technical 


descriptions, drawings, manufacturer part 


numbers (P/Ns), and firm unit pricing for 


each item. Final approval of the list is a 


mandatory milestone for the project 


progression and production start. 


During the 


design 


(engineering) 


stage 


9.3.6 
The contractor will send drawings for 


approval for each change 
Acc. to Spec. 


9.3.7 Factory Acceptance Test  


9.3.7.1 
Existence of FAT is Subject to the approval 


of drawings, test plan and dates of the tests. 


Acc. to Spec 


9.3.7.2 
Shipment of the GIS is Subject to the 


approval of FAT.  


Acc. to Spec 


9.3.7.3 


The contractor will invite IECo 


representatives to be present at the FAT 


tests, IECo is not obliged to attend.  


Acc. to Spec 


9.3.7.4 


As part of FAT tests, LCC (integrated and/or 


separated) with Harting plug-in connectors in 


both end of the cable will also be tested 


together with GIS.  


Acc. to Spec 


10.1.2.2 Permissible ambient air temperature:  


10.1.2.2.1 Maximum (0C) +50 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.1.2.2.2 Minimum (0C) -5 


10.1.2.2.3 Average measured over a period of 24h (0C) +35 


10.1.5.1 
Qualification level acc. To IEC 62271-


207:2023 
0.3 g 


10.3 Functional requirements Acc. to Spec. 


10.4.1 ELECTRICAL DATA:  


10.4.1.1 Rated voltage [Ur] (kV) ≥170  


10.4.1.2.1 Lightning impulse withstand voltage [Up]  Acc. to Spec. 


10.4.1.2.2 
Power frequency withstand voltage [Ud] 1 


min: 
Acc. to Spec. 


10.4.1.4 Rated frequency [fr] (Hz) 50 


10.4.1.5 Rated normal currents [Ir]: Acc. to Spec. 


10.4.1.6 
Rated short-time withstand current [Ik] (kA 


r.m.s.) 
50 


10.4.1.7 Rated duration of short-circuit [tk] (sec) 1 


10.4.1.8 Rated peak withstand current [Ip] (kA peak) 125 


10.4.4 Auxiliary and control circuits Acc. to Spec. 


10.5.2 Metalclad enclosure:  


 10.5.2.1 
The switchgear shall be modular design with 
segregated phases (one phase enclosure) 


 
Acc. to Spec. 


10.5.2.2 


The material or thickness of the enclosures 


shall be such as to withstand an internal arc 


and to prevent a melt-through or puncturing 


of the housing within the second stage (0.5 


sec) of short-circuit protection systems, with 


a single phase short-circuit current of 50 kA. 


The possibility of arc traveling may be 


considered in this respect and the above 


requirement on thickness shall apply for the 


zones where the arc is stable (flange zone)  


Acc. to Spec. 


10.5.2.16 


Welded and/or bolted connections of the 


enclosures are acceptable, but field 


assembly of separate sections should be 


done by bolting (the bolted will be of anti-rust 


material)  


Acc. to Spec. 


10.5.2.17 


Connections between the enclosures of 


different phases in order to limit circulating 


currents shall be supplied by GIS 


Manufacturer 


Acc. to Spec. 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.5.2.18.1 


The finishing and painting of the enclosures 


shall be such that it'd be able to withstand 


the service conditions specified under 


Subcl.10 (Fill Appendix 2) 


 


10.5.3 DIVISION INTO COMPARTMENTS Acc. to Spec. 


10.5.6 TECHNICAL DATA FOR SF6 GAS  


10.5.6.1.1 


The switchgear shall be designed for use 


with SF6 gas complying with provisions acc. 


to: IEC 60376:2018 


Acc. to Spec. 


10.5.6.1.3 
Density of SF6 gas at 20°C and 760 torr (g/l)


  
6.16 


10.5.6.1.4 
Critical temperature for liquefying by 


compression of SF6 gas (C°)  
45.6 


10.5.6.1.7 


During commissioning Gas quality test 
shall be performed according to IEC  
62271-1:2021 Subcl.11.3.6 
 


Acc. to Spec. 


10.5.6.1.9.1 
−10 °C for equipment with adsorber material, 


at nominal pressure   
-10 


10.5.6.1.9.2 
−15 °C for equipment without adsorber 


material, at nominal pressure  
-15 


10.5.6.1.10 
Impurity or group of impurities as determined 


by test, acc. to IEC 60376:  
Acc. to Spec. 


10.5.6.2 Gas monitoring system of SF6 gas Acc. to Spec. 


10.5.6.2.1 


The density of the gas compartment should 


be monitored and displayed with gas 


sensors. A circuit breaker compartment must 


be monitored also by an analog gas sensor 


for alarm and lock-out.   


Acc. to Spec. 


10.5.6.2.2 


The digital gas sensors should provide 


continuous and automatic monitoring of the 


state of the gas 


Acc. to Spec. 


10.5.6.2.4.1.1 Loss of SF6 (For circuit breaker) Acc. to Spec. 


10.5.6.2.4.1.2 General lock-out (For circuit breaker)  Acc. to Spec. 


10.5.6.2.4.2.3 
Loss of SF6 (For remaining sections of SF6 


bay)  
Acc. to Spec. 


10.5.6.2.4.3.2 Loss of SF6 Acc. to Spec. 


10.5.6.2.4.4.2 
Loss of SF6 (For cable connection (if 


applicable)) 
Acc. to Spec. 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.5.7.2 
The UHF PD sensors position will be internal 


installation 
Acc. to Spec. 


10.5.7.2.5 
The UHF PD sensors included protection 


device   
Acc. to Spec. 


10.5.9.4 


System of personnel crossovers, access 


platforms and/or decking, staircases and 


ladders provided with hand railings shall be 


included for easy access to all components. 


The sloping of stairs shall be less than 45°, 


planning subject to customer approval 


Acc. to Spec. 


10.5.10 EARTHING SYSTEM Acc. to Spec. 


10.5.10.13 


The ground pad connections shall be rated 


for the one (1) second short-time current 


ratings of the GIS equipment (kA)  


50 


10.5.10.15 


The maximum potential difference between 


any point on the enclosure and the nearest 


ground pad or between any two points on 


adjacent enclosures shall not exceed for the 


maximum internal or external design fault 


current (V)  


65 


10.5.11 Interlocks  


10.5.11.1 


Interlocking between different items of 


switchgear shall be carried out, acc. to: IEC 


62271-203:2022 Subcl.6.12  


Acc. to Spec. 


10.5.11.3.1 Inner and inter-bay wiring   Acc. to Spec. 


10.5.11.3.2 


Digital bay controller logic interlocks 


schemes to be implemented by the BCU.    


to be implemented by IECo.  


Acc. to Spec. 


10.5.11.3.3 


Transformer and auto-transformer bays, will 


include interlocks with disconnectors and 


earthing switches from medium voltage (for 


auto-transformer from EHV voltage) side. 


The LCC will include allocated terminals for 


that purpose  


Acc. to Spec. 


10.5.12 Control Cubicle  


10.5.12.3.1 


A detailed scheme of the control system 


ready for BCU connection, and a detailed 


equipment list of the control system shall be 


provided  


Acc. to Spec. 


10.5.12.18 Mimic diagram and local control facilities   
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.5.12.18.12 LCC control circuits voltage (V. DC)  220 


10.5.12.18.13 


For each alarm 3 (three) NO potential free 


contacts will be available: 1(one) for LCC 


local alarm unit, 1(one) for remote alarm, 


1(one) for bay's control relay (220V-DC)  


Acc. to Spec. 


10.5.15 Alarms  


10.5.15.4 


3 (three) NO potential free contacts for customer 
use shall be wired to the terminals of the control 
cubicle for each alarm; 
 1(one) for local alarm (220 V-DC), 
 1(one) for remote alarm (220 V-DC), 
 1(one) for bay control relay (220 V-DC)   


  


Acc. to Spec. 


10.5.16 Auxiliary And Control Circuits  


10.5.16.12 


Except for DC and AC power supply cables, 


all control and measurement cables are 


shielded. The shielding of each cable is 


grounded on both sides of the cable. The 


LCC will include all the necessary means for 


grounding each of the cable shielding. 


Acc. to Spec. 


10.5.16.15 
All wiring and cables (GIS to LCC) will have 


a maximum of 40 cores.  
Acc. to Spec. 


10.5.18.4 The type of sockets shall be Harting type Acc. to Spec. 


10.5.19 


Auxiliary position contacts for circuit 


breakers, disconnectors and earthing 


switches: 


 


10.5.19.2 
The contacts shall comply with IEC 61810-


2:2005 and shall be designed for V- DC  
250 


10.5.19.4 


The number of normally open (NO) and 


normally closed (NC) contacts per each 


operating mechanism, for customer's use 


shall not be less than  


6NO + 6NC 


10.5.21 BUSBARS  


10.5.21.2 Voltage ratings:  


10.5.21.2.1 Rated voltage (kV) 170 


10.5.21.2.2 One-minute power frequency withstand voltage 
(kV r.m.s.) according to IEC-62271-1 table 1 


 


10.5.21.2.3 Impulse withstand voltage (kV peak) according to 
IEC-62271-1 table 1 


 


10.5.21.3 Current ratings:  


10.5.21.3.1 Rated current (A) 4000 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.5.21.3.2 Rated peak withstand current (dynamic short 
circuit current) (kA peak) 


125 


10.5.21.3.3 Rated short time (1sec) current (kA r.m.s.) 50 


10.5.21.4 
Required bus bar design: each phase in a 


separate enclosure  
Acc. to Spec. 


10.5.22 
Requirements For Cable Connections For 


GIS: 
 


10.5.22.2 


The cable connections shall be designed 


acc. to IEC 62271-209:2022 cable box must 


be suitable for indoor termination at 170kV.  


Acc. to Spec. 


10.5.22.3 


The cable connections shall be an integral 


part of this Specification and the 


Manufacturer of SF6 switchgear shall supply 


them including all necessary accessories, 


insulating, facilities, etc., needed for their 


operation, commissioning, testing, monitoring 


and maintenance Requirements and 


characteristics of cable connection enclosure 


Acc. to Spec. 


10.5.22.19 


The sealing ends shall be submitted to all 


type tests and routine tests, according to IEC  


62271-203:2022  


Acc. to Spec. 


10.5.22.25 Double cable connection:   


10.5.22.25.3 
The cable connections shall be designed 
according to IEC 62271- 209:2019 


Acc. to Spec. 


10.5.22.25.4 


The cable connections shall be supplied 
including all necessary accessories, 
insulating, facilities, etc., needed for their 
operation, commissioning, testing, monitoring 
and maintenance requirements and 
characteristics of cable connection enclosure 


Acc. to Spec. 


10.5.22.36 


The cable sealing ends shall be submitted to 


all the type tests and routine tests, according 


to IEC 62271 -203:2022  


Acc. to Spec. 


10.5.23 
REQUIREMENTS FOR SF6/AIR 


BUSHINGS 
 


10.5.23.1 


The 170 kV connection to OH line and 
transformer bays items (some of the items)  
as indicated in Subcl. 4.5, shall include 
Composite insulator SF6/air bushings. 
note:  The terms used are in accordance with 
the definitions in IEC 61462 for composite 
insulator. 


Acc. to Spec. 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.5.23.1.1.9 


Outdoor heavy duty, high grade, high 


creepage-path type, Composite insulator 


suitable for the climatic, environmental and 


atmospheric conditions as described under 


Subcl. 10.1 shall be provided 


note:   Type B of pollution severity and SPS 


class e (very heavy) as defined by IEC 


60815-1/2008 


Silicon 


rubber © 


10.5.23.1.1.19.1 


Service load (sum of all loads occurring 


simultaneously in service: conductor pull, 


conductor weight and wind) in any direction 


in space not less than (N)  


2,700 © 


10.5.23.1.1.19.2 


Testing load for 60 sec. applied to the 


midpoint of the terminal, perpendicular to the 


bushing axis (N)  


4,700 © 


10.5.23.1.1.19.3 


Short time load (sum of all loads occurring 


simultaneously in case of service and short-


circuit) in any direction in space not less than 


(N)  


6,700 © 


10.5.24 
REQUIREMENTS FOR CIRCUITS 


BREAKERS:  
 


10.5.24.1.3 


The circuit breaker shall supplied in accordance 
with the requirements of IEC 62271-100:2021 
and IEC 62271-203:2021  
Indicate the type of interrupting chamber  


Acc. to Spec. 


10.5.24.1.4 


The circuit breaker shall be capable to break and 


make the capacitor banks (indicate max. value in 


MVAR) 


Acc. to Spec. 


10.5.24.2.1 Breaking Capacity Acc. to Spec. 


10.5.24.2.3 


Auto-Reclosing: The breakers shall be supplied 
suitable for single and three-phase rapid auto-
reclosing duty, acc. to IEC 62271-100:2021 
Subcl. 5.104 


Acc. to Spec. 


10.5.24.2.5 Rated insulation level acc. to IEC 62271-
100:2021 Subcl.5.3  


Acc. to Spec. 


10.5.24.2.9.2 Symmetrical (MVA) 14720 


10.5.24.2.10 
Rated short circuit making current acc. to:(kA 
peak) 


125 


10.5.24.2.11 
Rated operating sequence for CB with three 
operating mechanisms suitable for single and 
three phase rapid auto-reclosing 


O-0.3sec-


CO- 3min.-


CO 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.5.24.2.13 


Rated transient recovery voltage characteristics 


for terminal faults, acc. to IEC 62271-100:2021 


Table 9 Subcl. 5.102 and Subcl. 7.103 (a 


previous version was: IEC 62271-100:2012 


Table 3 Subcl. 4.102 and Subcl. 6.106) 


Acc. to Spec. 


10.5.24.2.16 
Rated capacitive switching currents acc. to: IEC 
62271-100:2021 Subcl. 5.106  


Acc. to Spec. 


10.5.24.2.18.3 Break time not more than (ms ± tolerance) < 50 


10.5.24.2.21 


Class of CB taking into account the number of 
mechanical operation which will be able to 
perform in concordance with manufacturer 
maintenance program IEC 62271-100:2021 
Subcl.6.107.2 table 4 Class M2 


(10000 CO) 


10.5.24.3.12 
Manual charging of the energy accumulators shall 
be possible in the event of failure of the motor 
drive 


Acc. to Spec. 


10.5.24.3.27 
The control cubicles will include synchronous 
relay, pressure and temperature transducers for 
capacitor bank application 


Acc. to Spec. 


10.5.25 
REQUIREMENTS FOR DISCONNECTORS & 
EARTHING SWITCHES: 


 
 


10.5.25.1.6 


The earthing switches shall be provided with an 
indicating pointer linked directly to the operating 
shaft of the moving contact of each phase, in 
order to indicate the OPEN and CLOSE position 
of the earthing switches 


Acc. to Spec. 


10.5.25.2 Electrical Data Acc. to Spec. 


10.5.25.2.4.1 
Rated lightning impulse withstand voltage full 
wave 1.2/50 μsec, both polarities 


Acc. to Spec. 


10.5.26.2, 


10.5.26.3 
Electrical data of current transformers Acc. to Spec. 


10.5.27 Electrical data of voltage transformers:  


10.5.27.1.3 The voltage transformer must be according to 
BusBar rated voltage. 


Acc. to Spec. 


10.5.27.2 


Electrical Data 
note:  In case that the bidder can't design a VT 
with three secondary windings, due to space 
limitations, the bidder can suggest a VT with two 
secondary windings with Voltage - 115/√3/ 
115/√3/, Accuracy Class - 0.2 (3P) /0.5 (3P) and 
Output - 40/40VA.  


 


Acc. to Spec. 


10.5.28 REQUIREMENTS FOR ZnO SURGE 
ARRESTERS: 


 


10.5.28.2 ELECTRICAL DATA Acc. to Spec. 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


10.5.28.3.8 


The manufacturer will supply all surge arresters 
including enclosure, cross, elbows and all the 
equipment/parts/accessories required for 
complete installation (for underground cable 
connection only) 


Acc. to Spec. 


10.5.29 DIMENSIONS AND WEIGHTS:  


10.5.29.1.1.2.7, 


10.5.29.1.2.2.7, 


10.5.29.1.3.2.7, 


10.5.29.1.4.2.7, 


10.5.29.1.5.2.7 


The distance between GIS and the control 
cubicles in front of it will ensure easy 
extraction/insertion of the bay parts and shall be 
minimum (m) 


2 


10.5.29.1.1.2.8, 


10.5.29.1.2.2.8, 


10.5.29.1.3.2.8, 


10.5.29.1.4.2.8, 


10.5.29.1.5.2.8 


The distance between the GIS running bus ducts 
and the crane should be at least (m) 


2 


10.5.29.1.1.2.9, 


10.5.29.1.2.2.9, 


10.5.29.1.3.2.9, 


10.5.29.1.4.2.9, 


10.5.29.1.5.2.9 


The distance between running bus ducts, parallel 
to the GIS room walls should be at least (m) 


1 


10.6.22 


The lead time for onsite technical support by The 
Manufacturer/Supplier's expert for 
troubleshooting/technical faults during the 
Commissioning and Installation phase shall not 
exceed: 


30 working 


days from 


the date of 


notification 


10.6.23 
The lead time for the replacement or fulfillment of 
Shortages, Dead on Arrival (DOA), or 
Defective/Damaged equipment shall not exceed: 


45 working 


days from 


the date of 


notification 


10.7.1.27 


The supplier will provide all the necessary 
software, licenses and access permissions 
for all levels to allow full maintenance, 
troubleshooting and configuration changes 


Acc. to Spec. 


11.1 TESTS GENERAL:  


11.1.7 


The electronic copy of the Test report + (one) CD 
shall be submitted to the Purchaser for approval 
as soon as it is ready but not later than three (3) 
weeks before shipment.  


Acc. to Spec. 


11.1.8 
The Type test report should include Spare part 
list with filled in requested information acc.to 
APPENDIX 18 


Acc. to Spec. 


11.2 Routine tests Acc. to Spec. 


11.3 Type tests  Acc. to spec. 


11.4 TESTS AFTER ERECTION ON SITE Acc. to spec. 
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Sub-clause. 


ESSENTIAL REQUIREMENTS 


DESCRIPTION 
REQUIRED 


VALUE 


12 PACKING & DELIVERY:  


12.1.5 


In addition to the provisions of the general 
conditions Annexure "A", contractor shall pack all 
shipment in such a manner as required to prevent 
any damage to the equipment during prolonged 
storage (3 years) under the climatic and the 
environmental conditions described under sub 
clause 10.1  


Acc. to spec. 


12.2.12 


The Manufacturer/Contractor will be allowed to 
ship the equipment and its accessories after 
approval of all documentation acc. to subcl. 
11.1.7, 11.1.8 and receiving written confirmation 
from IECo. 


Acc. to spec. 


14 NAMEPLATES:  


14.1.1 One line diagram nameplate  Acc. to spec. 


 


 






גיליון1

		Appendix 15- BUSHINGS SPECIFICATIONS



























		1		1		Alternating sheds

				8		Figure 1

		1.1		2		Requirements for Alternating sheds type, Composite Insulator bushings:

				8		REQUIRED 								OFFERED

				8		parameters				composite (polymer)				parameters				composite (polymer)

		1.1.1		3		p1-p2		> 		15 mm				p1-p2		=

		1.1.2		3		s/p1		> 		0.65				s/p1		=

		1.1.3		3		c		> 		40 mm				c		=

		1.1.4		3		α		=		5˚-10 ˚				α		=

		1.1.5		3		kad		=		1				kad		=

		1.1.6		3		Da		< 		300 mm				Da		=

		1.1.7		3		RUSCD 		=		53.7 mm/kV				RUSCD 		=

		1.1.8		3		L		³		5280 mm				L		=

		1.1.9		3		L/A		< 		4.7				L/A		=

		1.1.10		3		l1/d1		< 		4.5				l1/d1		=

		1.1.11		3		l2/d2		< 		4.5				l2/d2		=

		1.3		2		Terms, definitions and abbreviations

				8		Parameter				Description

		1.3.1		3		Kad				Correction factor for insulator diameter of the  RUSCD.

		1.3.2		3		Da				Average diameter – Da = (Ds1+Ds2+2Dt)/4

		1.3.3		3		RUSCD				Reference Unified Specific Creepage Distance phase to ground.

		1.3.4		3		L				Phase to ground external creepage distance.

		1.3.5		3		A				Arcing distance of the insulator.

		2		1		Non-Alternating (Uniform) sheds

				8		Figure 2

		2.1		2		Requirements for Non-Alternating (Uniform) sheds type, Composite Insulator bushings:


				8		REQUIRED 								OFFERED

				8		parameters				composite (polymer)				parameters				composite (polymer)

		2.1.1		3		s/p		> 		0.65				s/p		=

		2.1.2		3		c		> 		25 mm				c		=

		2.1.3		3		α		=		5˚-10 ˚				α		=

		2.1.4		3		kad		=		1				kad		=

		2.1.5		3		Da		< 		300 mm				Da		=

		2.1.6		3		RUSCD		=		53.7 mm/kV 				RUSCD		=

		2.1.7		3		L		³		5280 mm				L		=

		2.1.8		3		L/A		< 		4.7				L/A		=

		2.1.9		3		l/d		< 		4.5				l/d		=

		2.3		2		Terms, definitions and abbreviations

				8		Parameter				Description

		2.3.1		3		Kad				Correction factor for insulator diameter of the  RUSCD.

		2.3.2		3		Da				Average diameter – Da = (Ds1+Dt)/2

		2.3.3		3		RUSCD				Reference Unified Specific Creepage Distance phase to ground.

		2.3.4		3		L				Phase to ground external creepage distance.

		2.3.5		3		A				Arcing distance of the insulator.

		3		1		Materials

		3.1		2		COMPOSITE  INSULATOR

				8		Figure 3 - COMPOSITE  INSULATOR								OFFERED

						ITEMS						MATERIALS						DETAILS FILLED BY MANUFACTURER

		3.1.1				HOUSING						SILICON  RUBER

		3.1.2				TUBE						FRP

		3.1.3				FLANGE						ALUMINIUM

		3.1.4				INTERFACE 1
(BETWEEN HOUSING AND TUBE)

		3.1.5				INTERFACE 2
(BETWEEN HOUSING AND FLANGE)

		3.1.6				INTERFACE 3
(BETWEEN  TUBE AND FLANGE)

		3.1.7				INNER SURFACE						ARC RESISTANCE SURFACE
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APPENDIX No.16  SPECIFICATION STR-2013 


App.16 - 1 


Digital Control System (DCS) for HV GIS 
digital control system of the GIS. (See drawing: STR-1828): 


IECo will supply digital control system for HV GIS substation. 


The Local Control Cubicle will not include an integrated BCU.  


The LCC will include all necessary means for full interface with the BCU: transfer of indications, 


statuses, alarms, and analog measuring values from the LCC to the BCU, and to receive commands 


from the BCU. A BCU for each bay will be supplied and installed by the IECo in the LCC or in a  


separate control cabinets that will be supplied by IECo. 


This connection between the LCCs and the IECo control cabinets will be executed using control cables. 










STR‐1828
Drawing: STR‐1828



LCCs with manual local control and full interface for HV Digital Control System
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APPENDIX No.17                                                             SPECIFICATION STR-1828                                                                                                                                                                   
 


App.17 - 1 
 


 


One line diagrams of the substations 
 


File Drawing no. Substation name No. 


 EVKE-96008-00_01 Substation type A1 1.  


 EVKE-960010-00_01 Substation type B1 2.  


 T165E-9600-1-00_01 (1) HULON TACIYA (AZRIELI) 3.  


 T457E-9600-1-00_01 KIRYAR ARBA 4.  
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


No rupture or permanent deformation should occur during 
this test


All enclosure shall be subjected to a pressure test at 1,3 times design pressure for welded enclosure or at 2 
times design pressure for casting enclosure for at least 1 min


IEC 62271-203 § 7.101Pressure test of enclosures
GIS & GIB COMPONENTS (Straight Enclosures, 


Cross junctions, Elbows, Cable Boxes...)


The partition shall not show any sign of overstress or leakage.Each partition shall be subjected to a pressure test at twice the design pressure for 1 min.IEC62271-203§ 7.104Pressure test on partitions
GIS & GIB COMPONENTS (Straight Enclosures, 


Cross junctions, Elbows, Cable Boxes...)


The measurement resistance shall not exceed 1.2 x design 
value.


Measurement of the resistance is performed on every transport unit (or sub-assembly) containing an 
electrical factory assembly connection.The resistance measurement is done by measurement of the voltage 


drop on the measured circuit at a current of 100A DC.
IEC 62271-203§ 7.3


Measurement of the 
resistance of the main circuit


GIS & GIB COMPONENTS (Straight Enclosures, 
Cross junctions, Elbows, Cable Boxes...)


The equipment has passed the tests successfully if no 
disruptive discharge occurs during the test.


Power frequency voltage test performed on every factory assembled part at minimum gas pressure. The test 
voltage is applied during 1 min.


IEC62271-203§ 7.1.101
Power-frequency voltage tests 


on the main circuit
GIS & GIB COMPONENTS (Straight Enclosures, 


Cross junctions, Elbows, Cable Boxes...)


The maximum permissible partial discharge level shall not 
exceed 5 pC at the PD voltage.


After the 1 min. power frequency test, the voltage is decreased to 1,2 Ur / √3 and level of partial discharged is 
measured.


IEC62271-203§ 7.1.102artial discharges measurement
GIS & GIB COMPONENTS (Straight Enclosures, 


Cross junctions, Elbows, Cable Boxes...)


The equipment passed the test successfully if the gas leakage 
to atmosphere is less than 0.5% per year


Gas tightness test performed at normal ambient air temperature with the assembly filled at or above the 
minimum functional pressure .The assembly is filled at or above the minimum functional gas pressure, 
covered by a plastic bag. The gas concentration will be measured after a specified accumulation time.


IEC 62271-203§ 7.4Tightness test
GIS & GIB COMPONENTS (Straight Enclosures, 


Cross junctions, Elbows, Cable Boxes...)


The equipment passed the inspection successfully
GIS Compoenents shall be checked to verify its compliance with the purchase specification (conformity of 


name plate, presence of accessories…).
IEC62271-203§ 7.5Design and visual checks


GIS & GIB COMPONENTS (Straight Enclosures, 
Cross junctions, Elbows, Cable Boxes...)
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


No rupture or permanent deformation should occur during this test
All enclosure shall be subjected to a pressure test at 1,3 times design pressure for welded enclosure or at 2 times design 


pressure for casting enclosure for at least 1 min
IEC 62271-203 § 7.101Pressure test of enclosuresCB = CIRCUIT-BREAKER


The partition shall not show any sign of overstress or leakage.Each partition shall be subjected to a pressure test at twice the design pressure for 1 min.IEC62271-203§ 7.104Pressure test on partitionsCB = CIRCUIT-BREAKER


The tests are considered satisfactory if the switching devices and the 
interlocks (when applicable) have operated properly and are on good 


condition after the tests


The following tests and measurement will be made:
- 5 single Close and 5 single Open operations at minimum voltage (and minimum operating pressure in case of hydraulic 


mechanism) and maximum voltage supply (and maximum operating pressure in case of hydraulic mechanism).
- 5 Close Open operating cycles at nominal voltage supply.


- 5 Open Close operating cycles at nominal voltage supply. Operating times, fluid consumption (when applicable), travel 
characteristics shall be recorded.


Resistance of heaters and coils shall be measured.
Recharging duration shall be recorded.


Close and open indication checked.
Test performed at rated gas pressure


IEC62271-100§ 7.101Mechanical operating testsCB = CIRCUIT-BREAKER


a/c: The equipment passed the inspection successfully.
d: The equipment has passed the tests successfully if no disruptive 


discharge occurs during the test.


a: Checking of the conformity of material, quality assembly, cable routing, identification of components…
b: Functional test = see §mechanical operating tests.


c: Visual verification of protection against electrical shock.
d: Test voltage applied on complete operating mechanism. 1 kV-50Hz / 1 sec.


IEC 62271-100§ 7.2
Tests on auxiliary and control 


circuits
CB = CIRCUIT-BREAKER


The measurement resistance shall not exceed 1.2 x design value.
Measurement of the resistance is performed on every transport unit (or sub-assembly) containing an electrical factory 


assembly connection.The resistance measurement is done by measurement of the voltage drop on the measured circuit at a 
current of 100A DC.Test performed after mechachnical operation


IEC 62271-100§ 7.3
Measurement of the resistance of 


the main circuit
CB = CIRCUIT-BREAKER


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


Power frequency voltage test performed on every factory assembled part at minimum gas pressure. The test voltage is 
applied during 1 min.


IEC62271-100§ 7.1
Power-frequency voltage tests on 


the main circuit
CB = CIRCUIT-BREAKER


The maximum permissible partial discharge level shall not exceed 5 pC
at the PD voltage.


After the 1 min. power frequency test, the voltage is decreased to 1,2 Ur / √3 and level of partial discharged is measured.IEC62271-203§ 7.1.102Partial discharges measurementCB = CIRCUIT-BREAKER


The equipment passed the test successfully if the gas leakage to 
atmosphere is less than 0.5% per year


Gas tightness test performed at normal ambient air temperature with the assembly filled at or above the minimum functional 
pressure .The assembly is filled at or above the minimum functional gas pressure, covered by a plastic bag. The gas 


concentration will be measured after a specified accumulation time.
IEC 62271-100§ 7.4Tightness testCB = CIRCUIT-BREAKER


The equipment passed the inspection successfully
The Circuit Breaker shall be checked to verify its compliance with the purchase specification (language and data on the name 


plate, identification of any auliliary equipment, color and quality of paint…).
IEC62271-100§ 7.5Design and visual checksCB = CIRCUIT-BREAKER
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


No rupture or permanent deformation should occur during this test
All enclosure shall be subjected to a pressure test at 1,3 times design pressure for welded enclosure or at 2 times design 


pressure for casting enclosure for at least 1 min
IEC 62271-203 § 7.101Pressure test of enclosuresDS = DISCONNECTORS AND EARTHING SWITCHES


The partition shall not show any sign of overstress or leakage.Each partition shall be subjected to a pressure test at twice the design pressure for 1 min.IEC62271-203§ 7.104Pressure test on partitionsDS = DISCONNECTORS AND EARTHING SWITCHES


The tests are considered satisfactory if the switching devices and the 
interlocks (when applicable) have operated properly, the position 


indication devices indicate correctly the open and close position, and 
operating characteristics shall not exceed maximum design value.


5 single Close and 5 single Open operations at minimum voltage.
- 5 single Close and 5 single Open operations at maximum voltage.


- Operating times, current consumption recorded.
- Position indicator (if any) to be checked


For hand-operated disconnectors and earthing switches or when the drive mechanism is assembled with the disconnector or 
earthing switch on site:


- 5 single Close and 5 single Open manual operations
- Maximum Operating torque recorde


IEC62271-102§ 8.101Mechanical operating testsDS = DISCONNECTORS AND EARTHING SWITCHES


a/c: The equipment passed the inspection successfully.
d: The equipment has passed the tests successfully if no disruptive 


discharge occurs during the test.


a: Checking of the conformity of material, quality assembly, cable routing, identification of components…
b: Functional test = see §functional test.


c: Visual verification of protection against electrical shock.
d: Test voltage applied on complete operating mechanism. 1 kV-50Hz / 1 sec.


IEC 62271-102§ 8.3
Tests on auxiliary and control 


circuits
DS = DISCONNECTORS AND EARTHING SWITCHES


The measurement resistance shall not exceed 1.2 x design value.


Measurement of the resistance is performed on every transport unit (or sub-assembly) containing an electrical factory 
assembly connection.


The resistance measurement is done by measurement of the voltage drop on the measured circuit at a current of 100A DC.
Test performed after mechanical operation.


IEC 62271-102§ 8.4
Measurement of the resistance of 


the main circuit
DS = DISCONNECTORS AND EARTHING SWITCHES


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


Power frequency voltage test performed on every factory assembled part at minimum gas pressure. Switching devices are 
tested on close and open position.The test voltage is applied during 1 min.


IEC62271-102§ 8.2
Power-frequency voltage tests on 


the main circuit
DS = DISCONNECTORS AND EARTHING SWITCHES


The maximum permissible partial discharge level shall not exceed 5 pC 
at the PD voltage.


After the 1 min. power frequency test, the voltage is decreased to 1,2 Ur / √3 and level of partial discharged is measured.IEC62271-203§ 7.1.102Partial discharges measurementDS = DISCONNECTORS AND EARTHING SWITCHES


The equipment passed the test successfully if the gas leakage to 
atmosphere is less than 0.5% per year


Gas tightness test performed at normal ambient air temperature with the assembly filled at or above the minimum functional 
pressure .The assembly is filled at or above the minimum functional gas pressure, covered by a plastic bag. The gas 


concentration will be measured after a specified accumulation time.
IEC 62271-102§ 8.5Tightness testDS = DISCONNECTORS AND EARTHING SWITCHES


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


Test voltage applied on isolated earthing switch 2kV/50Hz - 1 min.
Insulation test on insulated earthing 


switch
DS = DISCONNECTORS AND EARTHING SWITCHES


The equipment passed the inspection successfully
The Disconnector/Earthing Switch shall be checked to verify its compliance with the purchase specification (conformity of 


name plate, presence of accessories…).
IEC62271-102§ 8.6Design and visual checksDS = DISCONNECTORS AND EARTHING SWITCHES
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


No rupture or permanent deformation should occur during this test
All enclosure shall be subjected to a pressure test at 1,3 times design pressure for welded enclosure or at 2 times design 


pressure for casting enclosure for at least 1 min
IEC 62271-203 § 7.101Pressure test of enclosuresCT = CURRENT TRANSFORMERS


The partition shall not show any sign of overstress or leakage.Each partition shall be subjected to a pressure test at twice the design pressure for 1 min.IEC62271-203§ 7.104Pressure test on partitionsCT = CURRENT TRANSFORMERS


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


This test is applicable only to instrument transformers having more than 1 section.Test voltage applied between the short 
circuited terminals of each section. 3 kV 50Hz - 60 sec.


IEC 61869-1§ 7.3.3
Power frequency voltage withstand 


tests between sections
CT = CURRENT TRANSFORMERS


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


Test voltage applied between the short circuited terminals of each winding and earth 3 kV 50Hz - 60 sec.IEC 61869-1§ 7.3.4
Power frequency voltage withstand 


tests on secondary terminals
CT = CURRENT TRANSFORMERS


Within relevant limit.CT accuracy measurements shall be made at each value of current requested in accordance with their relevant standard.IEC 61869-2§ 7.3.5Tests for accuracyCT = CURRENT TRANSFORMERS


For class PR, PX and PXR, the value obtained when corrected to 75°c 
shall not exceed the specified upper limit (if any)


The secondary winding resistance shall be measured for following classes:
class PRclass PX, PXR
class TPX, TPT, TPZ


an appropiate correction shall be made to meet 75°c (or other such temperature as may have specified).


IEC 61869-2§ 7.3.201
Determination of the secondary 


winding resistance (Rct).
CT = CURRENT TRANSFORMERS


The measured value shall not differ from any specified value by more 
than 30%


The secondary loop time constant shall be determined for the following classes:
class PR
class TPY


IEC 61869-2§ 7.3.202
Determination of the secondary 


loop time constant (Ts).
CT = CURRENT TRANSFORMERS


At a voltage equal to Ek, the knee point condition shall be fulfilled.
The exciting current at voltage equal to Ek (or at any stated percentage), 


shall not exceed the specified limit.


The rated knee point e.m.f. shall be verified and the exciting current at rated knee point e.m.f. shall be measured for the 
following classes: 


class PX,PXRA suitable sinusoidal exciting voltage with rated frequency shall be applied (and measured) to the secondary 
terminals of the full winding of the transformer, exciting current shall be measured.


IEC 61869-2§ 7.3.203
Test for rated knee point e.m.f. (Ek) 


and exciting current at Ek.
CT = CURRENT TRANSFORMERS


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


With the secondary windings open-circuited, a sinusoidal current at a frequency between 40 and 60 Hz and of r.m.s. value equal 
to the rated primary current shall be applied for 60sec to the primary winding.


The applied current shall be limited if the test voltage is obtained before reaching the rated primary current.
If the test voltage is not reached at maximum primary current, the obtained voltage shall be regarded at the test voltage


IEC 61869-2§ 7.3.204Inter-turn overvoltage testCT = CURRENT TRANSFORMERS


The r.m.s. value of the obtained terminal voltage shall be less than the 
secondary limiting e.m.f. EFS


With the primary winding open-circuited, the secondary winding is energized at rated frequency by a substantially sinusoidal 
voltage.


The voltage shall be increased until the exciting current Ie reaches Isr × FS×10 %.
IEC 61869-2§7.5.2


Determination of the instrument 
security factor (FS) of measuring 


current transformers.
CT = CURRENT TRANSFORMERS


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


Power frequency voltage test performed on every factory assembled part at minimum gas pressure.
The test voltage is applied during 1 min.


IEC62271-203§ 7.1.101
Power frequency voltage withstand 


tests on primary terminals
CT = CURRENT TRANSFORMERS


The maximum permissible partial discharge level shall not exceed 5 pC 
at the PD voltage.


After the 1 min. power frequency test, the voltage is decreased to 1,2 Ur / √3 and level of partial discharged is measured.IEC62271-203§ 7.1.102Partial discharges measurementCT = CURRENT TRANSFORMERS


The equipment passed the test successfully if the gas leakage to 
atmosphere is less than 0.5% per year


Gas tightness test performed at normal ambient air temperature with the assembly filled at or above the minimum functional 
pressure .


The assembly is filled at or above the minimum functional gas pressure, covered by a plastic bag. 
The gas concentration will be measured after a specified accumulation time.


IEC 61869-1§ 7.3.7
Enclosure tightness test at ambiant 


temperature
CT = CURRENT TRANSFORMERS


The equipment passed the inspection successfullyVerification of name plate and terminal markings.IEC 61869-1Verification of markingCT = CURRENT TRANSFORMERS
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


No rupture or permanent deformation should occur during 
this test


All enclosure shall be subjected to a pressure test at 1,3 times design pressure for welded enclosure or at 2 
times design pressure for casting enclosure for at least 1 min


IEC 62271-203 § 7.101Pressure test of enclosuresVT = VOLTAGE TRANSFORMERS


The partition shall not show any sign of overstress or 
leakage.


Each partition shall be subjected to a pressure test at twice the design pressure for 1 min.IEC62271-203§ 7.104Pressure test on partitionsVT = VOLTAGE TRANSFORMERS


The equipment passed the test successfully if the gas 
leakage to atmosphere is less than 0.5% per year


Gas tightness test performed at normal ambient air temperature with the assembly filled at or above the 
minimum functional pressure .


The assembly is filled at or above the minimum functional gas pressure, covered by a plastic bag. 
The gas concentration will be measured after a specified accumulation time.


IEC 61869-1§ 7.3.7
Enclosure tightness test at 


ambiant temperature
VT = VOLTAGE TRANSFORMERS


The equipment has passed the tests successfully if no 
disruptive discharge occurs during the test.


This test is applicable only to instrument transformers having more than 1 section.Test voltage applied 
between the short circuited terminals of each section. 3 kV 50Hz - 60 sec.


IEC 61869-1§ 7.3.3
Power frequency voltage 
withstand tests between 


sections
VT = VOLTAGE TRANSFORMERS


The equipment has passed the tests successfully if no 
disruptive discharge occurs during the test.


Test voltage applied between the short circuited terminals of each winding and earth 3 kV 50Hz - 60 sec.IEC 61869-1§ 7.3.4
Power frequency voltage 


withstand tests on secondary 
terminals


VT = VOLTAGE TRANSFORMERS


The equipment has passed the tests successfully if no 
disruptive discharge occurs during the test.


Power frequency voltage test performed on every factory assembled part at minimum gas pressure.
The frequency of the test voltage may be increased above the rated value to prevent saturation of the core.


The test voltage is applied during 1 min.
IEC61869-3§ 7.3.1


Power frequency voltage 
withstand tests on primary 


terminals
VT = VOLTAGE TRANSFORMERS


The maximum permissible partial discharge level shall not 
exceed:10 pC at 1.2 Um5 pC at 1,2 Um / √3


After the 1 min. power frequency test, the voltage is decreased to:
1.2 Um and level of partial discharges is measured.1,2 Um / √3 and level of partial discharged is measured


IEC61869-3§ 7.3.2
Partial discharges 


measurement
VT = VOLTAGE TRANSFORMERS


VT accuracy measurements shall be made at each value of voltage and burden requested in accordance with 
their relevant standard.


Routine tests at a reduced number of voltages and/or burdens are permissible, provided it has been shown 
by type tests on a similar transformer.


IEC 61869-3§ 7.3.5Tests for accuracyVT = VOLTAGE TRANSFORMERS


Verification of name plate and terminal markings.IEC 61869-1§ 7.3.6Verification of markingsVT = VOLTAGE TRANSFORMERS


Value to be measured and recorded.--
Measurement of Primary and 
Secondary winding resistance


VT = VOLTAGE TRANSFORMERS


Record of excitation curve--
Measurement of magnetizing 


current characteristics
VT = VOLTAGE TRANSFORMERS


Within relevant limit.Insulation resistance to be checked.--Insulation resistance checkingVT = VOLTAGE TRANSFORMERS
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


The equipment passed the inspection successfully
Visual examination of the insulator (accordance with the drawing, color, presence of superficial defect, 


crack, separation or lack of bonding, molding flashes protruding…).
IEC61462§ 10.2Visual examinationIB = INSULATED BUSHINGS(composite)


No rupture or permanent deformation should occur during 
this test


Every hollow insulator shall be subjected at normal atmospheric pressure and normal ambient temperature 
to a routine test pressure corresponding to 2 time the maximum service pressure


IEC61462§ 10.3Routine pressure testIB = INSULATED BUSHINGS(composite)


Visual examination of the hollow insulator shall confirm the 
absence of damage


The test method shall reproduce the maximum stress expected from service.IEC61462§ 10.4Routine mechanical testIB = INSULATED BUSHINGS(composite)


No leakage detected
The tightness of the interface between tube and end fitting shall be checked at MSP using gas pressure. The 


internal pressure shall be maintened for at least 5 min.
EC61462§ 10.5Tightness testIB = INSULATED BUSHINGS(composite)


The dimensions of the insulators conform with the drawing
On all selected insulators, the dimensions of the composite hollow insulator shall comply with the values 


shown on the drawing, within specified tolerances for geometry, form and position.
IEC61462§ 9.3Verification of dimensionsIB = INSULATED BUSHINGS(composite)
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


The equipment passed the inspection successfully
Visual inspection to check proper mounting, locations of components (terminals, relays…) proper routing of 


cables, identification of component according with the drawing…
IEC62271-1§8.3.1


Inspection of auxiliary and 
control circuits


LCC = LOCAL CONTROL CUBICLE


The equipment passed the test successfully.


Functional test by simulation :
Remote/Local operation (when applicable)


Heating / lighting operation
CB operation


DS/ES/FES operation
Interlockings


Fault detection check (SF6 level, supply…)


IEC62271-1§8.3.2Functional testsLCC = LOCAL CONTROL CUBICLE


The equipment passed the inspection successfullyVisual verification of protection against electrical shock.EC62271-1§8.3.3
Verification of protection 
against electrical shock


LCC = LOCAL CONTROL CUBICLE


The equipment has passed the tests successfully if no 
disruptive discharge occurs during the test.


Test voltage applied on wiring. 1 kV-50Hz / 1 sec.
IEC62271-1§8.3.4Dielectric testLCC = LOCAL CONTROL CUBICLE
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FACTORY INSPECTION AND TEST PLAN


Company Name :


ACCEPTANCE CRITERIATEST DESCRIPTION


APPLICABLE STANDARD


ROUTINE TESTDevice Name


STANDARD


The measurement resistance shall not exceed 1.2 x design value.
Measurement of the resistance is performed on every transport unit (or sub-assembly) containing an electrical factory assembly 


connection.The resistance measurement is done by measurement of the voltage drop on the measured circuit at a current of 
100A DC.


IEC 62271-203§ 7.3
Measurement of the resistance of 


the main circuit


CEL = ELEMENTS IN ASSEMBLED CELL (Factory Pre-
Assembled Circuit Breaker Bay in its Transport Unit 


Configuration)


The equipment has passed the tests successfully if no disruptive 
discharge occurs during the test.


Power frequency voltage test performed on every factory assembled part at minimum gas pressure.
The test voltage is applied during 1 min.


IEC62271-203§ 7.1.101
Power-frequency voltage tests on 


the main circuit


CEL = ELEMENTS IN ASSEMBLED CELL (Factory Pre-
Assembled Circuit Breaker Bay in its Transport Unit 


Configuration)


The maximum permissible partial discharge level shall not exceed 5 pC 
at the PD voltage.


After the 1 min. power frequency test, the voltage is decreased to 1,2 Ur / √3 and level of partial discharged is measured.IEC62271-203§ 7.1.102Partial discharges measurement
CEL = ELEMENTS IN ASSEMBLED CELL (Factory Pre-
Assembled Circuit Breaker Bay in its Transport Unit 


Configuration)


The equipment passed the test successfully if the gas leakage to 
atmosphere is less than 0.5% per year


Gas tightness test performed at normal ambient air temperature with the assembly filled at or above the minimum functional 
pressure .


The assembly is filled at or above the minimum functional gas pressure, covered by a plastic bag. 
The gas concentration will be measured after a specified accumulation time.


IEC 62271-203§ 7.4Gas Tightness test
CEL = ELEMENTS IN ASSEMBLED CELL (Factory Pre-
Assembled Circuit Breaker Bay in its Transport Unit 


Configuration)


The equipment passed the inspection successfully
The switchgear and control gear shall be checked to verify its compliance with the purchase specification (conformity of name


plate, presence of accessories…).
IEC62271-203§ 7.5Design and visual checks


CEL = ELEMENTS IN ASSEMBLED CELL (Factory Pre-
Assembled Circuit Breaker Bay in its Transport Unit 


Configuration)
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FACTORY INSPECTION AND TEST PLAN


Company Name :


Verification of switching point and indication of the densimeter at the specified pressure levels
Painting check


--
SF6 gas densimeter swicthing 


test
MISC = MISCELLANEOUS ON TRANSPORT UNIT


Applicable drawingsVerification of painting by sample in accordance with ISO 2409 – Grad 1--Painting checkMISC = MISCELLANEOUS ON TRANSPORT UNIT


Applicable drawingsVerification of minimum and maximum burst pressure based on sample on all supplied batch--Bursting DisksMISC = MISCELLANEOUS ON TRANSPORT UNIT


The equipment has passed the tests successfully if no 
disruptive discharge occurs during the test


Insulation test 0.5 kV-50Hz / 60 sec” on installed UHF sensors--UHF SensorsMISC = MISCELLANEOUS ON TRANSPORT UNIT


No Hard point in operation
For MID (Maintenance Insulating Devices), when applicable, 5 cycles C & O manual operation are 


performed with verification of absence of hard point in the movement” are performed.
--


Mechanical operating tests on 
Maintenance Insulating 


Devices
MISC = MISCELLANEOUS ON TRANSPORT UNIT


The equipment has passed the tests successfully if no 
disruptive discharge occurs during the test.


Power frequency voltage test performed on every factory assembled part at minimum gas pressure.
Switching devices are tested on close and open position.


The test voltage is applied during 1 min.
--


Power frequency voltage tests 
on Maintenance Insulating 


Devices
MISC = MISCELLANEOUS ON TRANSPORT UNIT
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SPECIFICATION FOR PAINTING ON GALVANIZED 


SURFACES 
BY WET or ELECTROSTATIC POWDER PAINTING 


 


 


1. SCOPE 


 This specification covers the requirements for painting of steel surfaces hot 


dipped or electrolytically galvanized. 


 Galvanized steel shall be protected by paint (duplex system) except for threaded 


items such as 


nuts and bolts which will be chromated according to the instructions of the 


laboratory of materials. Painting on galvanized surfaces may be problematic and 


a test patch is recommended in order to assure a proper adhesion of the primer 


on the prepared surface. 


         In each project it's recommended to enable a patch test before the work.  The 


project manager          will choose the painting system according to the 


environment and to the kind of galvanized layer. 


 


 


2. SURFACE PREPARATION 


 


2.1. On hot dip Galvanized items 


2.1.1. Solvent cleaning 


Cleaning all surfaces from dirt, dust, oil, grease using a suitable 


solvent to  


SSPC SP-1. 


 Approved “Chemitaas” products: “Ardox 6-551”, BC-70 or 


similar products of other manufacturers. 
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2.1.2. Surface treatment 


 By one of the following methods: 


A. Brush-off blast cleaning 


 According to SSPC-SP-7 specification. 


 Will be performed only by authorized workers. 


Authorization shall be granted after ability to perform 


roughening of the zinc coating and remove no more than 10 


microns of the zinc layer. The zinc layer thickness shall be 


examined before and after blasting.  


B. Chemical treatment 


 Submerging the item in a phosphating bath type “ZINC-


PHOSPHATE” conforming to BS. 3189-1991standard. 


 


 


2.2 On electrolytically galvanized items 


 


2.2.1 Solvent cleaning 


 According to par. 2.1.1. 


 


2.2.2 Surface treatment By one of the following methods: 


 


A. Mechanical 


 The surface shall be roughened to a degree suitable for the 


specified paint system. 


 Approved surface cleaning media are listed in par. 7.4. 


 


B. Chemical treatment according to par. 2.1.2B. 
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3. PAINTING 


 


ENVIRONMENT SUBSTRATE PAINTING SYSTEM 
THICKNESS 


MICRON 
REMARKS 


3.1 Internal 


location or 


external in a 


dry 


environment 


3.1.1 Hot dip   


galvanizing


zinc layer 


thickness 


over 80 


micron 


3.1.1.1 Liquid paints 


Epoxy polyamide 


modified special for 


galvanizes surfaces / two 


component aliphatic 


polyurethane. 


40  


                       


50 


See par. 4.1 for 


approved 


manufactures and 


products see par. 


6.1 and 6.2 remarks 


  Total 90   


  3.1.1.2 Electrostatic 


power painting 


with pure 


polyester 


powder Total 


60 


 


 


 


 


 


 


60 


See par. 4.2 for 


approved 


manufacturers and 


products.             


See par. 5 technical 


requirements. 


 3.1.2 


Electrolyticaly 


galvanizing 


20-40 micron 


zinc layer 


thickness 


3.1.2.1   Liquid paints 


Epoxy 


polyamide 


modified 


special for 


galvanized 


surfaces 


70 


 


See par. 4.1 for 


approved 


manufactures and 


products 


  Two component 


aliphatic polyurethane. 


50 See par. 6.1, 6.2 


Remarks. 


  Total 120  


`  3.1.2.2   Electrostatic 


powder 


painting with 


pure polyester 


powder 


80 See par. 4.2 for 


approved 


manufactures and 


products. 


See par. 5 technical 


requirements. 
  Total 80 


 







APPENDIX No.2                                                               SPECIFICATION STR-2013                                                                                                                                                                   
 


App.2 - 4 
 


            THE ISRAEL ELECRIC CORPORATION   SPEC/PROCEDURE: CL-716/1600/99 


            GENERATION DIVISION                                                           ISSUE – 5 


             CHIEF CHEMIST  DEPT.                                                       PAGE No. 4 of   7 


                                                                                        DATE: 09/03/07) Revised: June 2012 


 


 


ENVIRONMENT SUBSTRATE PAINTING SYSTEM 
THICKNESS 


MICRON 
REMARKS 


3.2 External 


location marine 


or industrial 


fume 


environment 


3.2.1 Hot dip 


galvanizing 


zinc layer 


thickness 


over 80 


micron 


3.2.1.1 Liquid paint          


epoxy 


polyamide              


modified special            


for galvanized 


surfaces 


70 See par. 4.1 for 


approved   


manufactures and 


products. 


   Two component  


Aliphatic  


Polyurethane 


50 


 


See par. 6.1 and 6.2    


Remarks  


  3.2.1.2 Electrostatic               


powder painting 


Prime: Epoxy powder. 


Top: pure polyester       


      powder 


Total 


 


 


60 


60 


 


120 


 


 


See par. 4.2 for 


approved 


manufacturer. 


See par. 5 technical 


requirements. 


External location 


marine or industrial 


fume environment 


3.2.2 


Electrolitically 


galvanizing 20-


40 micron zinc 


layer thickness 


3.2.2.1 Epoxy      


            polyamide           


            modified special   


            for galvanized  


            surfaces. 


 


 Two component 


 aliphatic 


 polyurethane 


  


 Total  


100 


 


 


 


 


50 


 


150 


See par. 4 for 


approved 


manufacturers and 


products.  


   
3.2.2.2 Electrostatic    


            powder painting 


 Prime: Epoxy powder. 


Top: pure polyester             


powder 


Total 


 


60 


 


60 


120 


See par. 4.2 for 


approved 


manufacturers.    


See par. 5 technical 


requirements. 
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4. Paint manufactures and products approved 


 


4.1 Wet painting procedure above galvanized surface  


 


Top Primer Manufacturer 


Tamaglass PU 


(Aliphatic) 


Epitamarin Uniseal 


brown 


code – 842-xx 


or 


Epogal 


code – 644-xx 


Tambour  


Unicryl Epoxy Primer 524 Nirlat 


Carboline 134 
Rust Bond Penetrating 


Primer 
Carboline 


ACROLOM 218 Duraplate 235 Sherwin williams 


Amercoat 450 S Amercoat TC 71  Ameron 


Sigmadur 520 


Sigmacover 522 


Or 


Sigmacover 280 


Sigma 


Interthane 990 Interguard 269 International 


Vigor PU 239 Vigor EP 201C Freitag 


 


4.2 Electrostatic powder painting 


 


Remarks Product name Manufacturer 


185-xxx Polyester powder Shamir Tambour 


series 7000 Polyester powder Unilac  Nirlat - Univercol 


 Polyester powder David Powders 
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5. Technical Requirement for electrostatic powder painting 


 Laboratory tests will be carried out on panels measuring 100 x 150 x 0.7 mm. 


5.1 Thickness of Coating 


 At least 80 Microns. The test to be according to SSPC-PA1/1982. 


5.2 Adhesion 


 Pull-off according to ASTM D 4541-85. Test dolly 20 mm. Using Acrylic 


Adhesive (DP-805, Scotch-weld or equivalent). Minimum 1000 psi. 


5.3 Hardness 


 Hardness of coating to scratching: 4000 gr. According to ISO R 1518. 


5.4 Impact 


 According to ASTM D-2794: 25 Kg/cm. Will not be every cracking of the 


coating, nor any detachment from the substrate. 


5.5 Extensibility 


ISO-1520-Erichsen Cupping: 6 mm without cracks or detachments. 


5.6 Permeability 


 A coated panel will be partially submerged in pressure cooker containing 


distilled water to a level of at least 25 mm. Cooking at least for two hours 


after the appearance of steam. 


 After cooling of the cooker and the panel, the coating should be 


examined: no bubbles should appear on the surface. (They are acceptable 


only near the edges). 


5.7 Resistance to Salt Spray Fog: 


 Three panels will be placed in al salt water chamber for 1000 hours after 


being cross-cut in the center of the plate with an X, 50-70 mm long. After 


drying for 24 hours at room temperature, adhesion to the cross-cut will be 


examined. 


 Spread of rust along the lines and separation of the coating must not 


exceed 2 mm. There must be no bubbles or rust spots on the surface 


remote from the cut and the edges of the plate. 
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6. Quality assurance 


Is based on the authorization of the process and manufacturer that shall be granted 


after ability to supply panels that will conform the requirements specified in par.5. 


During the fabrication only thickness off the coating will be checked. There are not 


permitted measurements under the specified thickness in par.5.1.  


 


REMARKS 


1. Damaged hot dip galvanized surfaces must be repaired by applying at least two 


coats of organic zinc rich coatings to give a minimum dry film thickness of 60 


micron. 


Approved products: 


 “Z.R.C” – I.E.C - distributor carmel handasa catalog no. 3560067 


         “ ZINGA”           - distributor m.b.l catalog  no. 3560067. 


          ZINC-GLAD 5    - distributor Chemital catalog no.3560067. 


         GLAVITE 90 E    - distributor tambour catalog no.3560067 


 


2. In the painting system will be involved only paints from the same manufacturer 


3. Every two successive coats must be colour contrasted. 


4.       I.E.C. will approve only paint products that permit over coating with the 


paints specified in par 4.1.1. The result of adhesion test performed after over 


coating according to Israeli Standard 785/27 will be at least level 1. 


5. Surface profile producing media recommended: non-woven abrasive 


wheels and discs such as: 3 M Scotch-Brite clean strip discs and wheels. 


 Coated abrasive discs (sending pads) as: Flap wheels such as: Grind 0 


Flex Wheels from Merit Corporation  


 Needle guns consisting of a bundle of wire “needles” which can impact 


the surface. 


 


Prepared:                                                                      Approved: 


 Y. Casapu           


                                                                                           Dr. E. Sutskover 


Revised by Shay Litani (June 2012) 
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Equipment Installation and Commissioning (Site Acceptance Tests) works 


 


 


1. Tasks before starting installation and commissioning works  


 


 Three months after the awarding of the contract, the Supplier shall submit to 


the Purchaser for remark all the forms and documents that will be filled by 


the Supplier's representatives on-site or on the Supplier's premises during 


the installation and commissioning of the switchgear. The forms and the 


documents mentioned above cover the planning of the installation and 


commissioning of the switchgear as well as all the quality checks, etc. that 


the Supplier's representative will fill to validate the installation and 


commissioning of the switchgear.   


 After receiving the Purchaser's remarks, the Supplier will update the above-


mentioned forms and documents and will submit to the Purchaser the final 


forms and documents that will be used by the Supplier's representatives 


during the installation and commissioning. 


 Three months after the awarding of the contract, the Supplier will submit to 


the Purchaser for approval a detailed plan of the installation and 


commissioning of the switchgear. The plan will include, except for the 


Purchaser work-power needed for performing all the tasks and activities of 


the installation and commissioning as mentioned in the Annex B of the 


Specification, a detailed plan for the installation and commissioning of the 


switchgear and the split of responsibilities between the Supplier and the 


Purchaser. Furthermore, the plan will detail all the interfaces between the 


Supplier and the Purchaser and the duration of each task, the time needed 


for the Supplier's mobilization of its resources for each task, the mandatory 


time for the two parties to carry out the common tasks, etc. 


 The supplier will update the above-mentioned detailed plan with all the 


remarks and observations made by the Purchaser and will submit the 


updated detailed plan to the Purchaser for approval. After the Purchaser's 


approval, the detailed plan will be mandatory for the Supplier's conformance 


with the contract and will condition the Retention payment to the Supplier.  


 Two months before the delivery of the equipment onsite ( or to IEC's 


premises), the Supplier will send a detailed Bill Of Materials (BOM) and a 


detailed Packing List of all the pieces of equipment that have been/ are to be 


packed for a specific project. Each piece of equipment in the packing list 


must have its identification code for the packing and installation drawings.  


The packing list must include the storage order and the installation sequence 


to prepare all the equipment to be ready for installation before the arrival of 


the supervisor for installation works and the start of onsite works. The 
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supplier will inform IEC about the necessary storage conditions on site 


according to the contract's specifications.  


 IEC will review the BOM and the packing list and will send its remarks to the 


Supplier. The supplier must address all the IEC's remarks and observations 


and update, if necessary, the BOM and the packing list. IEC will organize a 


meeting with the Supplier's project manager to clarify all the preparations 


for the start of the on-site installation works including the topics connected 


to the BOM and the package list. 


 The supply of the BOM and the package list and their updates in due time 


will condition the payment of the Retention milestone 


  


 


 


2. The installation and commissioning works on site. The Supplier's  


supervisor and commissioning engineer for these works. 


 


 Two months after the awarding of the Contract, the Supplier will nominate 


the Project Manager for the design, supply, on-site works, and all the other 


activities and tasks of the project. The Project Manager will be the Single 


Point of Contact (SPC) with IEC in the stages of the project: design, supply of 


the equipment, on-site works, and project closing.  


 Three months before the planned date for starting the installation works on 


site, the Supplier will send to the Purchaser detailed data on the Supervisor 


for the installation works and the commissioning engineer. The data will 


include the CVs, their work experience, their experience with the supplied 


equipment, the languages in which they can communicate, and all relevant 


data for their jobs and their position in the project. 


 The supervisor/commissioning engineer must be fluent in English to be able 


to communicate with IEC's technicians on-site or any other IEC 


representative (from the Planning Division, Purchasing Division, etc.). 


 The purchaser has the right not to accept a Supplier representative in case 


he does not meet the requests for experience with similar project or in case 


he can't communicate with the IEC representatives.  


 Furthermore, it is IEC's prerogative to ask the Supplier to replace the 


supervisor/ commissioning engineer in case of a safety incident that 


occurred during the installation/ commissioning work because of the 


supervisor/ commissioning engineer's unsafe behavior.  IEC has to send a 


written note describing the incident and the details of the supervisor's 


actions that caused the incident. 


 IEC has the right to ask the Supplier to replace the supervisor/ 


commissioning engineer in case he is not able to communicate with the 


people on-site or in case the supervisor doesn't have the experience of 


installing/ commissioning the equipment or he doesn't work according to 


the contract stipulations. In such cases, IEC will send to the Supplier a 


written note detailing the reasons for IEC's demand to replace the 


supervisor/ commissioning engineer.     
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 Before the beginning of the works on site, the Supervisor will get familiar 


with all the data concerning the project including the above-mentioned 


implementation detailed plan, the forms that must be filled during the works 


on site, etc.  


 At the beginning of the installation/ commissioning works on site, the 


Purchaser will organize a kick-off meeting in which the Supervisor will 


present the program for implementing the detailed plan of the project and 


all the resources he needs from the Purchaser to implement the plan. The 


program will also include all the requests and the conditions that the two 


parties must fulfill to perform the tasks of the project (for example all the 


requests for carrying out common tasks, time conditions and constraints, 


resources needed, etc.).  


 Any unexpected event that occurred onsite will be immediately reported to 


IEC. The first report will detail the event and the possible consequences for 


the progress of the works. The Supplier will issue immediately (no longer 


than 3 working days) an additional report which will detail all the 


consequences of the event and the plan to minimize the impacts on the 


works. In case additional parts are missing, the Supplier will send them by air 


mail to shorten the supply time. The delivery of the reports, as mentioned 


above, as well as the delivery of the additional parts by air mail condition the 


payments for the Retention milestone.  


 During the installation and commissioning works, the Supplier shall send 


weekly reports on the progress of the works on-site and all the events that 


can have an impact on the progress of the works. The report will comprise 


detailed reports on the events that occurred and the plan to get back to the 


planned program for installation/commissioning works. The Supplier's 


Project Manager will sign these reports as the authorized representative of 


the Supplier. The supply of the above-mentioned reports will condition the 


Retention payments for the onsite works.  


 During the installation and commissioning works, The Purchaser will 


organize weekly meetings with the Supplier's project manager and the 


supervisor/ commissioning engineer. In these meetings, the Project Manager 


and the supervisor/commissioning engineer will present a detailed plan on 


the progress of the works as compared to the above-mentioned plan for the 


works. Any deviation from the planned program must be accompanied by a 


detailed program for mitigation of the delays and the return to the plan. The 


Supplier's project manager will sign all the above-mentioned plans and 


programs as the authorized representative of the Supplier. The supply of 


these plans and programs conditions the payments for the Retention 


milestone.  


 The project manager and the supervisor/commissioning engineer will 


present during the kick-off meeting all the forms that will be filled during the 


installation/ commissioning works to implement the warranty of the 


equipment and to fulfill the stipulations in the contract concerning the 


quality of the equipment. 


 During the installation and commissioning works, the Supplier's 


supervisor/commissioning engineer/ project manager shall answer in a 
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determined period to all the mismatching, errors, defaults, etc. that IEC's 


commissioning engineers have encountered during the tests that have been 


performed by IEC. There are three categories that the Supplier must answer: 


- minor items (can be solved by the Supplier's representative on site) – 


2 working days.   


- medium items (in which the Supplier design is involved) – 4 working 


days. 


- major items (implies major changes in the equipment)– 6 working 


days. 


In case the Supplier cannot meet the above-mentioned periods, the Project 


Manager will inform the IEC's representatives of the reasons why an 


additional period is needed to solve the issue.  


The Supplier's timely answer to the issues raised by IEC's commissioning 


engineers during the commissioning works shall condition the payment for 


the Retention milestone in the contract.  


  


 Immediately after the completion of each onsite task and after each stage of 


equipment installation, the supervisor and the commissioning engineer will 


hand over to IEC all the forms that were filled during the installation and 


commissioning works. These forms will include the forms filled by IEC's 


representatives who performed works according to the common program 


that was concluded at the start of installation and commissioning works. The 


forms will be signed by the supervisor/commissioning engineer and will 


prove the compliance of the site works to the requirements of the contract. 


The handing over of all these forms to IEC will condition the payment for the 


Retention milestone of the contract. 


 


 


3. Tasks after the completion of installation and commissioning works on-site 


 With the completion of installation works, the supervisor will hand over to 


IEC a complete set with all the updated drawings (electro-mechanical, 


wiring, etc.) and documents that were used during the installation works. 


The drawings will be red-marked with all the changes that have been 


performed on-site. The handing over of the drawings and documents 


conditions the payment to the Supplier for the Retention milestone. One 


month after the completion of the works on site (the commissioning works), 


the Supplier will send to IEC a complete updated digital and A3 printed set 


of drawings that were used during the installation and commissioning works 


on-site. The printed set of documents will include all the updated drawings 


and will be folded in an easy-to-access folder. These drawings will include 


also the drawings based on the red-marked drawings as mentioned above.  


 One month after the completion of the works on-site, the Supplier will send 


to IEC a detailed report of all the works that have been performed on-site. 


The reports will contain a description of all the works that have been carried 


out and of all the events that have been noticed during these works and the 
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measures that have been taken to correct them. The report will be signed by 


the supervisor or the commissioning engineer and by an authorized 


representative of the Supplier. The report will validate and confirm that the 


equipment stands by all its designed parameters, that the equipment was 


manufactured and installed according to the highest requests of the 


contract, and that the equipment can be energized.   


 


4. Commissioning of the Gas monitoring system and the Local control system (if 


applicable). 


 


 This chapter applies in case the Gas monitoring system and/or the Local 


control system of the SF6 switchgear are installed as part of the GIS system. 


In this case, the commissioning of these systems will be under the Supplier's 


commissioning engineer's responsibility. In parallel to the commissioning of 


these systems, the Supplier's commissioning engineers will have to perform 


for each substation the practical training of the Purchaser's engineers (two 


IEC engineers for each substation) who will be responsible for the 


maintenance of the systems for all the life of the systems. 


 The training must be adapted to all the needs of IEC as a Utility that will 


maintain independently the GIS and the systems connected to it 


("independently" meaning without any assistance from the Supplier).  


 The practical training will be performed according to Appendix….: training of 


IEC's personnel for the switchgear and the systems connected to it 


(advanced training chapter in the Appendix ……). 


 The above-mentioned practical training will be done in addition to the 


theoretical training as detailed in Appendix….  


 During the commissioning of the systems (which will be performed in 


parallel with the practical training as mentioned above), the Supplier's 


commissioning engineers will hand over to IEC's engineers all the software 


and hardware data necessary for IEC to perform independently the 


commissioning and maintenance of these systems for the whole life of the 


systems. The data will include among other data, the passwords for the 


systems (on the Administrator of the system level) and any other data for 


commissioning and maintenance of the system. 
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Training ( Guidance ) course for IEC's personnel 


         160 KV. SF6 GIS  


The Supplier will organize a training (guidance) course for IEC's 


personnel.  


The scope of the course: to train IEC's personnel in all the aspects of the 


design, safety, installation, and commissioning (Site Acceptance Tests) to 


enable IEC's technicians and engineers to perform by themselves the on-


site tasks without the presence of the Supplier's experts. Furthermore, 


the trainees will be trained in the operating and complete maintenance 


of all the switchgear systems (mechanical, electrical, and control 


systems) for the whole life of the equipment. The training for 


maintenance of the switchgear will comprise the complete dismantling 


of the equipment and all the operations for repairing any 


default/damage of the mechanical/electrical equipment.  


Furthermore, the mechanical training must include among other tasks 


the following activities: release of the operating mechanism, complete 


replacement of the operating mechanism, the adjustments necessary for 


the new mechanism, and all the necessary special tools for the 


switchgear.  


The course will be at the Supplier's expense, including all the lecturers 


and all the necessary materials, devices, equipment, etc. necessary for 


the training. 


The training course will have a duration of 10 working days and will cover 


all the aspects of design, installation, commissioning, operation, and 


maintenance as per the above-mentioned scope of the course.  


The course will be organized on the purchaser's premises for up to 30 


people.  


The course will comprise also the following tasks: 


 Basic training for gas control system


 Advanced training for the gas control system (including all the
authorizations necessary for running the gas control system as 
administrators). 
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 BCUs relays and SCS for GIS systems basis and advanced training ( 
including the training for Administrator level). If applicable.  


 


Two months after winning the bid, the Supplier will submit to the 


Purchaser a detailed plan (syllabus) for the training (guidance) course for 


IEC's personnel. The plan must be approved by the purchaser. The 


Supplier is obliged to fulfill and implement all the Supplier's demands 


concerning the plan (syllabus) of the course and to submit for approval 


an updated plan according to the Purchaser's demands, requests, and 


remarks on the initial plan submitted by the Supplier.  


The course will begin three months after the final Contactor's final 


approval of the plan(detailed syllabus) of the course.   


At the end of the course, the Supplier must plan a theoretical and 


practical exam that the trainees must pass in order to receive the 


Supplier's authorization for performing the tasks mentioned in the scope 


of the course.   
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  Retention payment 


 


- Installation and commissioning 


 Items to be supplied 
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Item to supply   Time to supply 


 


Remarks 


 


Ref: Installation and commissioning works 


annex.  


  


1. 
Nomination of the Project Manager 2 months after the contract 


awarding 


 


2. All the onsite works forms for remarks  3 months after the contract 


awarding and before 


installation works 


The forms will be updated 


acc. to IEC's remarks 


3 . Plan and program of installation and 


commissioning 


3 months after the contract 


awarding 


The plan will be updated 


acc. to IEC's remarks 


4. Bill of Materials and Package list 2 months before the delivery 


of the equipment 


According to the installation 


order. Instructions for 


storage.  


5. Transmit data on supervisor and 


commissioning engineer 


3 months before starting 


installation works 


See IEC's request for 


supervisor's background 


6. Participate in the kick-off meeting Before the start of installation 


works 


Project manager and 


supervisor 


7. Notice on an unexpected event in the 


project 


Immediately after the event Detail on possible 


consequences  


8. Report on an unexpected event 3 working days after the 


event 


Consequences details and 


mitigation program 


9. The project manager's weekly reports Each week during onsite 


works 


Progress of works compared 


to the plan 


10. Participate in weekly meetings with IEC Each week  Project manager and 


supervisor/ commissioning 


engineer 


11. Answer to any mismatching, errors, 


etc.  


Minor: 2 days 


Medium: 4 days 


Major: 6 days 


After the initial notice  


12 . Handing over to IEC all the forms filled 


by the supervisor/ commissioning 


engineer 


After each stage of 


installation/ commissioning 


works 


Including IEC's forms 


13. Handing over all updated, red-marked 


drawings used by the 


supervisor/commissioning engineer 


With the completion of 


installation and 


commissioning  


Electro-mechanical, wiring, 


etc.  
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14. Updated digital and A3 printed set of 


drawings  


1 Month after completion of 


works on site 


 


15. Detailed report on on-site works 1 Month after completion of 


works on site 


Validate the works on site, 


approve the energization  


Ref: Commissioning of the Gas Monitoring 


System and the Local Control System (if 


applicable) – Installation and Commissioning 


works annex.  


  


1.  The commissioning works will be 


performed in parallel with the training 


of 2 IEC engineers for each substation 


During the commissioning 


works of the systems 


Practical training for 


independent commissioning 


and maintenance of the 


system 


2. Hand over all data and documents for 


commissioning and maintenance of the 


systems 


During the commissioning 


works  


Including all the passwords, 


keys, etc. on the system 


administrator level 
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Appendix 3. Type Tests Reports 
 


Table No. 1 - Circuit Breakers 


 


   IEC 62271-100 1   Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


1.*  Dielectric Tests at minimum pressure: 7.2       


 1.1 Power frequency withstand voltage test: 7.2.7.2       


 1.1.1 Option 1: Power frequency Power frequency (50Hz) 


voltage withstand test, 1min. wet conditions: 
  


     


 1.1.1.1 To earth (kV r.m.s.) ..................................................    325      


 1.1.1.2 Across open CB (kV r.m.s.) .....................................   375      


 
1.1.2 


Option 2: Switching impulse voltage test 250/2500 


s, wet conditions: 
  


     


 1.1.2.1 To earth (kV r.m.s.) ..................................................    504      


 1.1.2.2 Across the isolating distance (kV r.m.s.) ..................   582      


          


 1.2 Power frequency withstand voltage test at 


atmospheric pressure, and 60 sec/continuous 


IECo. 


Spec. 
 


     


 1.2.1 To earth (kV r.m.s./kV r.m.s.) ...................................          


 1.2.2 Across open CB (kV r.m.s./kV r.m.s.) ......................         


 1.3 Lightning impulse withstand voltage test 7.2.7.3       


 
1 Additional standards IEC 62271-203, IEC 62271-300, IEC 62271-310, 62271-1, 62271-110, IEC/IEEE 62271-37-082, CENELEC EN 50052 


* This Type test shall be performed by one of the neutral laboratories - Member of the STL (Short-Circuit Testing Liaison) international forum (According to 
cl. 11.3.2 in Annex B) ©. 
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   IEC 62271-100 1   Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 1.3.1 To earth (kV peak).....................................................    750      


 1.3.2 Across open CB (kV peak) ........................................    860      


 1.4 Partial discharge test: 7.2.10       


 1.4.1 P.D. level at 1.2xUm/3 kV (pC) ..............................   <5      


 1.4.2 Free from p.d. up to (kV r.m.s.) .................................          


 1.5 Voltage test as condition check (if applicable) ..........  7.2.12       


 1.6 RIV test at 1.1xUm/3 kV (V) ................................   7.3 < 2500      


          


2.*  Temperature rise test: 7.5       


 2.1 Contact (0C) ..............................................................    55      


 2.2 Connections (0C) ......................................................    65      


 2.3 Accessible enclosure (0C) .........................................    30      


 2.4 Auxiliary and control equipment (0C) ......................  7.5.3.2       


3.*  Measurement of resistance of main circuit () ........    7.4       


4.  
Mechanical and Environmental tests  


7.101.2.1 to 
7.101.2.3 


Class 


M2 
     


 4.1 Functional test ..........................................................         


 4.1.1 At minimum supply voltage (CO cycles) .................   500      


 4.1.2 At rated supply voltage (CO cycles) ........................    500      


 4.1.3 At maximum supply voltage (CO cycles) ................    500      


 4.1.4 At rated supply voltage (O-0.3s-CO-C cycles) ........    250      


 4.2 Endurance test (five times the test series provided in 


clause 4.1) .................................................................  
 


 


10000 
     


 4.3 Environmental test:        


  - Operation test at high temperature (C) .................   + 50      


  - Operation test at low temperature (C) ..................   - 5      
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   IEC 62271-100 1   Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


5.  


Electrical endurance testing ......................................  


IEC 


62271-


310 


 


     


          


6.*  Short time withstand current and peak withstand 


current tests: 
7.6  


     


 6.1 Short time withstands current (kA) ..........................   50      


 6.2 Duration of short-circuit (sec) ..................................    1      


 6.3 Rated peak withstand current (kA peak) ..................    125      


          


7.  Verification of degree of protection: 7.7       


 7.1 Verification of the IP coding ....................................  7.7.1 IP 65      


 7.2 Verification of the IK coding ...................................  7.7.2 IK 07      


          


8.  Tightness tests ..........................................................  7.8       


          


9.  Electromagnetic compatibility (EMC) tests .............  7.9       


 9.1 Emission tests ...........................................................  7.9.1       


 9.2 Immunity tests ..........................................................  7.9.2       


 9.3 Ripple on d. c. input power port immunity test ........  7.9.3.2       


 9.4 Voltage dips, short interruptions and voltage variation 


on d. c. input power port immunity tests ..................  
7.9.3.3  


     


          


10.  Additional tests on auxiliary and control circuits .....  7.10       


 10.1 Functional tests .........................................................  7.10.2       


 10.2 Dielectric Tests .........................................................  7.10.5       
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   IEC 62271-100 1   Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 
10.3 


Verification of the operational characteristics of 


auxiliary contacts ......................................................  
7.10.3  


     


 10.4 Environmental tests ..................................................  7.10.4       


          


11*  Verification of making and breaking capacities - 


short-circuit tests 


7.102 to 


7.107 
 


     


 11.1 Test-duty T10 (10%) (kA r.m.s) ...............................    7.107.2 5      


 11.2 Test duty T30 (30%) (kA r.m.s) ...............................    7.107.3 15      


 11.3 Test duty T60 (60%) (kA r.m.s) ...............................    7.107.4 30      


 11.4 Test duty T100s (100% sym) ...................................  7.107.5 


7.107.6 
 


     


 11.4.1 Test duty T100s(a) (making test) (kA peak) ............     125      


 11.4.2 Test duty T100s(b) (breaking test) (kA r.m.s) ..........    50      


 11.5 Test duty T100a (100% asym) (kA r.m.s) ................          


 11.6 Critical current test (if applicable) ............................  7.108.1       


 11.7 Single-phase and double earth fault test (if applicable) 7.108.2       


          


12.  Short line fault test....................................................  7.109       


 12.1 Test duty L90 (kA r.m.s) ..........................................    45      


 12.2 Test duty L75 (kA r.m.s) ..........................................     37.5      


 12.3 Test duty L60 (if applicable) (kA r.m.s) ...................          


          


13.  Out of phase making and breaking tests 7.110       


 13.1 Test duty OP1 (30%) (kA) .......................................    3.75      


 13.2 Test duty OP2 (100%) (kA) .....................................     12.5      
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   IEC 62271-100 1   Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


14.* 
 Capacitive current switching tests for class C2 


7.111 


 
 


     


 14.1 Line charging breaking current (A) ..........................   7.111.9 63      


 14.2 Cable charging breaking current (A) ........................  7.111.9 160      


 14.3 Capacitor bank current switching test (A) ................   7.111.9       


 14.3.1 Rated single capacitor bank breaking current (A)  400      


 14.3.2 Rated back-to-back capacitor bank breaking current 


(A) ............................................................................   
 


 


400 
     


 14.3.3 Rated capacitor bank inrush making current (kA 


peak/Hz) ...................................................................  
 


 


 
     


 14.3.4 Rated back-to-back capacitor bank inrush making 


current. (kA/Hz) .......................................................  
 


 


20/4250 
     


          


15.  
Small inductive current switching tests 


IEC 


62271-110 
      


  -  Rated small inductive breaking current (A) ..........         


          


16.  


Sound test .................................................................  
IEC/IEEE 


62271-37-


082/2012 
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Table No. 2 


Disconnector, Low speed Earthing switches and High speed Earthing switches  


 


   IEC 62271-1022 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


1.*  Dielectric Tests at minimum pressure: 7.2       


 1.1 Power frequency withstand voltage test ...................  7.2.7.2       


 1.1.1 Option 1: Power frequency Power frequency (50Hz) 


voltage withstand test, 1min. wet conditions: 
  


     


 1.1.1.1 To earth (kV r.m.s.) ..................................................    325      


 1.1.1.2 Between contacts (kV r.m.s.) ...................................   375      


 1.1.2 Option2: Switching impulse voltage test 250/2500 s, 


wet conditions: 
  


     


 1.1.2.1 To earth (kV r.m.s.) .....................................................    504      


 1.1.2.2 Across the isolating distance (kV r.m.s.) ....................   582      


 1.2 Power frequency withstand voltage test at atmospheric 


pressure, and 60 sec/continuous ..................................  
 


IECo. 


Spec. 
     


 1.2.1 To earth (kV r.m.s./kV r.m.s.) .....................................          


 1.2.2 Between contacts (kV r.m.s./kV r.m.s.) ......................         


 1.3 Lightning impulse withstand voltage test ...................  7.2.7.3       


 1.3.1 To earth (kV peak) ......................................................    750      


 
2   Additional standards IEC 62271-203, IEC 62271-1, IEC 60694 


* This Type test shall be performed by one of the neutral laboratories - Member of the STL (Short-Circuit Testing Liaison) international forum (According to 
cl. 11.3.2 in Annex B) ©. 


 


  







APPENDIX No.3                                                                   SPECIFICATION STR-2013 
 
 


App.3 - 7 
 


   IEC 62271-1022 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 1.3.2 Between contacts (kV peak) .......................................   860      


          


 1.4 Dielectric test on insulated earthing switches (kV 


r.m.s) ...........................................................................  
7.2.7 


 


2 
     


 1.5 Partial discharge test ...................................................  7.2.10       


 1.5.1 P.D. level at 1.2xUm/3 kV (pC) ...............................   < 5      


 1.5.2 Free from p.d. up to (kV r.m.s.) ..................................         


 1.6 Voltage test as condition check (if applicable) ...........  7.2.12       


 1.7 RIV test at 1.1xUm/3 kV(µV) ..................................   7.3 <2500      


          


          


2.*  Temperature rise test: 7.5       


 2.1 Contact (0C).................................................................    55      


 2.2 Connections (0C) .........................................................    65      


 2.3 Accessible enclosure (0C) ...........................................    30      


 2.4 Auxiliary and control equipment (0C) .........................  7.5.3.2       


          


3.*  Measurement of resistance of main circuit ()  7.4       


          


4.  Short time withstand current and peak withstand 


current tests: 
7.6  


     


 4.1 Short time withstands current (kA) .............................    50      


 4.2 Duration of short-circuit (sec) .....................................    1      


 4.3 Rated peak withstand current (kA peak) .....................   125      


          


5.*  Short-circuit making test for high speed earthing 


switches class E1 .........................................................  
7.101 2 op. 
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   IEC 62271-1022 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 5.1 Short time withstands current (kA) .............................     50      


 5.2 Rated peak withstand current (kA peak) .....................   125      


          


6  Operating and Mechanical and Environmental tests for 


class M2 Disconnectors class M1 for ES 
7.102  


     


 6.1 Functional test .............................................................         


 6.1.1 At rated supply voltage (CO cycles) ...........................   900      


 6.1.2 At minimum supply voltage (CO cycles) ...................   50      


 6.1.3 At maximum supply voltage (CO cycles) ...................   50      


 6.2  Endurance tests ...........................................................         


 6.2.1  Disconnectors (ten times the test series provided in 


Subcl.6.102.5) .............................................................  
 


 


10000 
     


 6.2.1  Earthing Switches (two times the test series provided 


in Subcl.6.102.5) .........................................................  
 


 


2000 
     


 6.3 Operation at temperature limits ...................................  6.104       


 6.3.1 Operation test at high temperature (C) ......................   + 50      


 6.3.1.1 Minimum supply voltage (CO cycles) ........................   3      


 6.3.1.2 Maximum supply voltage (CO cycles) .......................   3      


 6.3.2 Operation test at low temperature ...............................   -5      


 6.3.2.1 Minimum supply voltage (CO cycles) ........................   3      


 6.3.2.2 Maximum supply voltage (CO cycles) .......................   3      


 6.3.3 Tightness test ..............................................................         


          


7.*  Bus transfer current switching test-making and 


breaking test at minimum gas pressure: 
7.106  


     


 7.1 Rated bus transfer current ....................................  (A)  1600      


 7.2 Rated bus transfer voltage .......................... (kV r.m.s)  10      
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   IEC 62271-1022 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 7.1 Number of make-break operating cycles ....................   100      


          


8.*  Induced current switching test for each type of earthing 


switches: 
7.107  


     


 8.1 HSES class B:        


 8.1.1 Electromagnetically coupling: 


Rated current/Rated voltage ............................ (A/kV)  
 


 


80/2 
     


 8.1.2 Electrostatically coupling: 


Rated current/Rated voltage ............................ (A/kV) 
 


 


3/9 
     


 8.2 LSES (class B if applicable) Class A        


 8.2.1 Electromagnetically coupling: 


Rated current/Rated voltage ............................ (A/kV)  
 


 


50/1 
     


 8.2.2 Electrostatically coupling: 


Rated current/Rated voltage .............................. A/kV) 
 


 


0.4/3 
     


          


 8.3 Number of make-break operating cycles for 


electrostatically induced current .................................  
 10 


     


 8.4 Number of make-break operating cycles for 


electromagnetically induced current ...........................  
 10 


     


          


9.  
Bus charging switching test: 


7.108and 


Annex. F 
 


     


 9.1 Bus charging current (A).............................................   0.25      


 9.2 Test duty 1- number of make and break operations 


for standard/fast Disconnectors  ..................................  
 


 


50/200 
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   IEC 62271-1022 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 9.3 Test duty 2- number of make and break operations 


for standard/fast Disconnectors ...................................  
3 


 


50/200 
     


 9.4 Test duty 3- number of make and break operations 


for standard/fast Disconnectors ...................................  
 


 


50/50 
     


 


Table No. 3 -   Current Transformer  


 


   IEC 61869-24 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


1.*  Type tests  7.2       


 1.1* Temperature rise test ................................................... 7.2.2       


 1.1.1 Core (0C) .....................................................................   60      


 1.1.2 Connections (0C)    ......................................................   65      


 1.1.3 Windings (0C) ..............................................................  65      


 1.1.4 Accessible enclosure (0C) ............................................   30      


 1.2* Dielectric Tests at minimum gas pressure:        


 
1.2.1 


Lightning impulse withstand voltage test to earth on 


primary windings (kV peak) .......................................  
7.2.3 


 


750 


     


 


 


 


4   Additional standards IEC 62271-203, 62271-1, 61869-1 


* This Type test shall be performed by one of the neutral laboratories - Member of the STL (Short-Circuit Testing Liaison) international forum (According to 
cl. 11.3.2 in Annex B) ©. 
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   IEC 61869-24 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 
1.2.2 


Power frequency voltage test on primary windings 


(kV) ............................................................................. 


IEC 


62271-


203 


 


325 


     


 1.3 Electromagnetic Compatibility test ............................. 7.2.5       


 1.3.1 RIV test ....................................................................... 7.2.5.1       


 1.3.2 Immunity test .............................................................. 7.2.5.2       


 1.4 Tests for accuracy........................................................ 7.2.6       


 
1.4.1 


Ratio error and phase displacement of measuring CT's


 ..................................................................................... 
7.2.6.201  


     


 1.4.2 Instruments security factor (FS). ................................. 7.2.6.202       


 1.4.3 Test for composite error .............................................. 7.2.6.203       


 
1.5 


Verification of the degree of protection by enclosures


 ..................................................................................... 
7.2.7  


     


 1.6 Enclosure tightness test at ambient temperature ......... 7.2.8       


 
1.7 Proof test for the enclosure .......................................... 


7.2.9 and 


IEC 62271-


203 6.103 
 


     


 1.8* Short-time current test:  7.2.201       


 1.8.1 Rated short-time thermal current (kA r.m.s.) .............   50      


 1.8.2 Duration of short-circuit (sec) ....................................   1      


 1.8.3 Rated dynamic current (kA peak) ..............................    125      


 
1.8.9 Magnetization curves for each core type ....................  


IECo 


Spec 
 


     


          


2.*  Special tests 7.4       


 
2.1 Transmitted overvoltage test (kV peak) .....................   7.4.4 


Impulse 


type B 


< 1.6 
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   IEC 61869-24 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 


2.2* Internal arc fault test ...................................................  


7.4.6 


IEC 62271-


203 6.105 


and Annex 


B 


50kA 


/0.6sec 


     


 
2.3 Enclosure tightness test at low and high temperature  7.4.7  


     


 
2.4 Gas dew point test ......................................................  7.4.8  


     


3  Sample tests 7.5       


 3.1 Instruments security factor (FS) .................................  7.2.6.202       


 


Table No. 4 -   Voltage transformer  


 


   IEC 61869-3 5 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


1.*  Type tests 7.2       


 1.1* Temperature rise test 7.2.2       


 1.1.1 Core (0C) .....................................................................    60      


 1.1.2 Connections (0C)    .....................................................    65      


 1.1.3 Windings (0C) .............................................................   65      


 1.1.4 Accessible enclosure (0C) ...........................................   30      


 1.2* Dielectric Tests at minimum gas pressure:        


 
5   Additional standards IEC 61869-1, 62271-203, 62271-1, ANSI C5713 


* This Type test shall be performed by one of the neutral laboratories - Member of the STL (Short-Circuit Testing Liaison) international forum (According to 
cl. 11.3.2 in Annex B) ©. 
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   IEC 61869-3 5 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 
1.2.1 


Lightning impulse withstand voltage test to earth on 


primary windings (kV peak) .......................................   
7.2.3.2 


 


750 


     


 
1.2.2 


Switching impulse withstand voltage test (kV peak) 


 ...................................................................................   
7.2.3.3  


     


 
1.2.3 


Power frequency voltage test on primary windings 


(kV) ...........................................................................  


IEC 


62271-


203 


 


325 


     


 1.3 Electromagnetic Compatibility test ...........................  7.2.5       


 1.3.1 RIV test.................................................................. 7.2.5.1       


 1.4 Tests for accuracy ......................................................  7.2.6       


 1.4.1 Tests of accuracy for measuring VT's .......................  7.2.6.301       


 1.4.2 Tests of accuracy for protective VT's ........................  7.2.6.302       


 
1.5 


Verification of the degree of protection by enclosures


 ...................................................................................  
7.2.7  


     


 1.6 Enclosure tightness test at ambient temperature ........  7.2.8       


 


1.7 Pressure test for the enclosure ...................................  


7.2.9 and 


IEC 


62271-


203 6.103 


 


     


 1.8* Short – circuit withstand capability test ....................  7.2.301       


 1.8.1 Short circuit current (kA) ..........................................         


 1.8.2 Duration of short-circuit (sec.) ..................................    1      


 
1.9 Magnetizing curve for each core ...............................  


IECo 


Spec 
 


     


2.*  Special tests 7.4       


 
2.1 Transmitted overvoltage measurement (kV peak) .....  7.4.4 


Impulse 


type B      


< 1.6 


     







APPENDIX No.3                                                                   SPECIFICATION STR-2013 
 
 


App.3 - 14 
 


   IEC 61869-3 5 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 


2.2* Internal arc fault test ..................................................  


7.4.6 


IEC 


62271-203 


6.105 and 


Annex B 


50kA 


/0.5sec 


     


 
2.3 Enclosure tightness test at low and high temperature 7.4.7  


     


 2.4 Gas dew point test .....................................................  7.4.8  
     


3  Other tests        


 
3.1 Discharge withstands capability ................................  


IECo 


Spec. 
 


     


 
3.2 Ferroresonance test (if applicable) ............................  


IECo 


Spec. 
 


     


 
 


 


Table No. 5 - Surge Arresters 


   IEC 60099-4-2014 6 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


1*  Dielectric Tests at minimum functional gas pressure: 11.8.2       


 1.1 Lightning impulse voltage test (kV r.m.s) ...............  11.8.2.2 750      


 
6   Additional standards IEC 60099-5 


* This Type test shall be performed by one of the neutral laboratories - Member of the STL (Short-Circuit Testing Liaison) international forum (According to 
cl. 11.3.2 in Annex B) ©. 
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   IEC 60099-4-2014 6 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 
1.2 


Power frequency withstand voltage test to earth (kV 


r.m.s.) .......................................................................  
11.8.2.4 325 


     


 
1.3 


Withstand test on the active part of GIS arresters (If 


applicable) ................................................................  
11.8.2.5  


     


          


2  Residual voltage tests: 11.8.3       


 2.1 Steep current residual voltage test ...........................  8.3.2       


 2.2 Lightning impulse residual voltage test ...................  8.3.3       


 2.3 Switching impulse residual voltage test ...................  8.3.4       


          


3  Test to verify the long term stability under continuous 


operating voltage  .....................................................  
11.8.4  


     


          


          


4.  Test to verify the repetitive charge transfer rating Qrs


 .................................................................................  
11.8.5  


     


          


5.  Heat dissipation behavior verification of test sample


 .................................................................................  
11.8.6  


     


          


6.  Operating duty tests .................................................  11.8.7       


          


7.  Power frequency voltage-versus-time test (TOV) ...  11.8.8       


          


8.*  Short circuit tests ......................................................  11.8.10       


          


9.  Radio interference voltage (RIV) tests .....................  11.8.14       







APPENDIX No.3                                                                   SPECIFICATION STR-2013 
 
 


App.3 - 16 
 


   IEC 60099-4-2014 6 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


10.  Test to verify the dielectric withstand of internal 


components (If applicable).......................................  
11.8.115  


     


          


11.  Test of internal grading components (If applicable) 


 .................................................................................  
11.8.16  


     


          


 


Table No. 6 - Busbar ducts 


 


   IEC 62271-203 7 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


1*  Dielectric Tests at minimum gas pressure: 7.2       


 1.1 Power frequency withstand voltage test to earth (kV 


r.m.s.) .......................................................................  
7.2.7.2 


 


325 
     


 1.2 Power frequency withstand voltage test, at atmospheric 


pressure and 60 sec/continuous (kV, r.m.s.)  


 .................................................................................  


IECo 


Spec. 
 


     


 1.3 Lightning impulse withstand voltage test to earth (kV 


peak) .........................................................................  
7.2.7.3 


 


750 
     


 1.4 PD test ......................................................................  7.2.10       


 
7   Additional standards IEC 62271-1 


* This Type test shall be performed by one of the neutral laboratories - Member of the STL (Short-Circuit Testing Liaison) international forum (According to 
cl. 11.3.2 in Annex B) ©. 
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   IEC 62271-203 7 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 1.4.1 PD level at 1.2xUm/3 kV(pC) ...............................   < 5      


 1.4.2 Free from PD up to(kV) ...........................................         


          


2.*  Temperature rise test at I=3150A.............................  7.5       


 2.1 Connections(0C)    ....................................................    65      


 2.2 Contacts(0C)    ..........................................................    55      


 2.3 Accessible enclosure(0C) .........................................    30      


          


3.*  Measurement of resistance of main circuit: 7.4       


  R () ........................................................................          


          


4.*  Short time withstand current and peak withstand 


current tests: 
7.6  


     


 4.1 Rated short time withstands current(kA) .................   50      


 4.2 Duration of short circuit (sec) ..................................   1      


 4.3 Rated peak withstand current (kA peak) ..................   125      


          


5.*  Internal arc test: cl. 7.105       


 5.1 Short circuit current (kA) .........................................   50      


 5.2 Arc duration (s) ........................................................   0.5      
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Table No. 7a -    SF6/Air Bushings with porcelain insulator. 


 


   IEC 60137 8 Test Date of Test report  


  Description Clause Value Plant Test No. Value Remarks 


1  Dielectric Tests:        


 1.1 
Wet Power frequency withstand voltage test (kV 


r.m.s.) .......................................................................   
8.2 325      


 1.2 


Power frequency withstand voltage test, at atmospheric 


pressure and 60 sec/continuous for gas insulated 


bushing(kV r.m.s./kV r.m.s.) ...................................  


IECo 


Spec. 
      


 1.3 
Dry lightning impulse withstand voltage test (kV peak) 


 .................................................................................   
8.4 750      


 1.4 
Chopped lightning impulse withstand voltage (if 


applicable) (kV peak) ...............................................  
       


 1.5 Partial discharge test ................................................  
9.5  


Table 9 
      


 1.5.1 P.d. level at 1.05 Ur/3 kV (pC) ..............................   <5      


 1.5.2 P.d. level at 1.5 Ur/3 kV (pC) ................................   <10      


 1.5.3 Free from p.d. up to(kV) ..........................................         


 1.6 Artificial pollution test .............................................  
7.2.3   and 


IEC 60815 
      


 
8   Additional standards IEC 62271-203, 62271-1, 62155, 61463, 60815 
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   IEC 60137 8 Test Date of Test report  


  Description Clause Value Plant Test No. Value Remarks 


 1.7 RIV test at 1.05 Ur/3 (kV) (V) ............................   
IEC 


62271-203 


cl.7.3 
< 2500      


 1.8 Tan  measurement and capacitance ........................  9.2       


 1.9 Test on tap insulation (kV r.m.s) ..............................  9.6 2      


          


2  Thermal stability test ................................................  8.6       


          


3  Temperature rise test at ............................................  8.8       


 3.1 Contacts..............................................................  (K)  65      


 3.2 Terminals ............................................................ (K)  65      


 3.2 Accessible enclosure  .......................................... (K)  30      


          


4  Thermal short-time current withstand test 8.9       


 4.1 Rated thermal short-time current ...................... (kA)  50      


 4.2 Duration of short circuit ...................................  (sec)  1      


 4.2 Rated peak withstand current ..................  (kA peak)  125      


          


5  Type test acc. to .......................................................  
IEC 


62155 cl.8 
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   IEC 60137 8 Test Date of Test report  


  Description Clause Value Plant Test No. Value Remarks 


 5.1 Mechanical failing load ............................................  7.2       


 5.2 Temperature cycle test .............................................  7.3       


 5.3 Pressure test .............................................................  8.2       


 5.4 Bending test .............................................................  8.3       


 5.5 
Torsion, tension or compression tests (if applicable)


 .................................................................................  


7.2.3 


7.2.4 


7.2.5 


      


          


6.  
Cantilever load withstand test on mounted bushing acc. 


to ..............................................................................  


8.10 and 


IECo 


Spec 


      


  Testing load for 1 min (N) .......................................   4,700      


          


7.  Sample tests acc. to ..................................................  
IEC 


62155 cl.9 
      


          


8.  Tightness test (if applicable) ....................................  8.11       


          


9.  Internal pressure test (if applicable) .........................  8.12       


          


10.  External pressure test (if applicable) ........................  8.13       


          


11.  Verification of dimensions .......................................  8.14       
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   IEC 60137 8 Test Date of Test report  


  Description Clause Value Plant Test No. Value Remarks 


12.  Seismic qualification test .........................................  
Moderate 


level 
      


 


 


                                                                                               


Table No. 7b -     SF6/Air bushings with composite insulator 
 
 


   IEC SDT 614629 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


1  Design tests 7       


 1.1 Tests on interfaces and connections and fittings ......  7.2       


 1.1.1 Reference dry power frequency flashover test .........  7.2.2 Uref      


 
1.1.2 Thermal mechanical pre-stress test. .........................  7.2.3 


> 0.5 x 


SML 
     


 1.1.3 Water immersion pre-stress test ...............................  7.2.4 42h      


 1.1.4 Verification test ........................................................  7.2.5       


 1.1.4.1 Visual examination ..................................................  7.2.5.1       


 1.1.4.2 Steep front impulse test (kV peak) ...........................  7.2.5.2       


 
1.1.4.3 Dry power frequency test (kV peak) ........................  7.2.5.3 


80%Uref 


30min 
     


 1.1.4.4 Internal pressure test ................................................  7.2.5.4 0.25xSIP      


          


 
9Additional standard IEC 62271-203, 60137, 62073, 61462, 60815, 62217, 62039, 61109 
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   IEC SDT 614629 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 
1.2 Tests on shed and housing material.................... 


7.3 and 


IEC 62217 


cl.9.3 


 
     


 1.2.1 Hardness test ............................................................         


 1.2.2 Accelerated weathering test .....................................         


 1.2.3 Tracking and erosion test .........................................         


 1.2.4 Flammability test .....................................................         


          


 1.3 Tests on tube material  .............................................  cl. 9.4       


 1.3.1 Dye penetration test .................................................         


 1.3.2 Water diffusion test ..................................................         


          


2  
Mechanical type tests ...............................................  


8 and 


Table B1 
 


     


 2.1 Internal pressure test ................................................  8.4.1       


 2.2 Cantilever bending test ............................................  8.4.2       


          


3  Type tests acc. to: IEC 60137       


 3.1 Dielectric Tests:        


 
3.1.1 


Wet power frequency withstand voltage test (kV 


r.m.s.) .......................................................................  
8.1 


 


325 


     


 
3.1.2 


Power frequency withstand voltage test, at atmospheric 


pressure and 60 sec/continuous (if applicable) (kV 


r.m.s.)  ......................................................................  


  
     


 
3.1.3 Dry lightning impulse withstand voltage test (kV peak) 8.3 


 


750 


     


 
3.1.4 


Chopped lightning impulse withstand voltage (if 


applicable) (kV peak) ...............................................  
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   IEC SDT 614629 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 
3.1.5 Partial discharge test: 


9.5 


Table 9 
 


     


 3.1.5.1 P.d. level at 1.05 U/3 kV (pC) ...............................   <5      


 3.1.5.2 P.d. level at 1.5 U/3 kV (pC) .................................   <10      


 3.1.5.3 Free from p.d. up to (kV) .........................................         


 
3.1.6 RIV test at 1.05 U/ 3 (V) .....................................   


IEC 


62271-203 


7.3 


< 2500 
     


 3.1.7 Tan   and capacitance (if applicable) .....................  9.2       


 3.1.8 Test on tap insulation (kV r.m.s) .............................  9.6 2      


          


 3.2 Thermal stability test................................................  8.6       


          


 3.3 Temperature rise test at ............................................  8.8       


          


 3.3.1 -  Contacts (°K)  .......................................................    65      


 3.3.2 - Terminals (°K) .......................................................   65      


 3.3.3 -  Accessible enclosure (°K) ....................................   30      


 3.4 Thermal short-time current withstand test 8.9       


 3.4.1 Rated thermal short-time current (kA) .....................   50      


 3.4.2 Duration of short circuit (sec) ..................................   1      


 3.4.3 Rated peak withstand current (kA peak) ..................   125      


          


 3.5 


Cantilever load withstand test 


8.10 and 


IECo 


Spec. 


 
     


 3.5.1 Testing load for 1 min (N) .......................................   4,700      
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   IEC SDT 614629 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


 3.6 Tightness test (if applicable): 8.11       


 3.7 Internal pressure test (if applicable) .........................  8.12       


 3.8 External pressure test (if applicable) ........................  8.13       


 3.9 Verification of dimensions .......................................  8.14       


          


 3.10 Measurement of wettability class of insulator surfaces IEC 62073       


 3.11 
Seismic qualification test .........................................  


Moderate 


level 
 


     


4  Other special type tests        


 4.1  Accelerated aging test. .............................................         


 4.2 Pollution test. ...........................................................         


 4.3 Power arc test ...........................................................         


 4.4 Tests on insulating material .....................................  IEC 62039       


  Tests on housing material ........................................         


  Tests on core ............................................................         


  Tests on structural materials ....................................         


 


Table No. 8 -    Support insulators and partitions  


 


   IEC 62271-1 10 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


1.  Dielectric Tests at minimum SF6 pressure         


 1.1 
Power frequency withstand voltage test to earth (kV 


r.m.s.) .......................................................................  
6.2 


 


325 
     


 
10   Additional standards IEC 62271-203   
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   IEC 62271-1 10 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 1.2 Lightning impulse withstand voltage test (kV peak) 6.2 750      


 1.3 
Power frequency withstand voltage test at atmospheric 


pressure 60sec/continuous (kV r.m.s/kV r.m.s) .......  
       


 1.4 Partial discharge test: 6.2.9       


 1.4.1 P.d. level at 1.2 x Um/3 kV(pC) ............................   < 5      


 1.4.2 Free from p.d. up to (kV). ........................................         


          


2.  Pressure test on partitions up to bursting .................  
IEC 62271-


203 


Subcl.6.104 
      


          


3.  Thermal performance ...............................................  
IEC 62271-


203 Subcl. 


6.106.2 
      


4.  Tightness test for partitions ......................................  
IEC 62271-


203 Subcl. 


6.106.3 
      


 


Table No. 9 - Cable connection enclosure  


 


   IEC 62271-203 11 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


1*  Dielectric Tests:        


 
11   Additional standards IEC 62271-1, 62271-209  


* This Type test shall be performed by one of the neutral laboratories - Member of the STL (Short-Circuit Testing Liaison) international forum (According to 
cl. 11.3.2 in Annex B)©. 


   







APPENDIX No.3                                                                   SPECIFICATION STR-2013 
 
 


App.3 - 26 
 


   IEC 62271-203 11 Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 1.1 Power frequency withstand voltage test to earth (kV 


r.m.s.) ..........................................................................  
7.2.7 325 


     


  Power frequency withstands voltage test, at 


atmospheric pressure and 60 sec/continuous to earth .  


(kV r.m.s./kV r.m.s) ....................................................  


  
     


 1.2 Lightning impulse withstand voltage test (kV peak) 


 ....................................................................................   
7.2.7 750 


     


 1.3 Partial discharge test: 7.2.10       


 1.3.1 P.d. level at 1.2xUm/3 kV (pC) ................................   <5      


 1.3.2 Free from p.d. up to(kV) .............................................          


          


2*  Temperature rise test:  7.5       


 2.1 Connections (C) .........................................................   65      


 2.2 Accessible enclosure (C) ...........................................   30      


          


3*  Measurement of resistance of main circuit - R () .....  7.4       


          


4.*  Short time withstand current and peak withstand 


current tests: 
7.6  


     


 4.1 Rated short time withstand current (kA) .....................   50      


 4.2 Duration of short circuit (sec) .....................................    1      


 4.3 Rated peak withstand current (kA peak) .....................    125      
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Table No. 10 - Other tests 


 


   IEC 62271-203 12  Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


1. 
 


Proof test for each type of enclosure  


(see CENELEC 50052,50064,50069) .........................  
cl.7.103  


     


 1.1 Bursting pressure test for:        


 1.1.1 Cast/composite aluminum enclosures ........................   5 p 13      


 


1.1.2 Welded aluminum/steel enclosures ............................   


2.3 


(
𝜎𝑡


𝜎𝑎
⁄ )p
14 


     


 1.2 Nondestructive pressure test ......................................         


          


2. 
 


Electrical and mechanical life tests to demonstrate life 


performance of bellows, elbows or expansion joint ...  


IEEE 


C37.122 
 


     


          


3  Gas tightness tests on each type of enclosures ...........   cl.7.8       


          


4.  Short time current test on earthing circuits ................  cl.7.6.102       


          


5.  Corrosion test on earthing circuits .............................  cl. 7.107       


          


6.   Corrosion test on enclosures ......................................  cl.7.108       


 


12 Additional standards: IEC 62271-1, IEC 62271-207, IEC 60694, 60068-2, 61000-4, IEEE C37.122, CENELEC  50064, 50069 


13 p – Design pressure of enclosure 


14 𝜎𝑡-design stress at test temperature. 𝜎𝑎- design stress at design temperature 
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   IEC 62271-203 12  Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


          


7.  Control Cubicle and auxiliary circuits:        


 7.1 Dielectric tests on auxiliary and control circuits ........  cl.7.2.10       


 
7.1.1 Impulse voltage withstand test (kV peak) ..................  


IEC 


60694 


6.2.10 


5      


 7.1.2 Power frequency withstand voltage test 1min (kV) ...   2      


          


 7.2 Temperature rise on auxiliary and control equipment  7.5.4       


          


 
7.3 


Measurements of the resistance of auxiliary contacts 


class 1 .........................................................................  
cl.7.4.1       


          


 7.4 Other tests on auxiliary and control circuits: 7.10       


 7.4.1 Functional tests ..........................................................         


 7.4.2 Electrical continuity of earthed metallic parts ...........         


 
7.4.3 


Verification of operational characteristics of auxiliary 


contacts ......................................................................  
       


 7.4.4 Environmental tests:        


 7.4.4.1 Cold test .....................................................................         


 7.4.4.2 Dry heat test ...............................................................         


 7.4.4.3 Damp heat, steady state test .......................................         


 7.4.4.4 Cyclic humidity test ...................................................         


 7.4.4.5 Vibration response and seismic tests .........................         


 
7.4.4.6 Other environmental tests ..........................................  


IEC 


60068-2 
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   IEC 62271-203 12  Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 
7.5 Verification of IP coding: 


IEC 


60529 
      


 7.5.1 CB cubicle, LCC ........................................................   IP54      


 7.5.2 Motor drive ................................................................   IP40      


 7.5.3 Protection of LCC indicated by additional letter ........  class D       


 
7.5.4 


Protection of indoor LCC equipment against 


mechanical impact ......................................................  


IEC 


62262 


IK07 


 


2J 
     


 
7.6 


The digital interfaces based on IEC 61850 shall be 


tested acc. to ................................................................  


IEC 


62271-3 
      


8. 
 


EMC tests for secondary system in case electronic 


components are included, for normal EMC severity 


class .............................................................................  


7.9       


 8.1 Electrical fast transient/burst test(kV) .........................   2      


 8.2 Oscillatory wave immunity test (kV) ..........................   2.5      


 
8.3 


Electrostatic discharge test ESD on electronic 


equipment ....................................................................  
       


 8.4 Ripple on DC input power port immunity test ............  
IEC 61000 


4-17 
      


 
8.5 


Voltage dips, short interruptions and voltage variations 


on DC input power port immunity tests ......................  


IEC 61000 


4-11 and 4-


29 


      


 8.3 Control equipment including microprocessors ...........  
IEC 


61000-4 
      


 8.4 Other tests (if applicable) ............................................         


          


9. 
 


Seismic qualification for earth horizontal  


Acceleration: 


IEC 


62271-207 


IEEE  693 


moderate 


level 
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   IEC 62271-203 12  Test Date of Test report  


  Description Clause Value Plant  Test No. Value Remarks 


 9.1 For GIS equipment ......................................................         


 9.2 For LCC equipment ....................................................         


          


10.  Cross cut test of painting: ISO 2409 Grad 0      


  LCC enclosures ...........................................................         


  GIS enclosures ............................................................         


  Support structure of GIS .............................................         


  Other metallic parts .....................................................         


          


11.  SF6 gas certification ...................................................         


          


12. 
 


Welding and pressure testing performed on the 


pressure vessels (if applicable) ...................................  


CENELEC 


50064, 


50069 
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Appendix 4. On-Site test program for 170kV GIS 
 


1 On-site HV test for 170kV GIS 


1.1 AC voltage test for GIS with voltage transformers connected at frequency range 


between 80 and 300 Hz according to IEC 62271-203. The tests will be performed with 


frequency turned SF6 insulated test equipment directly flanged to the GIS. 


1.2 For GIS manufactured for rated voltage 245 kV. 


Each phase should be tested similar to the following sequence: 


Gradual voltage increase up to U=270 kVrms for 3 min conditioning, 


Gradual voltage increase up to test voltage Utest=376 kVrms for 1 min, 


Voltage decrease to 170 kVrms for PD measurements. 


1.3 For GIS manufactured for rated voltage 170 kV. 


Each phase should be tested similar to the following sequence: 


Gradual voltage increase up to U =220 kVrms for 3 min conditioning, 


Gradual voltage increase up to test voltage Utest=270 kVrms for 1 min, 


Voltage decrease to 155 kVrms for PD measurements. 


Secondary windings of the voltage transformers have to be disconnected and any ferro-


resonance security circuit must be disconnected. Secondary windings of the current 


transformers must be short-circuited and earthed. 


During the HV test a partial discharge (PD) measurements should be performed using 


electromagnetic (UHF) measuring method according to IEC TS 62478. These 


measurements are made using internal PD UHF sensors. 


 


2 Internal UHF PD sensors 


Internal (built-in) UHF PD sensors is electric field sensors they consist of a metallic 


sensing element mounted inside of the GIS enclosure but insulated from it (Fig.1). 


Access to the sensor element from outside the GIS is via a gas-tight type "N - female" 


50Ω RF connector – this is where the UHF PD measurement system is connected. 


All PD sensors must be equipped with overvoltage protection for safety. 


The placement of the UHF sensors in parts of GIS must be optimal to search for accurate 


PD location. 


The placement of the UHF sensors must be drawn on a single-line scheme of the GIS 


and mark with numbers (for example: "PDC01" – PD coupler number 01).  
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Fig.1 The internal (built-in) PD UHF sensor (coupler) made by GE company. 
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3 AC Test Equipment 


 


Frequency turned resonant test system from HIGHVOLT: 
 
 


Rated voltage kV 680 


Minimum voltage kV 68 


Rated current A 1.5 


Frequency range Hz 50 - 300 


Duty cycle at rated power  15 min ON - 1 day OFF 


Min. load capacitance3 nF 0.4 


Max. load capacitance nF 14.12 


PD noise level  pC 5 


Mains supply at stiff grid: 
 3NPE (3 phases + neutral (no 


protection earth) 


V  230/400 


Hz  50/60 


A  63 


kVA  43 


Quality factor of complete test circuit  ≥ 50 


Operating conditions:   


Ambient temperature °C 5 … 40 


Daily mean temperature  °C ≤ 25 


Max. relative humidity   % 90 (no condensation) 


Height above sea level 
 m ≤ 1000 (at higher altitude with 


reduced voltage) 


Ambient temperature for 


storage and transportation 
°C -10 … 50 (no condensation) 


Maximum shock loading in all 


directions 


 
2 g 


Flange type  Siemens 8DQ1 400 kV type 
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The following test equipment is used for UHF and acoustic PD 


measurements: 


Rohde&Schwarz® Spectrum Rider FPH (5.0 kHz – 2.0 GHz), 


Dimrus® PD Analyzer HF/UHF, 


UHF calibrator CAL 2b from Power Diagnostic, 


Ultrasonic detector "Ultraprobe 2000" from UE Systems Inc. 


 


Eng. Shevchenko Dmitry 
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Typical IO list for HV GIS BCU 


Typical IO list for HV GIS BCU 


Input 1 Q1 REPEAT POSITION CLOSED 


Input 2 Q1 REPEAT POSITION OPEN 


Input 3 Q51A REPEAT POSITION CLOSED 


Input 4 Q51A REPEAT POSITION OPEN 


Input 5 Q2 REPEAT POSITION CLOSED 


Input 6 Q2 REPEAT POSITION OPEN 


Input 7 Q51B REPEAT POSITION CLOSED 


Input 8 Q51B REPEAT POSITION OPEN 


Input 9 Q9 REPEAT POSITION CLOSED 


Input 10 Q9 REPEAT POSITION OPEN 


Input 11 Q52 REPEAT POSITION CLOSED 


Input 12 Q52 REPEAT POSITION OPEN 


Input 13 Q8 REPEAT POSITION CLOSED 


Input 14 Q8 REPEAT POSITION OPEN 


Input 15 LCC  LOCAL MODE 


Input 16 LCC REMOTE MODE 


Input 17 LCC  GENERAL OVERRIDEN INTERLOCK MODE 


Input 18 LCC  GENERAL OVERRIDEN BYPASS MODE 


Input 19 LCC  Q8 OVERRIDEN INTERLOCK MODE 


Input 20 LCC  Q8 OVERRIDEN BYPASS MODE 


Input 21 LCC  Q51A-Q51B OVERRIDEN INTERLOCK MODE 


Input 22 LCC  Q51A-Q51B OVERRIDEN BYPASS MODE 


Input 23 LCC DC SUPPLY FAIL 


Input 24 LCC AC SUPPLY FAIL 


Input 25 GAS MONITORING GENERAL ALARM 


Input 26 GAS MONITORING TEST RELAY 


Input 27 GAS MONITORING WATCHDOG + SUPPLY SUPERVISION RELAY 


Input 28 SF6 LEVEL 1 G0 


Input 29 SF6 LEVEL 2 G1-2-3-4 


Input 30 SF6 LEVEL 2 G0 


Input 31 SPARE 


Input 32 SPARE 


Input 33 MCB DS/ES OPEN 


Input 34 DS/ES MULTIPLE OPERATION PREVENTION 


Input 35 DS/ES ABNORMAL OPERTATION TIME 


Input 36 CB / DS / ES REPEAT RELAY ANOMALY 


Input 37 Q0 CB SPRING MOTORS MCB OPEN 


Input 38 Q0 CB SPRING DISCHARGED 


Input 39 Q0 CB SPRING CHARGED 


Input 40 Q0 CB LONG SPRING CHARGING TIME 
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Typical IO list for HV GIS BCU 


Input 41 Q0 PHASES DISCREPANCY (TRIP 1 & TRIP 2) 


Input 42 Q0 MANUAL CLOSING RELAY 


Input 43 Q0 MANUAL TRIPPING RELAY 


Input 44 TRIPPING BY PROTECTION 


Input 45 DS/ES MECHANISM FAULT 


Input 46 ADJACENT BCU FAULTY 


Input 47 COMMUNICATION SWITCH FAULTY 


Input 48 T5 MCB PANEL VT TRIP  


Input 49 T5 OUT OF VOLTAGE 


Input 50 Q0 CB PHASE L1 CLOSED 


Input 51 Q0 CB PHASE L1 OPEN 


Input 52 Q0 CB PHASE L2 CLOSED 


Input 53 Q0 CB PHASE L2 OPEN 


Input 54 Q0 CB PHASE L3 CLOSED 


Input 55 Q0 CB PHASE L3 OPEN 


Input 56 SPARE 


Input 57 24KV DISCONNECTOR OPEN POS Q1 


Input 58 24KV DISCONNECTOR CLOSE POS Q1 


Input 59 24KV DISCONNECTOR OPEN POS Q1E 


Input 60 24KV DISCONNECTOR CLOSE POS Q1E 


Input 61 RTU STATION MODE 


Input 62 Q1 RTU CLOSE ORDER 


Input 63 Q1 RTU OPEN ORDER 


Input 64 Q2 RTU CLOSE ORDER 


Input 65 Q2 RTU OPEN ORDER 


Input 66 Q8 RTU CLOSE ORDER 


Input 67 Q8 RTU OPEN ORDER 


Input 68 Q0 RTU CB CLOSE ORDER 


Input 69 Q0 RTU CB OPEN ORDER 


Input 70   SPARE 


  


Output 1 Q8 EARTHING SWITCH ORDER CLOSE 


Output 2 Q8 EARTHING SWITCH ORDER OPEN  


Output 3 Q8 EARTHING SWITCH ORDER CLOSE  


Output 4 Q8 EARTHING SWITCH ORDER OPEN  


Output 5 POLE DISCREPANCY TRIP (TRIP 1) 


Output 6 Q9 DISCONNECTOR ORDER CLOSE 


Output 7 Q9 DISCONNECTOR ORDER OPEN  


Output 8 Q9 DISCONNECTOR ORDER CLOSE 


Output 9 Q9 DISCONNECTOR ORDER OPEN  


Output 10 Q52 EARTHING SWITCH ORDER CLOSE 
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Typical IO list for HV GIS BCU 


Output 11 Q52 EARTHING SWITCH ORDER OPEN  


Output 12 Q52 EARTHING SWITCH ORDER CLOSE  


Output 13 Q52 EARTHING SWITCH ORDER OPEN 


Output 14 Q2 DISCONNECTOR ORDER CLOSE 


Output 15 Q2 DISCONNECTOR ORDER OPEN  


Output 16 Q2 DISCONNECTOR ORDER CLOSE  


Output 17 Q2 DISCONNECTOR ORDER OPEN 


Output 18 Q51B EARTHING SWITCH ORDER CLOSE  


Output 19 Q51B EARTHING SWITCH ORDER OPEN  


Output 20 Q51B  EARTHING SWITCH ORDER CLOSE  


Output 21 Q51B EARTHING SWITCH ORDER OPEN 


Output 22 Q1 DISCONNECTOR ORDER CLOSE 


Output 23 Q1 DISCONNECTOR ORDER OPEN  


Output 24 Q1 DISCONNECTOR ORDER CLOSE  


Output 25 Q1 DISCONNECTOR ORDER OPEN  


Output 26 Q51A EARTHING SWITCH ORDER CLOSE  


Output 27 Q51A EARTHING SWITCH ORDER OPEN  


Output 28 Q51A EARTHING SWITCH ORDER CLOSE  


Output 29 Q51A EARTHING SWITCH ORDER OPEN 


Output 30 Q0 CB CLOSE ORDER   


Output 31 Q0 CB CLOSE ORDER 


Output 32 Q0 CB OPEN ORDER 


Output 33 Q0 CB OPEN ORDER 


Output 34 TIME SYNCHRO CHECK FAULT 


Output 35 SYNCHRO CHECK OK 


Output 36 STATION MODE SELECTED 


Output 37 SPARE 


Output 38 SPARE 


Output 39 SPARE 


Output 40  SPARE 


Output 41  SPARE 


    


An. IN 1 T5 PHASE L1 VOLTAGE  


An. IN 2 T5 PHASE L2 VOLTAGE  


An. IN 3 T5 PHASE L3 VOLTAGE 


An. IN 4 BB1 T15 L1-L2 VOLTAGE  


An. IN 5 BB2 T25 L1-L2 VOLTAGE  


An. IN 6 T1  PHASE L1 CURRENT 


An. IN 7 T1  PHASE L2 CURRENT 


An. IN 8 T1  PHASE L3 CURRENT 
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CYBER & INFORMATION SECURITY 
 


1. Additional security guidelines for temporarily 


connecting XXXX employees from a home 


connection 


 


2. Cyber Security Requirements Document 


      Scope A-OT 


 


3. Scope A - CriticalSystems 
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Terms, Definitions, Guidlines


						List of Principal Terms and Definitions


			1			Computerized Resources


						Computerized Resources are data bases, files, Systems, applications, software programs or any other means; which enable access to data and organizational computerized Systems and all Operation technology (ICS-OT) and the related network communication systems. Access to resources may be direct to the databases or indirect via applications. 


			2			Connecting to the IEC networks


						Definitions for secured connection to the IEC network, by using specific appliances provided by IEC including cyber defense measures and the entire process to be conducted through instructions from ICS.


			3			Data Confidentiality


						In the context of computer Systems, Confidentiality allows authorized users to access sensitive and protected data. Specific mechanisms which ensure confidentiality and safeguard data from harmful intruders.


			4			Control Systems


						General term for industrial control Systems categories; which may include the following:


						Industrial Control Systems (ICS)


						Intelligent Electronic Devices (IED)


						Operation Technology (OT


						Programmable logic controllers (PLC)


						Remote terminal units (RTU)


						Wide Area Communication (WAN) networks


						Supervisory control and data acquisition (SCADA)


						Human-Machine-Interface (HMI)


						Information Management System (IMS)


						Distributed Control Systems (DCS)


						Substation Control System (SCS)


						Energy Management Systems (EMS)


						Distribution Management System (DMS)


			5			Cryptographic Items


						All logical and physical items used to achieve confidentiality, integrity, non-repudiation and accountability; including, but not limited to: devices, products, systems, key variables and code systems.


			6			Cryptographic key material


						Any parameter passed to an encryption cipher which influences the output of the algorithm (with the exception of the message itself).


			7			Cyber Attack


						A cyber Attack is deliberate exploitation of vulnerabilities and flaws in computer Systems, technology-dependent enterprises and networks. Cyber Attacks use malicious code to alter computer code, logic or data, resulting in disruptive consequences that can compromise data and lead to cybercrimes, such as information and identity theft and manipulation of processes.


			8			Cyber Defense Methodology


						Defines cyber security policy guidelines to directed civilian Israeli entities. 
The defense methodology shall fit the guidelines set by IEC for each section of the project.


			9			Cyber Security Event


						An event that targets facilities, personnel, information, computers or communications; Events include:


						• Denial or disruption of computer or communications services


						• Unauthorized monitoring of computer or communications Systems


						• Unauthorized disclosure of proprietary or classified information stored within or communicated through computer or communications


						• Unauthorized modification or destruction of computer programming codes, computer network databases, stored information or computer capabilities


						• Manipulation of computer or communications services resulting from fraud, financial loss or other criminal violations.


			10			Cyber Threat


						Any malicious act that attempts to gain access to a computer network and OT/IT systems without authorization or permission from the owners.


			11			Data Availability


						Data availability is the process of ensuring that data is available to end users and applications, when and where they need it. It defines the degree or extent to which data is readily usable along with the necessary procedures, tools and technologies required to enable, manage and continue to make data available.


			12			Data Sanitization (Whitening)


						Disarming known and unknown file threats coming from an external network on a broad range of media such as USB memory, CD, Magnetic tape, etc. before they are allowed to enter the internal IEC owned data network.


			13			Data Classification 


						Data classification is the process of sorting and categorizing data into various types, forms or any other distinct class. Data classification enables the separation and classification of data according to data set requirements for various business or personal objectives. It is mainly a data management process.


						Examples of classifications:


						* unclassified, confidential, secret


						* operational, managerial


						* IEC technical data will be considered confidential unless marked otherwise


			14			Entities


						The Company: The Israel Electric Corporation: Listed as IEC


			15			Identity Management (IdM)


						IdM is also known as identity and access management (IAM or IdAM), is a framework of policies and technologies for ensuring that the proper people in an enterprise have the appropriate access to technology and information resources.


			16			Information


			16.1.			IEC information refers to any data and/or technical material and/or personal and/or technological and/or commercial of IEC and/or its affiliates; including that handed to IEC by third party, as long as it hasn't become public according to IEC permission; and any data pertaining to IEC business or its customers' business, given to the SSP and/or to SSP employees and/or became their possession during their work, orally, in writing, in electronic media or any other way, including any product, idea, plan or document. Any technological and managerial information in the project are included in the above 'information' definition.


			16.2.			“Information” – Maps, plans, reviews, computer programs, lists, reports, papers, calculations, descriptions, specifications, articles, drafts, forms, appendixes, charts, documents and any other or additional material of any kind whatsoever (including copies) and / or other material of any kind whatsoever, without exception (including copies), stored in any medium whatsoever, including computerized means, magnetic media, electronic means, digital means, and such like, prepared by and / or accumulated by the SSP or by anyone acting on behalf of the SSP and / or submitted to the SSP by the IEC, for purposes of, or in the wake of the execution of the work and / or the service and / or for IEC. 


			17			Israel National Cyber Directorate (INCD)


						The INCD is acting as the cyber regulator of civilian entities in Israel, such as the IEC


			18			Network attached Storage (NAS)


						Network-attached storage (NAS) is dedicated file storage that enables multiple users and heterogeneous client devices to retrieve data from centralized disk capacity. Users on a local area network (LAN) access the shared storage via a standard Ethernet connection


			19			Physical security


						Physical security is the protection of personnel, facilities, hardware, software, networks and data from physical actions that could cause cyber security events. Physical security is accomplished via procedures and measures such as burglary detection, entrance control, close circuit television (CCTV) and more. 


			20			Project Manager (PM)


						IEC appointed point of contact to manage all aspects of the project with SSP throughout a timeline starting with Award of Contract and ending at System turnover to IEC.


			21			Service level Agreement (SLA)


						The SLA is a commitment between a service provider and a client. Particular aspects of the service – quality, availability, responsibilities – are agreed between the service provider and the service user.


			22			Secured Development (SD)


						The software development process is an ongoing process involving people and practices, and ensures application oriented CIA, AIC, IAC, and safe design as applicable.


			23			Supply Chain Security


						Holistic approach to all of logical, personal and physical actions which are performed at the SSP's and all sub-SSPs' premises and networks, to ensure a secure environment for IEC's data and for the development and construction of the product supplied to IEC.


			24			System/Service Provider or SSP


						SSP- collective name for a vendor and / or vendor’s employees and / or anyone acting on behalf of a vendor; a contractor and / or contractor’s employees and / or anyone acting on behalf of a contractor; a service provider and / or service provider’s employees and / or anyone acting on behalf of a service provider.
* Related cloud service provider, the designated SSP (for cloud)
The SSP and / or SSP’s employees and / or anyone acting on behalf of a SSP; a contractor and / or contractor’s employees and counselor or anyone acting on behalf of a contractor; a service provider and / or service provider’s employees and / or anyone acting on behalf of a service provider are all committed to comply with the requirements. 



			25			"System"


						The System or Service offered for this specification or the Vendor's System/Service according to the context.


			26			System Classified information


						Data, information, documents, databases, lists, logs etc.; pertinent to the System/project – which are identified by the IEC project manager as classified – hence handled by the SSP under cyber security rules as stipulated in this specification.


			27			System Development Environment


						* The integrated overall set of measures implemented by the SSP in order to protect the physical and logical aspects of the System/Project. 
* These measures include the logical, physical and personal realms of security during the development phase. As default, IEC technical data will be considered as Confidential.


			28			CIA: Confidentiality, Integrity and Availability


						This term is broadly used for cyber defense of IT operations and stands for Confidentiality, Integrity and Availability. However, important to mention that this term is not directly applicable for Industrial systems


			29			Commercial Operation Date (COD)


						The date when the System started operating at the IEC facility. It is used for defining expected life period and warranty period.


			30			IAC-AIC: Integrity Availability Confidentiality and Availability Integrity Confidentiality


						Broadly used in cyber defense of ICS by the same letters as for IT. However in systems where safety is critical the letter S for Safety is added.


			31			User Identification


						User identification (user ID) is a logical entity used to identify a user on a software, system, website or within any generic computerized environment.


			32			Use of Service Computer connected to IEC network


						Defines specific laptops provided by IEC. If a computer is required for work, the SSP will contact the IEC project manager and use only a computer provided to him by IEC, which has been programmed with state-of-the-art cyber protection tools from IEC. If data transfer is required to IEC network from a computer that belongs to the SSP that action shall be approved by IEC.


			33			Use of Cellular/Mobile Units connected to IEC network


						If the SSP shall use a mobile device or storage component to transfer or operate data or information that belongs to IEC, he will use only a device with cyber protection installed according to IEC 's guidelines and according to IEC project manager's instructions. 


			34			FIPS 140-2


						FIPS (Federal Information Processing Standard) 140-2 is the benchmark for validating the effectiveness of cryptographic hardware. FIPS 140-2 certification confirms that it has been tested and formally validated by the U.S. and Canadian Governments. The FIPS 140-2 compliance is a practical security benchmark and best practice.


			35			Bring Your Own Key (BYOK)


						Bring Your Own Key (BYOK) is an encryption key management system that allows enterprises to encrypt their data and retain control and management of their encryption keys in outsourced System.


			36			Tokenization and Tokenization as a service (TaaS)


			36.1			The Tokenization system provides data processing applications with the authority and interfaces to request tokens, or detokenize back to sensitive data. 
For example, the PCI Council defines tokenization as "a process by which the primary account number (PAN) is replaced with a surrogate value called a token.


			36.2			Tokenization as a Service (TaaS) software solution offers data protection functionality for sensitive data by substituting surrogate data elements in place of Personally Identifiable Information (PII) and other sensitive data — that is, to replace things like credit card numbers, Social Security numbers, healthcare data, and other sensitive information with surrogate “tokens”. 





			37			BCP, DRP and IR


			37.1			BCP - Business Continuity Preparedness is required for activating alternative solutions


			37.2			DRP - Disaster Recovery Planning is a program for shortening the time to return to normal


			37.3			IR - Incident response is the process of handling all the aspects of a cyber event





			38			Life-cycle of system


						The system life cycle for a system consists of six stages: feasibility study, analysis of the requirements, system design, development/programming and testing, installation, operation and maintenance.





			39			Bill of Material (BOM)


						A Bill of Materials or product structure  is a list of the raw materials, sub-assemblies, intermediate assemblies, sub-components, parts, and the quantities of each needed to manufacture an end product. It may refer to a product or a system. The BOM shall comprise products integrated to a defined zone.





			40			Software BOM (SBOM)


						A  Software Bill of Materials (SBOM) is a list of components in a piece of software. Software vendors often create products by assembling open source and commercial software components. The SBOM is listing all the software  components in a complete software package which is integrated to complete program.
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SEC 3-1


			Para			Requirement Description			C			NC			DV			SSP Comments


						Legend: requirements from the SSP
C- Comply / NC - Not Comply / DV - (deviation) Partial Compliance only

Types of SSP Commitments for matching the requirements
1- Required for relevant paragraphs in order to prevent attacking of the product and prevent this product serving as a path for attacking the critical System.
4- The SSP may propose full compliance according to requirement type "1" (at no extra cost). If the product does not comply with the requirement, the SSP is required to include a complementing Cyber security solution ('compensating control')  subject to approval by IEC. 


			3.0			Cyber Security Requirements


			3.1.			System Cyber Security


			3.1.1			General Requirements


			3.1.1.1			* All System plans based on the principles in this document are subject to the approval of IEC. 
* The SSP shall submit descriptions and drawings of the System which prove the compliance of the System with all the requirements in this specification. The SSP shall submit software demands, hardware demands and architecture drawings (detailed characterization, including communication protocols, System parts etc.)
* The SSP shall undertake to comply with all provisions of relevant annexes as defined by IEC during contract discussion with the SSP. 


			3.1.1.2			Sub-SSPs details shall be submitted to IEC for approval. 


			3.1.1.3			The SSP's security considerations and requirements shall be compatible with IEC's infrastructure.


			3.1.1.4			 The supplied browser shall  be approved by IEC. 


			3.1.1.5			Specific technology requirements


			3.1.1.5.1			In case operational or technical or business constraints inhibit the application of a certain requirement set in this specification (in particular hardening guidelines), compensating controls shall be applied. These compensating controls shall be reasoned and documented.


			3.1.1.5.2			Hot Spot, Wireless NIC, file or procedure execution via "Run as" feature shall be disabled on all components of the System. Radiating devices shall be removed from all the components of the System. Un-used interfaces such as microphone, speaker or camera shall  be disabled. Automatic input and output of updates, share of resources (directory, file, printer etc.), wireless end-point devices (mouse, keyboard) are not allowed.


			3.1.1.5.3			Anti-malware tools shall be configured to quarantine the infected files for a year at least in order to be available for investigation.


			3.1.1.5.4			 Where feasible, the computers shall have the ability to hibernate, in order to be available for memory investigation.


			3.1.1.5.5			The SSP shall not supply any hardware or software the life expectancy of which is shorter than 3 years from COD


			3.1.1.6			Structuring the Bill of Material (BOM)


			3.1.1.6.1			As a precondition for purchasing, all cyber security solutions including supplied by SSP subcontractors ( hardware and software) supplied with the System shall be included in the upper-right quadrant of Gartner positioning scores (the updated version) relevant to the System. This section does not derogate from the requirements stipulated in this specification. The SSP may propose alternative positionings by other known bodies. 


			3.1.1.6.2			The SSP shall submit an initial BOM of there cyber package (hardware and software) at the end of design phase. This BOM shall include names of the items' suppliers, model and version.


			3.1.1.6.3			The installed items shall be latest model/version which are available at that time and were produced during the past year prior delivery to IEC. 


			3.1.1.7			The SSP shall present a report showing its score in SSPs' evaluation platforms such as 'YUVAL', the Israeli INCD program. 


			3.1.1.8			The SSP shall appoint a representative (single point of contact) for cyber security subjects for all stages of the project.


			3.1.1.9			All security functions required by this Specification shall be implemented in a non-interfering manner, such that authorized and legitimate use of the System is not hampered.


			3.1.1.10			All the cyber package equipment, servers, workstations, software and components proposed and ultimately supplied shall be treated and configured as Critical Cyber Assets.


			3.1.1.11			Media, such as paper documents and magnetic, electronic, and optical records containing information classified as sensitive by IEC shall be destroyed by the SSP when no longer needed.


			3.1.1.12			Faulty storage component (Hard drive, flash, cd etc.) shall be destroyed according to IEC policy.


			3.1.1.13			The SSP shall provide a security document for the Systems/products (including those of their subcontractors) proposed and ultimately supplied (including 3rd party software\ hardware). The security document shall be approved by IEC's Project manager.


			3.1.1.14			The SSP shall indicate which sections of the cyber requirements he does not comply.


			3.1.1.15			The SSP shall configure every cyber security device, component, application, interface, communication or other cyber security related item in the System. 
- The configuration of these items is the responsibility of the SSP throughout all phases of the project until end of warranty. 
- For the avoidance of doubt, these items also include all  items (hardware, software, network) interfacing to external systems which are part of the BOM (for instance: PLC, Balance-of-Plant, SIEM, IDS, Data Diode, FW, Router, switched, IPS, etc.).


			3.1.1.16			On receiving the requirements, the SSP shall report IEC on any identified contradiction between cyber requirements.


			3.1.1.17			The System shall include protection mechanisms on the products which are included in the cyber package (products such as End Point Protection, AV,IPS/IDS, EDR etc.); which shall block attempts to uninstall these products or harm them in any way. A report on the action shall be sent by the these mechanisms to the SIEM.


			3.1.1.18			The intactness of the cyber protection products shall be monitored and an alarm shall be sent to the SIEM. A report shall be initiated whenever they stop operating or lose functionality.


			3.1.1.19			The SSP shall implement a dedicated / highly protected password, which shall be utilized for authorized uninstalling of any cyber protection tool.


			3.1.1.20			Any attempt to access this password and any removal of cyber protection product shall be reported to the SIEM in real-time.


			3.1.1.21			The System shall implement 'Keep Alive' mechanism to all cyber protection products, in a way which will alarm the SIEM in any case of neutralization or stopping any such product.


			3.1.1.22			Every event which is identified by the System shall be tagged with severity code and sent to IEC's SIEM


			3.1.1.23			All encryption processes and components shall be managed by IEC (not by the SSP).


			3.1.2			System Topologies and Architecture


			3.1.2.1			Guidelines for System Structure


			3.1.2.1.1			Each project environment (such as: production, DMZ) shall have dedicated hardware in a separate cabinet.


			3.1.2.1.2			The SSP shall mark both ends of the connecting cable between different zones according to IEC requirements.


			3.1.2.1.3			Networks with different classifications shall not share cyber security equipment. 


			3.1.2.1.4			The SSP shall limit the number of ports to a minimum and provide a list of all required ports, services and addresses requiring access through Firewall.


			3.1.2.1.5			The IT network of shall not have direct access to data or processes within the System. 


			3.1.2.1.6			The System network shall be divided into physical segments. The use of virtual networks (i.e. VLANs) is allowed only for segments that share the same security level (unless IEC determines otherwise).


			3.1.2.1.7			In virtual environment, the SSP shall implement a network micro segmentation. 


			3.1.2.1.8			The SSP shall implement a dedicated segment for managing components out of band (for example: management server for configuring and monitoring the System firewalls).


			3.1.2.1.9			A local management will be allowed only in a case of an operational malfunction, when the Out of band management (OOB) is not available. 


			3.1.2.1.10			Management connection shall be encrypted for components in the critical infrastructure. 
* The encrypted protocols shall be based on the most updated version of SSH, HTTPS etc.


			3.1.2.1.11			A communication control, in white list format, shall be implemented between the different segments, including the management segment.
* The traffic from management network shall be filtered, in whitelist format, such as ACL; in a way which limits the authorized addresses from which management is done to specific IPs.


			3.1.2.1.12			The protection level of the cyber products (such as in FWs) shall be at least ‘Stateful inspection’. 


			3.1.2.1.13			In a case where segmentation and/or communication control cannot be implemented between the different segments, a local communication inspection shall be implemented (such as Host-based Firewall). 


			3.1.2.1.14			All utilized switches shall be of managed type and include minimum a Span/Mirror port.


			3.1.2.1.15			For permanent communication monitoring a TAP shall be used. The locations and quantities will be determined during the System design review.


			3.1.2.1.16			For temporary communication monitoring, Span Port shall be used.


			3.1.2.1.17			Use of wireless communication in the critical infrastructure is not allowed. In circumstances where no other solution is available, it requires approval from the IEC


			3.1.2.1.18			In components which support time synchronization, the synchronization shall be from a centralized time source (GPS) within the critical infrastructure and by Secure NTP protocol.


			3.1.2.1.19			Time sourcing devices shall be immune to jamming, spoofing and blocking. The cyber defense measures shall include for example adaptive antennas, GPS-FW. The receiver shall include minimum (4) antennas. 


			3.1.2.1.20			File & Print sharing services, within the critical infrastructure, shall be operated only from a dedicated & centralized server. 


			3.1.2.1.21			File Sharing services shall not be created on the end users’ workstations.


			3.1.2.2			Network Connectivity:


			3.1.2.2.1			The outbound information shall be routed only to its destination System using a DMZ (for purpose of traffic inspection, protocol translation, etc.) and a FW as minimum which shall be part of the System.


			3.1.2.2.2			The connectivity between networks with different classification levels shall be operated by a hardware that executes one-way Diode transfer in a physical manner or by content filtering.


			3.1.2.2.3			Data from operational environment to other environments, such as Corporate DMZ, Test or R&D, shall be transferred only via push method. 
* This requirement shall be realized by unidirectional device or a disposable media which was not used before.


			3.1.2.2.4			Critical Systems shall be provided with unidirectional device. All auxiliary systems shall be provided with interface to an IEC provided DLP device; which will  include content filtering.


			3.1.2.2.5			The System shall include a separate and dedicated unidirectional device for each of the following outgoing connections:


			3.1.2.2.5.1			Link for exporting operational data to remote service center.


			3.1.2.2.5.2			Link to the SOC (Security Operations Center)


			3.1.2.2.5.3			Link to Operational Information server (such as PI -Plant Information)


			3.1.2.2.6			In cases where inbound connectivity to the critical environment is requested, the following requirements apply:


			3.1.2.2.6.1			The connectivity shall be operated by a hardware that executes only one-way Diode transfer in a physical manner. The Vendor shall be responsible to supply the appropriate data formats that are sent from the System to the data Diode.


			3.1.2.2.6.2			Stateful Inspection-Content filtering and checking shall be deployed, according to the functional requirements. The content filtering and checking mechanism shall be activated from a cyber-security device. 


			3.1.2.2.6.3			DLP shall be used in order to limit the type of information allowed for transfer, according to the System’s needs.


			3.1.2.2.7			Infrastructure connectivity - between the different environments of distributed network, which are connected via public lines and/or between separated physical sites, shall be implemented as follows:


			3.1.2.2.7.1			A dedicated communication line shall be used (such as a dedicated cable / separate wavelength in the optic fiber). This line will be supplied by IEC.


			3.1.2.2.7.2			If Physical cabling is not applicable, a shared line shall be used. Such as (VPN/APN), excluding the internet. 


			3.1.2.2.7.3			Communication encryption in this type of connectivity shall be implemented, using IPSec AES 256 or MACSec encryption algorithm. The implementation will be done by IEC.


			3.1.2.2.8			Stateful Inspection and Content Filtering and checking shall be implemented.


			3.1.2.2.9			The System shall be equipped with at least Two Factor Authentication (2FA).
IEC shall provide all information needed to interface to the two–factor authentication System.


			3.1.2.2.10			The encryption component shall be managed by IEC and not by a service provider


			3.1.2.2.11			Where applicable, and/or requested by IEC, the SSP shall propose additional network security architectures, including “DMZ” networks and associated Systems, to provide external users access to data without impacting the performance, reliability or security of the System. 


			3.1.2.2.13			The SSP shall provide a document describing each port, both used and un-used.


			3.1.2.3			Documentation and use of standards


			3.1.2.3.1			The SSP shall provide technical documentation about the version, (such as structure and adjustments for operational protocols in the System).


			3.1.2.3.2			The SSP shall submit precise details about boundaries of the SSP's responsibilities - regarding the configuration, hardening, and maintenance of the security devices. 
This issue shall be mutually elaborated and agreed upon during closure of the technical phases.


			3.1.2.3.3			The SSP shall provide/implement /allow NAC IEEE 802.1X or latest STD (Network Access Control) for detection & prevention of any network component that is not authorized or in compliance. 
* At least two different identification features shall be implemented.


			3.1.2.3.4			The SSPr provide a schema that shows how the topology of proposed System meets the NAC requirements.


			3.1.2.3.5			The System shall include means to detect abnormal drop of session (such as detection by IDS).


			3.1.2.3.6			The System topology shall assure that end-stations may not communicate with more than one bi-directional network interface (NIC).


			3.1.2.4			Virtualization Infrastructure security to mitigate attack risk and to keep the infrastructure resilience 


			3.1.2.4.1			Dedicated segment shall be defined in the management network for the management of the virtualization infrastructure.


			3.1.2.4.2			Sharing of resources among Guests and between Guest and Host shall be Neutralized - for example the Clipboard.


			3.1.2.4.3			Virtual environment infrastructure services, such as VMotion, shall be operated in a separate physical network.


			3.1.2.4.4			Protection tools and features at the Hypervisor level shall be activated to identify changes and anomalies at the Guest level.


			3.1.2.4.5			The internal Firewall of the Hypervisor shall be activated to restrict the access to the Hypervisor's management interfaces, in High Security configuration.


			3.1.2.4.6			Access to the Guest Image files shall be protected via access authorization, monitoring and control etc.


			3.1.2.4.7			Upon an incident or suspect of an incident or in timely manner the virtual image of the servers shall be reverted to initial known state.


			3.1.2.4.8			 If existing, the volume of the Guest resources shall be limited.


			3.1.2.4.9			Bridging Virtual Ports through virtual machine shall not be allowed


			3.1.2.4.10			The System shall enable restoration of virtual images of stations to known state.


			3.1.2.4.11			Dedicated physical NIC shall be allocated for operational traffic; and different physical NIC for other traffic.


			3.1.2.4.12			Bare Metal systems shall be used, such as Type 1 Hypervisor.


			3.1.2.4.13			Each physical machine (Host) shall be equipped with operating system / OS Guest which belongs to the System only and to the operational  and production environments only.


			3.1.2.4.14			Surveillance systems, such as Burglar Alarm, CCTV etc., shall utilize dedicated network, which shall not have any connection to other networks or environments.


			3.1.2.4.15			Host Intrusion Prevention (HIPS) or Host Intrusion Detection (HIDS) mechanism shall be implemented in the stations according to the System architecture.


			3.1.3			Hardening & Configuration Management


			3.1.3.1			Instructions for hardening of all components in the System.


			3.1.3.1.1			A static IP address shall be assigned for every component, in particular to management stations


			3.1.3.1.2			The IP addresses of the System shall be unique to the project, i.e. different from default factory addresses. 
* These System specific addresses shall be securely saved in an IEC owned electronic vault. Secure access would be granted to the SSP whenever these IPs are in need during maintenance, service or other occasions. 



			3.1.3.1.3			The network connectivity shall be limited to the internal address range of the System.


			3.1.3.2			The SSP shall document and provide a listing of System services and processes required for all applications.


			3.1.3.2.1			The listing shall include all ports and services required for normal operation as well all ports and services required for emergency operation. 


			3.1.3.2.2			The listing shall also include an explanation or cross reference to justify why each port and service is necessary for operation. The SSP shall secure these ports and services; and detail the actions implemented to fulfil the requirement; for example, 'port security' feature.


			3.1.3.2.3			All applications, utilities, System services, scripts, configuration files, databases, user accounts and all other software not required for the operation of the System shall be removed prior to commissioning. 


			3.1.3.2.4			All access permissions implemented during System development, factory test and site test shall be documented and reviewed for approval prior to System commissioning. 


			3.1.3.2.5			The SSP shall submit a written certification to IEC attesting that all access privileges have been scrubbed.


			3.1.3.2.6			All components shall be hardened in a way that will minimize possibility of cyber-attacks and the cyber-attack surface and prevent exposing the ports.
The hardening shall allow minimal functionalities needed to run the System. 
* Hardening procedures shall meet hardening standards relevant to the System, according to mutual agreement between IEC and the SSP. 


			3.1.3.2.7			The SSP shall remove all non-essential software programs and utilities and only install the bare necessities needed to operate the System. 
* The SSP shall remove "back-door" access to the System. 


			3.1.3.3			Specific items to be removed (where technically feasible) or disabled, but not be limited to:


			3.1.3.3.1			* Device drivers for devices not delivered/not Included in the System.


			3.1.3.3.2			*   Software compilers for languages that are not used in the System.


			3.1.3.3.3			* Unused administrative utilities, diagnostics, network management, and System management functions.


			3.1.3.3.4			* Backups of files, databases, and programs, used during System development.


			3.1.3.3.5			* Databases, configuration files, and other files used for development and testing.


			3.1.3.3.6			*   Programs and scripts used for development and testing, including sample programs and scripts.


			3.1.3.3.7			*  Measures which not directly support the System applications.


			3.1.3.4			The SSP shall submit documentation that the above detailed actions (Par.  3.1.3.3)  have been completed. 


			3.1.3.5			Informative messages, displayed to the user, shall not expose sensitive information, such as versions, manufacturers, identifications of devices in the System.


			3.1.3.5.1			All alerts (including 3rd party Systems) shall be forwarded to users based on their privileges.


			3.1.3.6			The System/product shall not include any wireless component, such as mouse, keyboard etc. Built-in or default or optional wireless means shall be removed during project design and development. Wireless communication to the System components shall be blocked (Such as WIFI, Bluetooth etc.).


			3.1.3.7			Data Encryption: (subject to operational needs)


			3.1.3.7.1			Classified data shall be protected in all the tiers of the application by means of encryption.


			3.1.3.7.2			The use of encryption shall be made according to relevance.


			3.1.3.7.3			Only standard encryption algorithms are allowed or utilized, subject to IEC approval.


			3.1.3.7.4			The SSP shall provide a mechanism for protecting all encryption keys that are used by the System to secure them against malicious access or use without permission.


			3.1.3.7.5			The key shall be protected against destruction or alteration in an unauthorized manner.


			3.1.3.7.6			Control and reporting shall be applied for every access and the use of an encryption key.


			3.1.3.7.7			 It is critical to ensure backup and restore capability for the encryption keys.


			3.1.3.8			Secured System operation


			3.1.3.8.1			Secured channels shall be based on the latest version of secure protocols (i.e. SFTP, HTTPS etc.). Unsecured channels shall be disabled, (i.e. Telnet, unsecured RDP, FTP etc.).


			3.1.3.8.2			All security mechanisms within all parts of the System shall be operational and running (software, hardware, computers, servers, controllers, etc.)


			3.1.3.8.3			The System shall include measures against 'impersonating' as legal device connection to the System.


			3.1.3.8.4			Secured access to the configuration of all devices shall be made from a dedicated workstation installed at the networtk. In case portable computer is utilized as a workstation or maintenance station, the portable computer shall be dedicated and unique to the System.


			3.1.3.8.5			 The logical functionality, source code, shall not reside in the controller, system server, application directory themselves. Only the final executable files shall reside on any part of the System.
It is required to delete the source code from all parts of the System.


			3.1.3.8.6			All components of the System shall be capable to self-document their activity, in generic format (minimum Syslog). All the events shall be generated and stored locally, i.e. shall be available on the component where the specific event occurred.


			3.1.3.8.7			Monitoring and logging of all encryption components of the System shall be implemented, (if they exist).


			3.1.3.8.8			The System shall enable generation of new encryption keys by IEC, which are different from the keys generated by the SSP.


			3.1.3.8.9			The SSP shall reduce the cyber attack surface for the APIs by limiting their configuration to minimum required for System operation.


			3.1.3.8.10			Only 'Thin Client' computers shall be used if, whenever and wherever the System includes interaction with clientele at public places.


			3.1.3.8.11			Only 'Thin Client' computers shall be provided to users whose actions on the System are directly interactive with application(s).


			3.1.3.8.13			In case Laptop is included in the System for maintenance, it shall be protected via means such as disk and BIOS encryption, MFA (Multi Factor Authentication) etc. 
These computers shall not connect to the internet and shall be updated via the IEC network.


			3.1.3.8.14			The System shall include central configuration management, which shall identify and block deviation from the authorized configuration using processes such as persistence configuration monitoring. 
* For instance, immediate disconnection from the network of an end station on which an unauthorized program has been installed.


			3.1.3.8.15			Network scanning and mapping commands shall be blocked.


			3.1.3.9			Hardware Configuration & Device control


			3.1.3.9.1			Related to blocking of components by the devices' control function, the SSP shall provide a written list of all disabled or removed USB ports, CD/DVD drives, and other removable media devices.


			3.1.3.9.2			The SSP shall provide the documentation to allow the System administrators the ability to re-enable devices if the devices are disabled by the device control.


			3.1.3.9.3			A Device Control mechanism shall be implemented on all servers and workstations 


			3.1.3.9.4			In addition, an alert will be received on the screen of the System's control indicating unauthorized action on removable media as well as the System shall sent an alert to the SIEM.


			3.1.3.10			Detection of Unauthorized Software and Unauthorized Modifications to Software


			3.1.3.10.1			The SSP shall provide a mechanism for periodically scanning the integrity of the software and database on the System to determine if unauthorized modifications to the software have been made (File Integrity).


			3.1.3.10.2			The process of making an authorized modification to the software shall include an update to the integrity database to ensure that the scanning tool does not create an alert related to valid or authorized changes as unauthorized. 


			3.1.3.10.3			The scanning software shall be configurable to run manually, constantly or periodically. The mechanism shall not impact the System performance or any application.


			3.1.3.10.4			Application Control/Whitelisting mechanism shall be implemented on servers and workstations in order to block any unauthorized application from running or being installed. 
* Recognition of the authorized files (EXE, DLL, BAT etc.) shall be based (at least) on cryptography characteristics (such as HASH).


			3.1.3.10.5			The Application Control/Whitelisting mechanism shall operate in a non-interfering manner. 


			3.1.3.11			Database protection


			3.1.3.11.1			The SSP shall list and describe all the databases in the System. The description shall include:  type, role, implemented protections (logical and physical) etc.,


			3.1.3.11.2			The Database protection mechanism shall ensure detection and prevention of any malicious queries.


			3.1.3.11.3			The Database protection mechanism may be client based or gateway based (such as database Firewall) according to IEC's requirements.


			3.1.3.11.4			The Database protection mechanism shall operate in a non-interfering manner. 


			3.1.3.11.5			The Database protection mechanism shall be implemented on databases that will be determined by IEC as critical.


			3.1.3.12			Anti-Malware Detection & Prevention System


			3.1.3.12.1			The SSP shall implement Malware detection & prevention Systems on the servers, workstations and gateway devices.


			3.1.3.12.2			These systems shall be approved by IEC. 


			3.1.3.12.3			These systems shall be installed and running throughout the development, test, commissioning and acceptance of the System. The goal is to ensure that their performance impact is known and tested. 


			3.1.3.12.4			The malware detection shall include at least the following mechanisms: signatures, 
heuristics, sandbox / emulator. 


			3.1.3.13			Protocol Monitoring – Deep Packet Inspection


			3.1.3.13.1			The SSP shall provide built-in and continuous protocols monitoring, which shall be based on Deep-Packet-Inspection (DPI). 
* The monitoring shall be out-of-band, including TAPs for communication devices. 
* The monitoring shall include pre-configured sets of rules/notification/alarms, dedicated to the specific System. 
* A separate set shall be prepared for each of the following domains and issues (at least 10 different items in each set): I/O network, Controllers network, HMI/Operational network, Processes, Memory, Files.
* The SSP shall submit the sets to IEC approval.


			3.1.3.14			Every switch in the System shall include free Span Port for Port Mirroring. 
* Also, the System shall be equipped with TAPs in selected locations. 
* These Span Ports and TAPs shall be tested by the SSP and approved to withstand the load of full traffic recording by any connected network recorder at all times.


			3.1.3.15			Controllers' Security (i.e. IED, PLC, RTU etc.)


			3.1.3.15.1			 All the existing protection mechanisms in the Controller shall be activated.


			3.1.3.15.2			 All data  traffic monitoring functions shall be possible for all the controllers in the System.


			3.1.3.15.3			Changing the Controller configuration shall be done via dedicated engineering station which is part of the System in the control network.


			3.1.3.15.4			Only the software required for system operation (executable / running software) shall reside on the product. 
* The source code shall not reside on the product.


			3.1.3.15.5			It will be possible, that the product's firmware is digitally signed. Furthermore change of  firmware in products shall be allowed only by installing a signed version. 


			3.1.3.15.6			Firmware versions shall be always compared against 'Golden image' to detect an unauthorized change.


			3.1.3.15.7			Firmware and configuration files shall be downloaded via signed method, and shall be allowed to be installed only after verification of signature.


			3.1.3.15.8			The SSP shall implement a process , which verifies the firmware and configuration files of the controllers once a day against the 'Golden image' on the Engineering workstation.


			3.1.3.15.9			The System shall include logging and alarming on access to all the components of the System, including controllers.


			3.1.3.15.10			The System shall manage the access rights to the System components, including to the controllers.


			3.1.3.15.11			The SSP shall protect the interfaces of all the controllers in the System. 
* The protection shall include Encryption of the interface and data, and sending alarms to IDS and SIEM by Deep Packet Inspection (DPI) of the Controller's traffic.


			3.1.3.15.12			Access control to development environment:
* Opening the application and the management interface shall be by special passwords. 
* Access to the controller shall be Role based (read, write, change, stop).  All actions shall be saved  to log.
* Auto-lock mechanism which compels periodic entering of a password.
* Access control by password to the application features and management interface features that are not part of user operations.
* Protection at the levels of application and management interface.


			3.1.3.15.13			Prevention of access to programming and firmware:
* Prevent unauthorized access to the controller by password.
* Implement unique password for each application, which shall be written and loaded to the controller at each connection of the development program to the Controller.
* Implement Auto-lock mechanism with compulsory periodic entering of password.
* Access to the controller shall be encrypted and via 8 characters at least.
* Implement identification at any access to controller's FW (if relevant) and memory card.


			3.1.3.15.14			Protection of the development and running environments:
* The firmware shall be digitally signed and encrypted during runtime.
* The development environment shall utilize built-in and autonomous mechanism which performs integrity check at each initialization and running.
* The controller's hardware shall contain built-in and autonomous mechanism which checks vendor's signatures at .initialization/loading/running; and .saves the actions to controller's internal log.


			3.1.3.15.15			Restricted access to controller variables:
* Named variables shall be used instead of registers.
* Named variable shall be available to read and write operations only when identified for external access in the variables table of the controller. 


			3.1.3.15.16			Registering actions to Syslog:
* Events shall be promptly documented in the controller's internal event log.
* The following events shall be documented, at least:
information regarding actions which may indicate unauthorized access attempts ,errors configuration changes, communication changes.
* The event log structure shall comply with RFC-5424 (SYSLOG protocol).
* The logs shall be saved both in the controller and on external server.


			3.1.3.15.17			Disable ports:
* Disable unused services, such as: port 502 (UDP), DHCP,SNMP,HTTP,TFTP
* Implement built-in protection features in the controller, which are similar to those used in switches and Firewalls.


			3.1.3.15.18			Restriction of access from network address:
* Prevent the access to the controller from other devices in the operational network via ACL Access Control Lists.
* Access to the controller shall be granted only to known physical address and according to purpose and needs.


			3.1.3.15.19			Restriction of stop/start:
* Implement authorizations which prevent access to stop or start the controller.


			3.1.3.15.20			Encrypting the channel and time-stamping:
* For remotely connecting devices the connection shall  be protected communication channels based on IPSEC or MACSec.
* The implementation of protection by IPSEC features shall be according to standard and include at least  anti-replay, message integrity check, message origin authentication. 
* .Encryption of the payload at the data level.
* The encryption of the communication channel shall be according to standard approved by IEC, and  integrated with a protection layer which is .based on signing in real-time the messages from the controller with a timestamp.
* Implementation of a mechanism which automatically changes the encryption password on the basis of authorized and known international standard.


			3.1.3.15.21			Achilles certified:
* The controller and it's ancillary communication and network devices shall comply with Achilles certifications.


			3.1.3.15.22			Guidelines for secured code development:
* Split PLC code into modules, using different function blocks (sub-routines). Test modules independently.
* Keep the PLC in RUN mode. If PLCs are not in RUN mode, there should be an alarm to the operators.
* Leave as much operational logic e.g., totalizing or integrating, as possible directly in the PLC. The HMI does not get enough updates to do this well.
* Put counters on PLC error flags to capture any math problems.
* Use cryptographic hashes, or checksums if cryptographic hashes are unavailable, to check PLC code integrity and raise an alarm when they change.
* If timers and counters values are written to the PLC program, they should be validated by the PLC for reasonableness and verify backward counts below zero.
* If you have paired signals, ensure that both signals are not asserted together. Alarm the operator when input / output states occur that are physically not feasible. Consider making paired signals independent or adding delay timers when toggling outputs could be damaging to actuators.
* HMI access to PLC variables can (and should) be restricted to a valid operational value range at the HMI, but further cross-checks in the PLC should be added to prevent, or alert on, values outside of the acceptable ranges which are programmed into the HMI.
* Validate indirections by poisoning array ends (canary word etc.) to catch fence-post errors (i.e. prevent buffer overflow etc.)
* Assign designated register blocks for specific functions in order to validate data, avoid buffer overflows and block unauthorized external writes to protect controller data.
* Instrument the process in a way that allows for plausibility checks by cross-checking different measurements.
* Ensure operators can only input what’s practical or physically feasible in the process. Set a timer for an operation to the duration it should physically take. Consider alerting when there are deviations. Also alert when there is unexpected inactivity.


			3.1.3.15.23			Guidelines for interfaces and monitoring:
* PLC controllers and network interface modules generally support multiple communication protocols that are enabled by default. Disable ports and protocols that are not required for the application.
* Restrict the type of connections and available data for 3rd party interfaces. The connections and/or data interfaces should be well defined and restricted to only allow read/write capabilities for the required data transfer.
* Define safe states for the process in case of PLC restarts (e.g., energize contacts, de-energize, keep previous state).
* Summarize PLC cycle time every 2-3 seconds and report to HMI for visualization on a graph.
* Log PLC uptime to know when it’s been restarted. Trend and log uptime on the HMI for diagnostics.
* Store PLC hard stop events from faults or shutdowns for retrieval by HMI alarm systems to consult before PLC restarts. Time sync for more accurate data.
* Measure and provide a baseline for memory usage for every controller deployed in the production environment and trend it on the HMI.


			3.1.3.16			Identification, Authentication & Authorization


			3.1.3.16.1			The SSP shall implement authentication processes prior to granting access to the various System components. 
* User entitlements shall be managed based upon “Need to know” principle and apply segregation of duties. 
* If Identification and/or authentication cannot be implemented for technical or operational reasons, compensating controls shall be implemented in order to identify who accessed the components.
* The SSP shall describe the compensating control.


			3.1.3.16.2			All accounts (during test, development, production, commissioning and operation) shall perform their logon operation by 2FA using at least two out of three authentication methods:
* Something you know (code, password)
* Something you have (card, token)
* Something you are (biometric identity)


			3.1.3.16.3			Authentication protocols:
A password shall not be transmitted in a clear text. Access to the System shall be permitted only after a successful completion of the authentication process.


			3.1.3.16.4			Accounts that exist strictly in order to run services shall not be allowed for interactive logon.


			3.1.3.17			Default generic accounts


			3.1.3.17.1			Prior System delivery the SSP shall verify that the System does not include or allows to remove any guest accounts or default administrator or maintenance accounts. 


			3.1.3.17.2			The SSP shall disable or remove, or disable all generic accounts, guest accounts, development accounts, maintenance accounts, and default accounts provided by hardware, operating System, database, application program, and other SSPs. 
Use of hard-coded passwords is not allowed.
The System shall have no means, undisclosed to IEC, whereby the user-created password/ID/shared secret control can be defeated or circumvented. This includes but is not limited to the following mechanisms and techniques,
• Embedded master secret.
• Software embedded or chip-embedded diagnostic routines that automatically run in the event of hardware or software failures.
• Hardware bypasses of secrets such as jumpers and switch settings.
• Local passwords/secrets should not be visible to users logged onto the System.
• Passwords, secrets and keys required for authentication to network or encryption shall not be visible to users logged onto the System.


			3.1.3.17.3			The SSP shall provide written notification to IEC stating that the generic accounts have been removed or can be removed by IEC.


			3.1.3.17.4			Where specific accounts cannot be removed, they shall be renamed or disabled to prevent unauthorized access. The SSP shall provide written notification to IEC stating the accounts that shall remain and reason they cannot be removed. 


			3.1.3.17.5			Any action\ change in the System shall be executed using a dedicated and defined user account.


			3.1.3.18			User Authentication


			3.1.3.18.1			Operating System administrative users shall have the authority to assign and define the different classes of users and their default class for login to the System.


			3.1.3.18.2			The System shall support a centralized account management method with the ability to configure a number of groups (domains), enforce access authentication and accountability of user activity, and to minimize the risk of unauthorized access with the least privileged principle followed (i.e. for example Microsoft Active-Directory One Forest with multiple organizational units) according to IEC's requirements.


			3.1.3.18.5			User credentials shall not be transmitted and not displayed in clear text.


			3.1.3.20			Appropriate use banner


			3.1.3.20.1			Users accessing the System through interactive or maintenance access shall be presented with an “Appropriate use banner”, the contents of which will be provided by IEC. For example: "This is a login screen to an IEC system. Access is granted to authorized users only".


			3.1.3.21			Identity and User Authentication (Not include controllers and servers managing industrial processes)


			3.1.3.21.1			 The SSP shall implement authentication processes prior to granting access to the various system components. User entitlements shall be managed based upon “need to know and execute” principle and apply segregation of duties.


			3.1.3.21.2			A password shall not be transmitted over clear text. 
Access to the system shall be permitted only after a successful completion of the authentication process. 


			3.1.3.21.3			The SSP shall determine user management and password policy as detailed below: 


			3.1.3.21.3.1			Password complexity – the length of the password shall be at least eight (8) characters with the password containing at least 3 of the following 4 categories. 


			3.1.3.21.3.2			* Lower case Roman letters (a, b, c… x, y, z).


			3.1.3.21.3.3			*   Upper case Roman letters (A, B, C… X, Y, Z).


			3.1.3.21.3.4			* At least one special character (!@#$%^&*()_-+). Space key is not allowed.


			3.1.3.21.3.5			* Digits (0, 1, 2, 3, 4, 5, 6, 7, 8, 9)


			3.1.3.21.3.6			A password shall not contain the user code, the user name, and the names of relatives or authentication details that are easy to guess such as identical with account name (login ID or login name).


			3.1.3.21.4			A password shall not contain a sequence of digits, letters or a sequence of characters on the keyboard. 


			3.1.3.21.5			The password validity period shall not be longer than 90 days. Users will receive a "Prompt user to change password before expiration" dialog box; from 14 days prior to password expiry.


			3.1.3.21.6			The following requirements shall apply to passwords for computers in operational (OT) systems: 
* Users will always be able to decline the password change request and access the device with an existing password. 
* However, if a user declines the password change for three (3) consecutive times, a message shall be logged in message logging system of the device and subsequently reported to the System's logging system and to the System's SIEM. 
* Passwords shall have a minimum lifetime of one (1) day. 
* User will be able to change the password as and when required, provided the existing password is older than password lifetime, i.e. one (1) day.


			3.1.3.21.7			Use of repeated passwords from history shall not be allowed.


			3.1.3.21.8			The password shall be kept in an inaccessible location. 
The password shall not be written on an exposed physical medium and shall never be kept together with the user name.


			3.1.3.21.9			An anomalous incident during the course of which unauthorized password use is made or other anomalous incident relating to the irregular use of a password shall be instantly reported by the SSP who identified the incident, to IEC. The user account shall be locked after three (3) access attempts and shall be recorded in the log system.


			3.1.3.21.10			A password shall not be displayed to the user or to the System Manager under any circumstances. The System Manager can change a user’s password, but shall not be able to view the current password. A password that has been changed by the System Manager is defined as a temporary password, which the user shall change.


			3.1.3.22			Access Permissions for IT systems operated by the SSP.


			3.1.3.23			Creating backup operations


			3.1.3.23.1			The System shall facilitate the ability to save device snapshots after update or change of configuration, in order to compare and identify un-authorized changes. 
* Who changed what, where, when and why shall be clear at all times (change history).
* Code snapshots, including firmware (including controllers), shall be extracted, backed up and stored. 
* Detailed history of at least the logic, firmware (including controllers) history, and backplane hardware configuration shall be maintained. 
* Code versions, including firmware code (including controllers), shall be compared down to the code, routine or code block level, depending on the programming language used. 
* The user shall be able to set a specific code version as the baseline and receive alerts upon a change.
* The system shall be able to verify that the version of a program running on a device is the same as the released version on the server, and send an alarm if it is not matching.
* Comparisons shall be possible between all versions, right back to the base version (Life-Cycle Management) so that the right version can always be located or set-points and parameters recovered


			3.1.3.23.2			The back-up measures shall include IEC requirements for the System in addition to SSP's standard measures.


			3.1.3.23.3			Monitoring and logging of back-up procedures of arrays and infrastructures shall be implemented including for off-line backups.


			3.1.3.23.4			The System shall also include an option for 'Cold backup', namely not online from computerized network; in an isolated zone in a way which shall inhibit attacks against the backed-up data. 
* Clarification - "Clustering Backup" is not acceptable as an alternative to 'Cold backup'.
* 'Cold backup' shall also include settings, configurations and roles of all the hardware and software components. 
* The 'Cold backup' shall be capable to fully recover the System without any need to re-build 


			3.1.3.23.5			The backup and recovery environment, including the recovery tools, shall be located in a defined and independent segment. 
* Communication to the backup segment shall be limited to the backup protocol and relevant addresses only ('whitelisted traffic').


			3.1.3.23.6			According to System requirements, external back-up storage shall be saved in physical vault. The storage media shall not remain in the network.


			3.1.3.23.7			According to System requirements, every sub-unit and every sub-system shall have its own external back-up storage.


			3.1.3.23.9			Full restoration test from back-ups shall be done during FAT and SAT processes. During FAT, the restoration shall be done at the beginning of the  test.


			3.1.3.23.11			The System shall include dedicated repository for snapshots of the firmware, end points and servers, which were created at the end of installation and before initialization of operation. Each image shall be marked with unique identity number.


			3.1.3.23.12			The backup shall also include the management applications and operating systems. The installation version shall be saved (not the image), on dedicated media (different from the System network/infrastructure) and protected via 'Read only'.


			3.1.3.24			Monitoring, Indications and Control


			3.1.3.24.1			Deployment and operation of IDS (if required):


			3.1.3.24.1.1			Intrusion Detection & Prevention System (IDS/IPS) and Host Intrusion Detection System (HIDS) including their agents shall be implemented in the System. 
* Analysis of data shall be based primarily on signatures and detection of anomaly conditions.


			3.1.3.24.1.2			The System shall be ready and prepared for installation of an IDS, by means of free and available Span port / Port mirroring in all the switches, or TAPs located adjacent to all the switches. 
* This requirement is valid whether the IDS is supplied by the SSP or by other supplier at IEC's discretion.


			3.1.3.24.1.3			The SSP shall provide documents, instructions and manuals which shall enable autonomous installation of an IDS on the System. 
* The documents also shall detail all limitations such as networks' load limits, Virtual Machine issues etc. 
* If the IDS is introduced by IEC, the SSP will receive a document describing the infrastructural features of that IDS. 
* The SSP shall respond with written approval or with reasoned rejects, accompanied by the needed remedies and changes (by either IDS supplier or the SSP).


			3.1.3.24.1.4			The SSP shall provide built-in and continuous protocols monitoring, which shall be based on Deep-Packet-Inspection (DPI) using TAPs . 
* The reporting shall be out of band OOB
* Span Port/ Port Mirroring may be offered as an option, accompanied with test results proving the integrity of the captured traffic.


			3.1.3.24.1.5			The monitoring shall include pre-configured sets of 'Events' i.e. rules / notification / alarms, specifically defined for the System.
A separate set of Events shall be prepared for each of the following domains and functionalities (at least 20 different Events in each set): I/O network, Controllers network, HMI/Operational network, Processes, Memory, Files.


			3.1.3.24.1.6			The 'Events' shall be defined in the IDS for each computerized and networking component/device 
* The IDS monitoring shall be separately performed for each section
* The Events shall be defined for the captured  traffic on the interfaces of all components.


			3.1.3.24.1.7			The SSP shall submit  for approval. the BOM including all  components and protocols in the System in order to allow monitoring


			3.1.3.24.1.8			The events detected by the IDS shall be written to the log files of the IDS. 
* The SSP shall prepare the log files to be delivered to IEC SIEM in the format matching the existing IEC SIEM  (ArcSight). 
* During the development process the SSP shall demonstrate compliance to this requirement.


			3.1.3.24.1.9			All the  Events' rules shall be defined and  ready to function before delivery of the IDS to IEC.


			3.1.3.24.1.10			The list of Events' rules shall also be derived from standards and best practices. 


			3.1.3.24.1.11			The SSP shall submit to IEC the following IDS documents (If required):


			3.1.3.24.1.11.1			Bill of Materials (BOM) shall include all hardware, software, firmware and their versions, including operating systems; detailed hardening configurations; Accessories' manufacturers and models; Datasheets and description of all the items in the BOM.
* The BOM shall include the Software BOM-SBOM, referring to integrated Software obtained from 3rd party vendors of software programs  integrated to the System


			3.1.3.24.1.11.2			System detailed description


			3.1.3.24.1.11.3			System Operation manual


			3.1.3.24.1.11.4			System architecture diagram


			3.1.3.24.1.11.5			Location of TAP or mirroring ports


			3.1.3.24.1.11.6			Management of the IDS, including roles, users, authorization etc.


			3.1.3.24.1.11.7			Update policy and management processes 


			3.1.3.24.1.11.8			Details of protecting the IDS management system against attacks.


			3.1.3.24.1.11.9			Details of the IDS configuration, in regards to deployment of the IDS components; Separation of functions between the collectors and the analyzers; Analysis of the IDS influence on the traffic in the System. 


			3.1.3.24.1.11.10			The SSP shall submit for IEC approval the details of  local IDS integrator, installer, trainer/instructor and provider of technical support in case the IDS is supplied from abroad.


			3.1.3.25			Monitoring measures


			3.1.3.25.1			The SSP shall enable full Packet Capture recording shall be done for critical components, such as controllers,  workstations, servers etc. 
* The recording shall be kept for at least 180 days. 


			3.1.3.25.2			The SSP is responsible to plan (according to IEC approval), supply install and configure the TAPs (or virtual TAPs for virtual servers), aggregators and network packet broker\s for the System.
* All the equipment shall be installed in the servers' cabinets. 
* The monitored traffic (from all subnets) shall be routed to the management LAN.


			3.1.3.25.3			The SSP shall work with IEC to establish the capability to record all network traffic, including heartbeat signals, for the purpose of detecting unauthorized activity, unusual activity, and attempts to defeat the security capabilities of the System or its Electronic Security Perimeter. 


			3.1.3.25.4			IEC will work with the SSP to document and analyze the process for determining “normal” network traffic, including all heartbeat signals. 


			3.1.3.25.5			Activity logs shall be created on all components in the System (Applications, operating systems, Network devices, Security devices etc.)


			3.1.3.25.6			Activity logs shall be collected from all relevant components which secure the System and shall contain at least the following parameters:


			3.1.3.25.6.1			* Time stamp


			3.1.3.25.6.2			* Event type


			3.1.3.25.6.3			* Source address


			3.1.3.25.6.4			* Destination address


			3.1.3.25.6.5			* Account information (username)


			3.1.3.25.7			Any messages/transactions containing personal information, shall not be recorded.


			3.1.3.25.8			SIEM (Security Incidents & Events Monitoring). If required


			3.1.3.25.8.1			The System shall include a built-in SIEM (Security Incidents & Events Monitoring).
The SSP shall elaborate: 
* How will the SIEM be maintained during the System's life; 
* Who will support the SIEM; Who is responsible for writing the logic of the SIEM; 
* Which portions of the SIEM integration with IEC SIEM are the SSP responsibility and which are IEC responsibility? 


			3.1.3.25.8.2			The SSP shall tag with 'severity code' every event which is generated by the System SIEM 


			3.1.3.25.8.3			Every component in the System shall have the ability to interface with IEC SIEM software, based on standard protocols (Syslog, SNMP, etc.) and IEC -deployed SIEM software agents. 
* IEC shall have the authority to install SIEM agents on the System's servers and workstations. 
* The SSP shall provide all infrastructure (hardware, software, interface, communication, connectors, etc.) in order to export the data from the System's  internal SIEM to the IEC SIEM (currently Arcsight). 
* The SSP shall be responsible to match the format of the System's SIEM to the IEC SIEM format, in order to export the data smoothly.


			3.1.3.25.8.4			The SSP shall provide physical\ virtual resources for installing IEC SIEM connector.


			3.1.3.25.8.5			The System shall record all access attempts with all pertinent information (e.g., IP address, workstation identifier) both at the application level and at the “infrastructure” (operating System and application support software) level including, for example:
* All attempts to log on, whether successful or unsuccessful. 
* Attempts to access a file for which the user has no access privileges.
* A user shall be allowed to login at multiple workstation locations simultaneously.
* All changes to privileges assigned to users.
* All user actions affecting security, such as changing passwords.
* Attempts to perform an action not authorized by the security scheme of the System.


			3.1.3.25.9			Requirements regarding  security of messaging among the System components: 


			3.1.3.25.9.1			* Multicast message from station/device shall be sent only after authenticated handshake with the destinations.


			3.1.3.25.9.2			* Health monitoring 'Dead-Man-Timer' (DMT) shall be applied on critical stations/devices to monitor 'life' of essential procedures.


			3.1.3.25.9.3			* Storm Control (anti DoS) shall be applied through limiting network quotas to device/station; i.e. blocking suspicious addresses.


			3.1.3.25.9.4			* 'No match – throw out' policy shall be applied on the protocol messages by attachment of identifying keys to the messages.


			3.1.3.25.9.5			* All communication sessions among the System components shall be allowed after completion of the authentication process.


			3.1.3.25.9.6			* Detection of unusual situation in transferring of data among the System components shall be recorded in the Syslog file of the System and reported to the SIEM


			3.1.3.25.9.7			* The interface and messages between the HMI and the control devices shall be protected and secured, including against replay-of-messeges attack.


			3.1.3.26			Monitoring and control functions


			3.1.3.26.9			Span port shall be allocated in each switch to enable network traffic monitoring.


			3.1.3.26.12			Management stations shall be located Out-of-Band, on a dedicated segment.


			3.1.3.27			 Control and Monitoring


			3.1.3.27.1			Mechanisms for access control management in information Systems and applications shall be implemented.


			3.1.3.27.2			Access control shall comprise of means of authentication and control of the path between the endpoints to the service / server with the access control policy taking appropriate segmentation of permissions into account, by segmenting the environments.


			3.1.3.28.10			The SSP shall implement test tools (such as Sys Internals) on all servers and stations; which shall identify anomalies in the operating systems.


			3.1.3.29			System Interfaces


			3.1.3.29.1			The SSP shall submit precise details about the SSP's responsibilities regarding the security, configuration and maintenance of :
- The System's interfaces with IEC SIEM
- The remote monitoring & diagnostics 
- The System's peripheral equipment 
This issue will be mutually elaborated during project design; and will include requirements to secure interfaces such as Modbus, Profibus, IEC-61850, ICCP, Fieldbus, OPC,- regarding encryption, authentication FW, use of Unidirectional data diode, etc.


			3.1.3.29.2			The SSP shall list and describe all the internal interfaces in the System (such as communication with PLC, RTU, IED); and all the external interfaces of the System (such as communication with SIEM, Plant Information (PI), Environment Emission monitoring, Management LAN, Internet). 


			3.1.3.29.3			The SSP shall provide cyber protection for all internal and external interfaces of the System. The protection shall include tools such as NAC 802.1x, IPSec, MACSec, NIDS, FW, Data Diode etc. The selection of specific  solutions shall be discussed during Design Review (DR) for the project.


			3.1.3.29.4			The SSP shall transfer the data through Data Diodes and Firewalls regarding the following: 
- System to IEC SIEM (ArcSight) 
- System to IEC PI (Plant Information)
- System to SSP's Remote monitoring 
The SSP shall submit to IEC documentation and diagrams depicting the solution, for approval.
The SSP shall monitor these interfaces via the internal SIEM in the System.
These topics shall be decided during Design Review (DR).


			3.1.4			Secured Development and tools


			3.1.4.1			Responsibilities of the SSP related secure development for IEC project


			3.1.4.1.1			The System software development shall be according to international standards for secure code development.


			3.1.4.1.2			Manufacturer's hardening procedures, if exist, shall be implemented completely, according to IEC approval


			3.1.4.1.3			Tools and development capabilities, which are not needed in the production environment, shall be removed.


			3.1.4.1.4			Identification of permanent authentication information shall not be applicable in the code (hard coded) or in the application configuration files.


			3.1.4.1.6			The System shall use separate libraries for the IT and the OT for management of users and resources, such as Active Directory (AD). Only standard solutions are allowed for management of users and resources, subject to approval by IEC.


			3.1.4.1.7			The management operations of the System shall be made from a dedicated application or functionality and from dedicated workstations. If applicable, the System management console shall be installed on a dedicated server.


			3.1.4.1.8			In order to complicate the attacker's process, error messages shall not expose the root cause of the error or other information. Provision shall be made to display detailed information related to the root cause of the error using high level authentication including for 2FA. The system shall log the incident in the Syslog file.


			3.1.4.1.9			Messages between different components in the System shall be digitally signed.


			3.1.4.1.10			Alternatively, the communication between the different components shall be signed or encrypted.


			3.1.4.1.11			The SSP shall configure hosts with least-privilege file and account access and provide documentation noting all file Systems and access rights, and all System and user account privileges and access rights.


			3.1.4.1.12			The SSP shall configure the necessary System services to execute at the least -user privilege level possible for that service and provide documentation of the configuration. 


			3.1.4.1.13			 The System shall be able to self-document any changes to or disabling of access to files and functions. The System shall documernt the events in Syslog.


			3.1.4.1.14			The SSP shall remove or disable, and the product shall allow removal or disabling of all software components and services that are not required for the operation and maintenance of the devices that run an WEB server. 


			3.1.4.1.15			The SSP shall provide documentation on what is removed and/or disabled.


			3.1.4.1.16			The SSP shall provide documentation on the actual process used for verification and validation of Web-based interface software. 


			3.1.4.1.17			The above detailed requirements  refer to both Web applications and Web servers. 
* Based on risk analysis, the Web applications shall be protected using Best Practices listed in regulations for ICS Cyber security (source to be specified).


			3.1.4.1.18			All add-ons required for the software or System shall be written only in the code languages approved by the IEC, and shall be documented.


			3.1.4.2			Security Risks & Vulnerabilities


			3.1.4.2.1			The SSP shall state that they invested all reasonable efforts to confirm the Systems' resiliency through testing such as Penetration Test, to confirm that the System does not contain embedded faults or back-door mechanisms that could allow attacking any function of the System in order to degrade its operation.


			3.1.4.2.2			The SSP shall state that they invested all reasonable efforts to perform Systems' resiliency testing to confirm that the software does not contain any mechanism that might automatically disable some or all of its functions or degrades their operation on a certain date or upon the occurrence of a specific event.


			3.1.4.2.3			The SSP shall perform a 'sanitation' (a.k.a. 'whitening') process on all Project files.


			3.1.4.2.4			The production environment shall be separated from other environments, such as development and testing. Production data shall not be kept in development and test environments.


			3.1.4.2.5			The transfer of Systems and information from the development environment to production shall be carried out in a controlled manner in order to prevent damage to the production environment. The SSP shall deliver the content securely; both logically and physically. 


			3.1.4.2.6			Due to high risk, downloading open source code to the network and integrating it into the System shall require specific IEC cyber security manager's approval.


			3.1.5			System test, FAT and SAT Compliance


			3.1.5.1			In collaboration with the SSP, IEC Project Manager will be entitled to conduct inspections, for the purpose of reviewing the implementation of the cyber security requirements at the SSP sites. The SSP shall cooperate and grant the needed assistance in fulfilment of this audit.


			3.1.5.2			The SSP shall prepare FAT program to perform End-to-End testing for all cyber security measures included in the System.


			3.1.5.3			All updates to operating systems, databases and application software addressing cyber security issues shall be installed prior to transferring the System to operation/production.


			3.1.5.4			A complete and thorough scan by anti-malware software shall be performed before FAT, and again prior to the start of the SAT.


			3.1.5.5			The FAT test shall be done using equipment which is dedicated to the IEC System.


			3.1.5.6			The SSP shall confirm that they verified as best they could that all test equipment to be used for the FAT is clear from malware.


			3.1.5.7			The SSP shall submit the FAT plan for approval together with the final BOM for the System.


			3.1.5.8			The SSP shall receive form IEC the complete system structure including all connected components. This structure shall exactly represent the SAT process, and is provided for purpose of preparing the FAT process accordingly.


			3.1.5.9			At the end of the FAT the SSP shall submit, securely, a list of HASHs for all the software programs and applications in the System. The list shall be used to verify the integrity of the software codes during FAT, SAT, maintenance and updates.


			3.1.6			Risk Assessments and Penetration tests


			3.1.6.1			 The SSP shall carry out a preliminary vulnerability assessment of the System prior the FAT process. The SSP shall complete the handling of the security gaps that were detected during the vulnerability assessment prior to FAT & SAT. 


			3.1.6.2			 The SSP undertakes that information security reviews and penetration tests will be carried out by authorized professionals who were not involved in the development and implementation of the System. 
The audit plan for risk survey and penetration tests shall include success factors, and remediation actions. 


			3.1.6.3			The results of the risk reviews and penetration tests shall be submitted to the IEC. Insofar as information security gaps shall be detected as a result of any of the tests, the SSP undertakes to remediate such gaps and to present a plan to remediate the deficiencies within a period of time not exceeding 14 days. The SSP, together with the entity involved with the IEC, shall define an on-going process for the handling of the security gaps that shall be detected during the course of the reviews and to implement the recommendations for the handling of such gaps. 
The SSP shall submit an 'Acceptance test checklist document' of the cyber security items to IEC for review, prior to FAT &SAT. 


			3.1.6.4			'Clearance'
IEC will be entitled to conduct 'clearance' tests on various components of the System. These tests will include offline or under power logical and visual examination of hardware (vulnerabilities in hardware components and packaging), software and firmware (vulnerabilities in software, firmware and network components) items; the purpose of which is identification of cyber related weaknesses. IEC will use non-intrusive testing measures to accomplish this task. Tentative schedule for the test shall be during FAT or prior to SAT. The list of items under test will be determined according to criticality of the component to the System and according to the SSP's recommendations.  
Alternatively, IEC will be entitled to engage with an independent auditor for the clearance activity.





&12Complete Document	&12SEC 31 System Cyber Security	



&12Printed Date: &D	&12&P of &N	&12&F






Sec 4-1


			Para			Requirement Description			C			NC			DV			SSP Comments


						Legend: requirements from the SSP
C- Comply / NC - Not Comply / DV - (deviation) Partial Compliance only



			4.0			Cyber Secured Maintenance


			4.1.0			Collaboration IEC-SSP


			4.1.1			Ongoing Support Availability 


			4.1.1.1			As directed by IEC, the SSP shall provide assistance to IEC in helping to determine the minimum required access permissions for cyber defense measures included in the System (such as Firewalls) that allow a functional, operation of the System, including normal, emergency and required ongoing maintenance actions.


			4.1.1.2			Instructions to the SSP for Maintenance Links 


			4.1.1.2.1			Remote maintenance connectivity shall be implemented by means of IEC's privileged session management System ( PSM) .


			4.1.1.2.2			Remote maintenance connectivity shall be implemented after approval by IEC Project Manager, and IEC employee shall conduct monitoring during the maintenance process..


			4.1.1.2.4			All maintenance operations performed remotely by the SSP shall be documented by the SSP and approved by IEC. The SSP shall send a report to IEC on the performed operations within 2 business days.


			4.1.1.2.6			The SSP shall ensure in his facilities physical access security to SSP’s remote maintenance and diagnostic system.


			4.1.1.2.7			The SSP’s remote diagnostic system shall be a stand-alone system, and shall not be connected to any SSP or external network without explicit, written authorization from IEC.


			4.1.1.2.8			The remotely conducted transfer of installation files or other data to the IEC network shall be implemented via a dedicated channel. In this channel, a "whitening" process (sanitization) shall be performed to clean vulnerabilities in a laboratory environment. This process shall be implemented through a separate Data Leak Prevention - DLP path owned by IEC.


			4.1.1.2.9			Remote user authentication shall be done by Two Factor Authentication (2FA), using two out of the following:  private password or smart card or biometric data; In addition by using OTP One Time password operation.


			4.1.1.2.10			Encryption of data to remote sites shall not be allowed. Only the communication path shall be allowed to be encrypted.


			4.1.1.2.11			The SSP shall record all connections to/from remote sites, including the failed ones. This information shall be available to IEC and presented upon request from time to time.


			4.1.1.2.12			The entry of an SSP employee into IEC facilities (including IEC facility residing in an SSP facility) for purpose of System maintenance shall be allowed after approval by IEC and must be accompanied by an IEC employee. 


			4.1.1.2.13			The SSP shall block any possibility of simultaneous connection of a particular user (physical or applicative), remotely and locally to the IEC infrastructures. Any such attempt shall trigger an alert in the SSP and be recorded in the login related log file.


			4.1.1.2.14			The SSP station shall be dedicated to the remote service. That station shall not be used or connected to other purposes.


			4.1.1.2.15			The account and authorizations for remote access shall be different from those which are used for the SSP's internal accesses. The requirement for local access is applicable also for connected and for not connected systems. 


			4.1.1.3			Handling of Security Vulnerabilities


			4.1.1.3.1			The SSP shall inform IEC in a secure manner of the discovery of an error related to any software installed in the System that makes the System vulnerable to cyber-attack. The SSP is obliged to notify and provide a solution to these errors or malfunctions. This obligation shall remain in effect for the entire warranty period and as long as there is a service agreement.


			4.1.1.3.2			The SSP and IEC will prepare a procedure for communication and remote access. The purpose of this document is to define the communications channels between the SSP and IEC regarding: 
- Cyber contact points during routine and emergency
- Cyber updates via push/pull methods
- Trainings and Drills in collaboration with the SSP
- Cyber security issues involving computers and networks
- Remote Maintenance & Diagnostics


			4.1.1.3.3			Cyber vulnerability disclosure policy:
 - The SSP shall prepare/submit to IEC document outlining their cyber vulnerability disclosure policy. The policy shall address at least the following issues:
* Information triage and filtering 
* The SSP response policy for:
 a) Internally discovered vulnerability;
 b) Third-party discovered vulnerability;
 c) Actively-exploited vulnerability


			4.1.1.3.4			The SSP shall implement a vulnerability assessment tool. The tool shall be able to periodically scan the System components. The tool shall be continuously and securely updated with the new known vulnerabilities.


			4.1.1.3.5			The Vulnerability assessment tool shall scan all segments in the System to identify components that do not adhere to the security requirements, such as partial hardening.


			4.1.1.3.6			The SSP undertakes to develop the system according to the principles of secure development which are applicable to the system; Subject to the IEC approval.
The SSP will provide IEC with a summary report of static and dynamic code analysis for the software code performed by the SSP and / or by a 3rd party company.


			4.1.1.3.7			All the latest designed, installed and developed protection measures in the System shall be enabled, operative and running (for instance TPM Trusted Platform Module)


			4.1.1.3.8			The SSP shall perform testing of new or replacement operating/operational codes for the following purposes: 
* To identify malwares, backdoors 
* Detecting unsecured development codes
* The SSP shall submit a detailed test report.


			4.1.1.3.9			The SSP shall submit to IEC for approval their program to perform resilience tests of new and alternative hardware and software prior to installation, and shall submit a detailed test report. The test shall identify potential attack vectors and include measures to block the attack path.


			4.1.1.3.10			Handling of Cyber incidents, during the warranty and service contract:
* The SSP shall define the severity levels for cyber related incidents. 
* For each severity level, SSP shall collaborate with IEC to define a specific action plan. 
* The action plans shall address all threats which IEC and the SSP discover. 
* The SSP shall provide support for threats to the System's related hardware and software which are under the responsibility of IEC.
* The action plan and the service shall be specifically provided as needed for each case during the warranty and the entire service contract period.


			4.1.1.4			Project Life Cycle


			4.1.1.4.1			The SSP shall describe the life cycle of the System or the OTS product.
* The SSP shall present the foreseen timeline and road–map of upgrades, version changes and End-of-Life, divided into parts of the System.
* A clear distinction shall be made between the timeline of the items belonging to the security part of the System and the timeline of the items belonging to the control part of the System or the OTS product. 


			4.1.1.4.2			 Alerts shall be sent to IEC whenever there is a change on the lifecycle status of hardware and software items for the System and for the cyber security. Above alerts shall include description of the impact in case of postponing the closure of a mismatch.


			4.1.1.4.3			SSP shall supply a Security DVD (on the last Friday of every month) which includes:
* Operating Systems Updates
• The updates had run for two weeks on testbed system for verification.
• The updates are already prepared for the quickest installation possible.


			4.1.1.4.4			The delivered CD  shall include:
*  Cyber Package – latest/most updated definition files
*  Configuration files have also been installed on the SSP testbed before distribution.
* Full Installation Instructions.
* List of approved and also declined updates, including reasons for the rejection.


			4.1.1.5			The SLA for the project


			4.1.1.5.1			The SLA contract includes all the hardware, software, firmware, networks, licenses and all other components needed for full functionality of the System. 
* The contract shall be managed according to an agreed document which covers all the hardware, and software components covered by the SLA


			4.1.1.5.2			Instructions for preparing the SLA:
* Setting the number of days on site and remotely up to x days per quarter
* Scheduling the service days in advance each quarter
* Instruction related all items to be handled via prior coordination with IEC teams
* Work with IEC on any ongoing support issues (repeat issues etc.)
* Work with IEC regarding any best practice / guidance to ensure all is running smoothly
* Assist with review of DR testing / planning etc.


			4.1.1.5.3			Business Continuity Support (BCS) :
* According to the SLA, the SSP is required to offer a 24x7x365 support by the SSP Technical Center (including holidays); 15 minutes response time for severity level 0 (highest) issues 
* IEC will receive access to account management service desk – single point of contact for initiating instant support activity.
* Incident management and trending, support analytics and monitoring
* Monthly technical reviews that that address SSP operational objectives
* Notification on software and hardware updates, product enhancements and new releases
* Personalized resources to help overcome technical hurdles
* Accelerated access to SSP subject matter experts 
* Access to Support History Reports provided upon request .


			4.1.1.5.4			Professional services at IEC sites:
* Per IEC’s request, and with an advance notice SSP shall provide professional services, by a SSP qualified specialist at IEC site. 
* Professional services include: Post Installation and configuration assistance, customer specific implementation alternatives and recommendations, minor and local customizations. 



			4.1.1.5.5			On Site Replacement Hardware Service (OSRH):
 The SSP is required to offer OSRH yearly service for on-site replacement of hardware, according to a pre-defined set of components. 
* The replacement sets to be delivered by the SSP, and stored at IEC premises. 
* The replacement sets shall enable local and rapid hardware replacement and operational recovery. 
* The failed will be shipped to SSP and will be replaced by SSP, with alternative sets and stored at IEC premises. 
* Shipment and delivery terms shall be defined by IEC for each acquired SLA. 
* The OSRH service for IEC shall have a valid warranty or support service for all SSP Products, while all SSP products are under valid service agreement. 
* The OSRH annual service cost shall be detailed in the service contract with IEC. 
* These sets will be owned by SSP and to be returned to SSP upon termination of the OSRH. 


			4.1.1.5.6			Dispute Resolution: 
* Any disputes between at SSP and IEC, including dispute related to the severity level shall be discussed among the assigned people. 
* Resolution shall be achieved by among the assigned people collaborating in good faith. 


			4.1.1.5.7			IEC Points of Contact for Service:
* IEC shall provide to the SSP with a list of IEC employees authorized to call SSP's service and to report on a problem. The list shall include also an Escalation point of contact. 


			4.1.1.6			Illustration of an example for the SLA agreement


			4.1.1.6.1


			4.1.1.6.2			According to the SLA, the SSP is required to offer a 24x7x365 support by the SSP Technical Center (including holidays);15 minutes response time for severity level 0 (highest)


			4.1.1.9			Verification of cyber resiliency


			4.1.1.9.1			The SSP undertakes to perform risk survey and penetration tests (for IT only) , at least once every eighteen (18) months, regarding the systems that are under the SSP's responsibility, which hold IEC information and data bases, whether situated at the SSP premises or at IEC premises. 
* The audit plan for risk survey and penetration tests shall include success factors, and remediation actions.			 


			4.1.1.10			Periodic Cyber Security audit 


			4.1.1.10.1			The SSP shall perform examination of the system cyber architecture as it has evolved since the last inspection and document the findings..


			4.1.1.10.2			Conduct on-site discussions with IEC engineers and managers about cyber related issues.


			4.1.1.10.3			In the periodic Summary Report, the following topics shall be included:


			4.1.1.10.4			Passwords replacement according to policy which shall be recommended to IEC.


			4.1.1.10.5			Enforcement of user account locking policy.


			4.1.1.10.6			 Unauthorized or new hardware and software components.


			4.1.1.10.7			WEB known vulnerabilities.


			4.1.1.10.8			Visual inspection of End point components and peripherals existence.


			4.1.1.10.9			Assignment of role based necessity of credentials


			4.1.1.10.10			 Temporary and inactive accounts inspection.


			4.1.1.10.11			Unauthorized changes in the management of identification and authorization configuration.


			4.1.1.10.12			Malware scanning.


			4.1.1.10.13			Inspection of full update of hardware, software and firmware.


			4.1.1.10.14			Performing full system backup and recovery.


			4.1.1.10.15			Full system vulnerability assessment.


			4.1.1.10.16			Detecting exceptions and unauthorized changes to configurations in System components.


			4.1.1.10.17			Auditing the Domains and IP addresses against the accreditation of the status.


			4.1.2			Updates and Patching


			4.1.2.1			Security vulnerabilities handling


			4.1.2.2.1			The SSP shall inform IEC in a secure manner of the discovery of an error or a property of any software in the System that makes the System vulnerable to cyber attack.


			4.1.2.2.2			The SSP shall manage the patching process and update process throughout all the System's life. The process shall include updates for all software programs and the operating systems.


			4.1.2.2.3			Immediately after the contract award, the SSP shall provide details on their patch management and update processes conducted during the warranty and during the service contract .


			4.1.2.2.4			Starting immediately from the award of contract, the SSP shall provide notification on all known and detected vulnerabilities affecting the operating systems, applications and programs in the System.


			4.1.2.2.5			After the contract award, the SSP shall continuously provide notifications of ready and completed security fixes and patches which were/will be implemented. In addition the SSP shall provide details on any other completed corrections affecting security of the System.


			4.1.2.2.6			The SSP shall apply, test, and validate the appropriate updates and/or workarounds on a baseline reference System before distribution.


			4.1.2.2.7			The SSP shall provide within a negotiated period (depending the severity and risk of the vulnerability) appropriate software and service updates and/or workarounds for all vulnerabilities associated with the System.


			4.1.2.2.8			The SSP shall diligently work to correct errors or modify the asset for closing the vulnerability. The correction shall be completed and tested and provided to IEC at no cost. 
* The correction shall be done to match IEC’s satisfaction.


			4.1.2.3			Software patches and update signatures


			4.1.2.3.1			All updates to the operating system and applications addressing cyber security shall be installed prior to installation on the production and operation Systems.


			4.1.2.3.2			All security patches and updates to the operating systems, databases, 3rd party products and upgrades provided by SSP and application software shall be tested and certified by the SSP.


			4.1.2.3.3			Security updates and patches shall be installed on all components in the System (hardware/software/firmware), including on virtual components.


			4.1.2.3.4			The updates and security patches shall be tested and certified by the SSP.


			4.1.2.3.5			The SSP shall define for each asset the recommended schedule for installing the security updates and patches; according to the unique characteristic of each asset.


			4.1.2.3.6			Security updates and patches shall be accepted from the manufacturer according a process which will guarantee their integrity. The update shall include an unambiguous identification of the source/provider (for example – updates/patches shall be digitally signed).


			4.1.2.3.7			The SSP shall include manual (in addition to automatic) procedures for the secure updating of configuration and signature files to ensure that all security systems include updates and release details. 
* This process shall be under control of IEC support staff.


			4.1.2.3.8			The frequency of signatures' updates shall be determined according to IEC approval. 
* The SSP shall recommend an update policy for both routine and emergency situations.


			4.1.2.3.9			Prior to going on air / commissioning, all the latest updates and patches shall be installed by the SSP in order to ensure that the System is completely updated.


			4.1.2.3.10			According to needs, automatic and central patch deployment in the networks shall be defined and approved by IEC. During the process the System shall be monitored by IEC and the SSP.


			4.1.2.3.11			The System shall include merchanism which shall identify that following the patching and updating, the connection (session)  to the patched component is properly closed and update has been fulfilled as required.


			4.1.2.3.12			Firmware updates shall be supplied in addition to software updates.


			4.1.2.3.13			Upon release of an updated version, the SSP shall provide mechanism to download updates by IEC (pull) and download initiation by IEC only. The configuration of the mechanism shall inhibit download via SSP initiated process (push).


			4.1.2.3.14			Download of updates shall be done via an independent and designated server. The name and address of the server shall be changed periodically. The System shall disable possibility to download directly from the Internet to the System.


			4.1.2.3.15			The access to the Internet update downloading servers shall be restricted via utilization of whitelist format, such as ACL.


			4.1.2.3.16			Updates, patches and fixes shall be encrypted and signed; whether pulled from authorized source or delivered in another authorized way.


			4.1.2.3.17			The SSP shall implement means for verification of the integrity of the files it supplies, using procedures such as comparing the Hashes of the sent and received files.


			4.1.2.3.18			The SSP shall implement means for verification of the origin of the cyber protection updates it supplies, including those which they received from their sub supplier.


			4.1.2.3.19			The System shall include the capability to verify that the signature of an installed update file is identical to the original signature.


			4.1.2.3.20			The System shall have the capability to save separately and securely previous and original versions, following the installation of update, for the sake of versions comparison and forensics if required. 
* Also, the installation version shall be saved following any substantial update. 


			4.1.2.3.21			The System shall be capable of configuring and monitoring of normal behavior profile of components; thus enabling comparison of behavior before and after an update. 
* The monitoring shall focus on outgoing/incoming traffic, new ports and IPs etc.


			4.1.3			Collaboration and reporting to IEC on incidents


			4.1.3.1			The SSP shall submit to IEC problem reports related to System security topics . The submitted reports will be reviewed by IEC. The SSP shall submit a preliminary action plan within 48 hours according to the severity level of the incident.


			4.1.3.2			The SSP shall protect the security of the reports. 
* When notifying other customers having the same problem, the SSP shall not disclose that it exists also in IEC .


			4.1.3.3			In the event of a Cyber incident is related to IEC, IEC personnel will immediately issue an email to SSP Computer Incident Response Team - CIRT. 
* The email will contain a description of the incident as well as the name and phone number of the contact person in IEC.
* In parallel, IEC personnel will phone in the following priority order: name1, name2, name3, name 4 until one of the SSP CIRT contacts responded to the call.
* According to the contract it is required that one or more of the four SSP designees shall be available 24-7-365.


			4.1.3.4			The SSP CIRT shall address the incident, and initiate contact with the appropriate IEC personnel as required. The goal of the call is immediately prepare an action plan to address the incident.
* In the event of a cyber incident identified by the SSP, it is required that the SSP CIRT contact the appropriate personnel at IEC to advise them about the issue. 


			4.1.3.5			SSP's activity may be included in exercises, tests, and internal cyber surveys, including surprise inspections. The SSP is required to collaborate with these IEC initiatives.


			4.1.3.6			In case of a cyber incident, the SSP is committed to cooperating and to provide to IEC project manager all relevant information required for the incident investigation. 
* This process includes release of information known to the SSP related to a cyber event, which happened at IEC related to the System. 


			4.1.3.7			 The SSP is committed to providing information on the network and systems that belong to IEC both in its domain and of its sub-suppliers related to topics such as hostile penetration, virus, unidentified element, suspicious behavior. 


			4.1.3.8			The SSP shall notify the IEC project manager of any suspected cyber-related topic. For example: Physical penetration of another party, attempting to obtain a password, discovering equipment and software that is not related to the project, suspicious changes to components and applications, antivirus alerts. 





&12Complete Document	&12SEC-41 Maintenance Collaboration SSP-IEC	



&12Print Date: &D	&12&P of &N	&12&F






SEC 5-1 


			Para			Requirement Description			C			NC			DV			SSP Comments


						Legend: requirements from the SSP
C- Comply / NC - Not Comply / DV - (deviation) Partial Compliance only



			5.1.4			SSP Compliance with virtualization procedures


			5.1.4.3			The SSP is required obtaining from IEC the most updated standard for virtualization as applicable for the project proposed by the Cloud SP


			5.1.4.4			The classification of data approved for use in cloud computing is up to 'Business Confidential'.
Higher classification data requires the approval of IEC.


			5.1.4.5			Maintaining virialized operations.


			5.1.4.5.1			An asset register of all virtual assets shall be maintained and updated. Details shall include::
* Virtualized machine (VM) creation
* VM destruction and deletion
* VM modification
* Details on owners for VM assets 


			5.1.4.5.2			There shall be controls in place to prevent unauthorized creation, destruction, or copying of virtual machines


			5.1.4.5.3			Virtual Machines shall have disaster recovery and business continuity controls.


			5.1.4.5.4			Virtual machines, and virtual machine images, including those not currently active, shall be patched according to vendor's instruction.


			5.1.4.5.5			Virtual assets shall be subject to change management process according to vendor's instruction.


			5.1.4.5.6			All virtualized software, including that which is automatically provisioned, shall be correctly and appropriately licensed.


			5.1.4.5.7			When need arises, live virtualized systems shall be created from the pre-configured VM Images


			5.1.4.5.8			The image shall be saved after VM hardening and in accordance with operating system hardening standards for VM


			5.1.4.5.9			VM images shall have controls in place to protect them from:
* Malware
* Unauthorized access
* Unauthorized modification
* Unauthorized copying
* Unauthorized deletion 


			5.1.4.5.10			VM Images shall be stored in a logically separate location. This location shall not contain non-active or dormant VMs.


			5.1.4.5.11			VM images shall be patched or kept up to date in the same manner as live systems.


			5.1.4.6			Encryption on virtualized machines


			5.1.4.6.1			Encryption implemented on Virtual Machines shall assess the 	impacts virtualisation has on encryption, and mitigate where this creates additional risks. This includes protection against entropy exhaustion or side channel attacks.


			5.1.4.6.2			Encryption keys shall be generated on physical machines only and securely transferred to virtual machines, in accordance with cryptography security standard and approval of IEC.


			5.1.4.6.3			Encryption keys shall be protected and backed up in accordance with Public Key Infrastructure (PKI) Security Standard 


			5.1.4.7			Data storage on VM


			5.1.4.7.1			Access to virtual storage solutions shall be restricted only to users and functions that require access to that storage.


			5.1.4.7.2			Prior to granting access, all attempts to access virtual storage shall be verified and documented.


			5.1.4.7.3			The virtual storage encryption shall be in accordance with a recognized encryption standard approved by IEC.


			5.1.4.7.4			Backups of virtual storage shall be treated in the same way as the original source.


			5.1.4.7.5			Virtual storage shall be securely sanitized before being re-allocated or decommissioned.


			5.1.4.7.6			Controls shall be applied to virtual networks as if they were physical networks, in accordance with known network design security standard. The standard shall be submitted to IEC for approval.


			5.1.4.7.7			Management networks for virtual devices shall use separate vNIC and VLAN cards from those used for the standard traffic.


			5.1.4.7.8			Where virtual networks span over multiple physical hosts and utilize virtual switches, the design shall be presented in a Design Review (DR) with IEC and approved.


			5.1.4.7.9			Administration of virtualized deployments shall be conducted according to the principle of least privilege.


			5.1.4.8			Hypervisors and Underlying Infrastructure


			5.1.4.8.1			Underlying hypervisors components shall comply with security standards and with the manufacturer's and cloud operator's approvals.


			5.1.4.8.3			Underlying infrastructure on which virtualized solutions are deployed shall be assured to at least the same level of security as the most secure VM which that infrastructure will host.


			5.1.4.9			Virtualized deployments 


			5.1.4.9.1			Virtualized deployments shall be in accordance with the manufacturer's instructions and approved by IEC.


			5.1.4.9.2			Virtual Machines shall have an accurate time-consuming method that takes into account the effects of virtualization over time.


			5.1.4.9.3			Virtual deployments shall document events dictated by standards appropriate for components such as: operating system, network security.


			5.1.4.9.4			All attempts to access Virtual Machine Images shall be documented and generate an alert for failed attempts. 


			5.1.4.9.5			Administrative actions shall be documented in virtual deployments and infrastructures.


			5.1.4.9.6			Changes to virtual layouts shall be documented, and event log alerts generated.


			5.1.4.9.7			Creation, migration, suspension or deletion of Virtual Machines shall be logged and shall generate an alert
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Home office Security plan as part of a supply chain instruction for _______ 



 



Topic section  



The essence of 



the service 



Purpose of counseling / work  



 



 



Name of the company that provides the consulting 



/ work 



 



 



 



The essence of the service: 



The nature of the contract that the contractor / 



consultant will provide to the company must be 



specified, as well as whether it also involves the 



preparation of documents, exposure to the 



company's classified material and, if so, what 



material and what its classification is. Performing 



actual operations on systems / servers 



 



 



 



 



 



More information about the service if any  



 



 



 



Work 



Environment 



IEC - Operational / administrative network (in the 



case of an operational network, the name of the 



network must be specified) 



 



Logical security: 



Description of the requested network / mobile 



environment, what is the proposed logical 



protection of the environment, in terms of 



information encryption, communication security, 



etc. 



 



 



Physical environment:  



    











How will the physical access of unauthorized 



persons to information (computerized or hard 



copy) and / or computer items related to his work 



be prevented? 



I will not leave my 



computer open, 



unattended 



I will not upload any 



information related to the 



project to cloud storage 



sites of any kind 



I will not send materials in 



a private email such as 



Gmail 



I will not allow family 



members to use the 



computer while 



connecting to the 



network. 



I will not print materials 



on a home printer 



Signature  _____________  



 



What is the classification level of the contractor / 



consultant employee 



 



 Is the consultant and his employees signing a 



confidentiality statement, is it documented. 



 



 Does the consultant and his employees undergo 



information security and cyber training, including 



bringing to their attention the main points of the 



current plan. Is the training periodic? Who is 



responsible for moving it and where 



 



 



 



 



 











 



Read verification and statement: 



I (first and last name) ____________ Passport No. ___________ hereby declare 



that I have read the security rules required of me as stated in this document, 



that I know the rules of use of the IEC network and I undertake to observe the 



rules and security provisions contained in this document, network usage and 



make intelligent and professional use For the sole purpose of my work in the 



permissions granted to me and do everything I can to prevent unauthorized 



access through my permissions and / or information leaks as a result of my work 



or use of my permissions. 



 



Date: ________ First name and last name __________ Signature  _____________  



 










A – Critical Systems


						Specification A
The purpose of this part of the cyber specification is to ensure the protection of the product provided as part of the contract. The product will be installed at the supplier's and / or sub-suppliers premises (the supplier and his sub-suppliers including any third party he hires to perform the service or development or part of it (hereinafter referred to as "Supplier"). The bidder is asked to describe the protection of the supplied product (including hardware, software, service and / or part of these) in the supplier's computers networks, in its physical facilities and by its employees. This type of specification (A) is directed to a service provider who will develop hardware and software for the IEC's electrical chain systems. In this specification, there is an emphasis on the development of an isolated and disconnected network, CCTV system of the proposed environment, including the internal and external facilities, access controls and a burglary detection system. The above applies to a manufacturer from Israel and a manufacturer from abroad.





						The vendor should note that this is a generic requirements document for services and that some of the requirements in the document may not be relevant to the specific service that the supplier provides.
In any section that in the opinion of the supplier it is not relevant to the project, he must indicate it in his answer with the number of the section and its title, write that it is not relevant and attach a brief explanation as to why it is not relevant. It should be clarified that the IEC may at its discretion disagree with the supplier's reasoning and demand a response to that section.
As part of the response to the specification, the supplier must answer each and every section in the places designated for the response, and in the same structure of the sections as it is presented in the specification. The supplier must indicate whether he meets the specification requirement fully, partially (if partially - what is the gap), or does not meet the requirement. The supplier may offer a solution that compensates for a requirement that he does not meet.





						After the winning
The supplier must prepare a security plan that describes how the specific response to the requirements contained in the specification is implemented, so that in fact the response to the specification constitutes the security plan that the supplier provides for the project, and which is based on the supplier's means and responses. The supplier may offer a solution that compensates for a section in the specification which he is unable to implement for various reasons.





						After winning the contract and before commencing any work, the supplier must submit to the IEC within 3 weeks from the date of the winning announcement, a security plan that includes the supplier's response to all the sections as specified in this document. The plan should be detailed with clear and unambiguous explanations as to how the requirements are to be implemented.
The security plan will also include the proposed network topology (without IP addresses) as well as an accurate schematic diagram of all the complexes and sites where the service will be performed, and which are physically protected complexes, as defined in the requirements. It will be clarified that it is not possible to perform any part of the service, including development, etc., in physical complexes that have not been approved by the IEC in advance in the security plan.
Should the supplier request during the life of the contract to change and / or add physical complexes, he must obtain written approval in advance from the security unit at the IEC before making any changes and / or entering into work a new complex. After the security plan has been approved by the person in charge in the IEC, this plan must be implemented within 3 weeks.





												C - Comply / NC - Not Comply / DV - Partial Compliance only


						A – Critical systems 


						Paragraph / section #			Requirment description			C			NC			DV			Remarks


									General


									Organization, structure, policies and procedures


						A general explanation of the purpose of the chapter			This chapter is intended to give the IEC a general understanding of the organization of the supplier regarding cyber protection and information security. The organization includes a suitable and systematic management system, position holders for all aspects of the protection (logical, physical, human), a person responsible for the issue of cyber protection as part of the contract and on behalf of the supplier, as well as the existence of a set of procedures and instructions to employees which guide them how to act on various cyber protection issues.


									The supplier will present a quality policy or alternatively refer specifically in its quality policy to the management of IEC information protection which is in its possession, emphasizing information of critical systems, as well as to each issue of protection management: logical, physical and human. The structure of the supporting organization and the commitment of the supplier's management to comply with such requirements is required. It should be emphasized that the supplier is obligated to appoint a supervisor who will bear overall responsibility of project security.


									The supplier will prepare and present to the IEC all the procedures and / or work instructions that support the protection system, including the management of the logical network, the management of physical security, the management of human resources, etc. It should be emphasized that the supplier may use existing procedures / work instructions as far as they comply with the said security requirements.


									The supplier will present an organizational system that is appropriate for the procedures and their enforcement with the supplier and subcontractor's employees, including supporting documentation regarding the enforcement (discussion summaries, training approvals, etc.).


									Project security implementation


						A general explanation of the purpose of the chapter			This chapter is intended to clarify the involvement of IEC representatives in the security processes of the supplier, in order to ensure that such processes meet ECI requirements. In this context, IEC representatives are required to see and approve processes in advance as described below.


									As part of the project security, the IEC representative will accompany the implementation of the security requirements in the project starting from the development stage, planning, assembly in the factory, FAT, project completion including disassembly, packaging and marking prior to delivery (hereinafter: project period).


									As part of his job, IEC representative will be able to require equipment rigging and the installation of logical security equipment in the supplier's systems in accordance with market standards and subject to regulatory requirements. This issue will be coordinated in advance with the supplier. The supplier undertakes to follow the instructions of IEC representative regarding the matter stated in this section and to act in accordance with them throughout the period of the project.


									IEC representative will check in advance with the supplier the implementation of the project security requirements in the supplier's premises. The supplier will appoint personnel for the purpose of performing the test, and will cooperate to enable this test. The test / audit will be performed in coordination with the supplier. It should be emphasized that the supplier is not allowed to start carrying out the project before carrying out the aforesaid test / audit and approvement from the security unit of the IEC for compliance with the said security conditions.


									It is emphasized that as part of the project's security tests, an IEC representative may, with advance coordination with the supplier, to copy the contents of a hard drive (s) for security testing purposes and / or install security tools that test the project configuration for future comparison and / or vulnerability testing.


									Physical Security Requirements


						A general explanation of the purpose of the chapter			This chapter is intended to address the security requirements in the physical domain, meaning that any compound, including workrooms where workstations or laptops are installed or connected, servers, controllers, cabinets and any component belonging to the network in which the project is developed, will be protected on the physical level by the structure itself and by electronic alert and control systems. The IEC may, with prior arrangement with the supplier, view the data from the security systems specified in this section for the purpose of investigating security incidents.


						Requirement for a protected compound			For the purpose of carrying out the project, the supplier will provide a separate, controlled and secured work environment (hereinafter: the secured complex) for the benefit of the project only (development & production). It is hereby emphasized that every component of the project components including the equipment to be used for the project as well as equipment to be provided to IEC within the framework of the project must remain from the start of the project until the end in a secured compound as defined in this document.


									The walls of the secured compound will be of rigid construction, the secured compound will be bounded by four walls, a ceiling and a floor. The secured compound will not be identified as a IEC compound.


									The entrance doors to the secured compound will be made of metal, and electromagnetic and / or electro-mechanical locking devices will be installed on them, which will be approved in writing and in advance by the IEC as part of the written security plan that will be provided by the supplier to IEC.


									The entrance to the secured compound will be through an entrance control system that meets the following conditions:


									The means of identification will be a biometric or an encrypted proximity card in a standard that will be approved in advance by the IEC.


						Access control system			The control of the granting of permits to enter the secured compound will be in the hands of an employee of the supplier who will be security approved by the IEC. In any case, the authorization process will be such as to provide a reasonable impediment to granting authorizations only to licensees. The supplier will have to write a regulated process for this issue.


									The access control system will allow entry for authorized persons only. The system will provide alerts for any attempt of unauthorized access, attempt to neutralize it as well as any attempt to enter illegally through the secured compound door.


									The system will provide disturbed door alerts in any case the compound door is left open for over a minute.


									The system will provide reports and allow full investigation of events up to at least 90 days back.


									It should be emphasized that the requirement is that the access control system be in the provider's internal network and not be connected to the Internet or external network.


						CCTV and recording system			CCTV cameras will be installed inside the secured compound (hereinafter: CCTV). The cameras will cover the entire area of the compound, will be working and recorded for 24 hours. The recording will be kept for a period of at least 90 days. The recording computer will be stored only where access is authorized by security officials.


									It should be emphasized that the requirement is that the CCTV system be in the provider's internal network and not be connected to the Internet or any external network.


						Burglary detection system (alarm)			A burglary detection system will be installed in the compound, which will cover the entire area of the compound, and will cover all the openings. The intrusion detection system will be with accepted professional standards and will contain a local horn as well as a link to 24 / 7 manned security center.


									The burglary detection system will contain at least two communication channels (mobile and regular) that enable the notification of a burglary / malfunction.


									The access control system, the burglary detection system and the CCTV system will be connected to the security center of the supplier 24 hours a day. The security center will be able to activate a response force that will arrive at the complex within 10 minutes at the latest.


									The system switchboard / hub will be installed in a protected place where access is authorized to security personnel only.


						Security Event Notification			The supplier undertakes to notify IEC of any burglary to his offices, even if nothing is stolen. Immediately after the incident, it is the supplier's responsibility to notify the IEC's cyber security officials through IEC security room, which operates 24 hours a day including Saturdays and holidays by calling to # 076-8642555 (multi-line) and by Email: matebit@iec.co.il. It should be emphasized that the message must be by phone and the email is for backup only. An example of a cyber security incident will be: information theft, burglary to offices, loss of a laptop or USB memory, etc.


									Security requirements - Human domain


						A general explanation of the purpose of the chapter			One of the risks in the cyber world is human resources. In this chapter the vendor is asked to explain how he manages the security which is relevant to this issue, including; Background checks for employees and contractor employees, monitoring of exceptional events of these employees, managing the employee's life cycle; Receiving and closing a user code on the network, obtaining and closing permissions, obtaining and closing access certificates to protected complexes, etc. The supplier must also describe how he conveys the training regarding security to his employees.


									The supplier will maintain accurate and orderly monitoring and registration of its employees who are engaged in providing service to critical systems at the IEC.


									The supplier will send to a security check any employee who is intended to provide service for critical information infrastructure systems at the IEC. The test / check will be performed by the IEC. A supplier will not employ an employee in providing service for the IEC, even in the premises of the supplier and / or his sub-contractors before he has received written confirmation from the IEC that the employee has passed the security suitability test.


									The supplier will undertake to immediately notify the IEC of any change in the status of his employee employed in providing such service (such as status change, employee left the organization, employee detention, prolonged stay abroad not for work purposes, debts, etc.).


									The supplier must hand over a copy of employees complete list to the IEC before the start of each employee's employment. It should be emphasized that an employee must not be employed and given permission or access to the project and its systems or to be allowed to enter the secured compound before obtaining written and prior approval from the IEC.


									The supplier undertakes to closely monitor the privileges of his employees in such a way that only authorized employees will have access to the secured complex and / or to the information of IEC and / or to IEC systems. In this context, the supplier undertakes to immediately close all the privileges of an employee who has stopped providing the service to the IEC for any reason.


									The supplier undertakes to sign each and every one of his authorized employees on a confidentiality agreement to be attached at the time of the purchase order.


									The supplier must instruct its employees periodically regarding the implementation of the project's security plan as well as regarding cyber security issues such as; Awareness, social engineering, confidentiality, etc. The supplier must present documentation for these tutorials. An employee will not enter the project before receiving such training.


									Handling of IEC information


						A general explanation of the purpose of the chapter			As part of the contract, the supplier also receives information from the IEC and also produces information for it (for example; software structure and interactions in software adapted to the IEC). This is infrastructural and technical information that is sensitive if exposed to unauthorized persons. In this chapter the vendor must describe how he protects this information until it is transmitted to the IEC.


									 The supplier must manage in a secure and protected manner all of IEC's information. The supplier must offer a retrieval and compartmentalization solution, including encryption of the information, including information about customers, commercial information, reports, personal data, correspondence, emails, files, etc., according to instructions provided by the security officer of the IEC. The supplier will not provide information at all and in particular about the information systems of the IEC and / or the form of the link to them, and / or information on the security of the systems subject to the contract, to any body or person, without written approval from a competent body, which will be specified in the contract agreement.


						Requirements from the network in which IEC's information will be stored			The network in which IEC's computerized information will be stored will meet the following requirements:


									It will not have internet communication (out and in) including remote access in any form unless approved and agreed in advance with the certifying body at the IEC.


									The information will be protected in a way that only authorized persons can access it.


									The identification for the purpose of accessing the information will be by means of a complex password in which at least 6 characters will be required, including a special character and an alphanumeric combination. Once every 90 days a password change will be enforced. The last six passwords will not be used. The access will be locked when the user enters three incorrect passwords.


									The supplier shall conduct effective control over the access of authorized persons only to the information, and shall maintain orderly documentation of the said control.


									The supplier will keep a record of the removal of the information from the place where it is stored (AUDIT).


									The supplier will ensure that the backups made to IEC information will be kept separately from the general backups of the provider in the secured network.


									Only employees who have received a security clearance will be able to gain access to IEC information


									Workers' permissions to the drive will be reviewed at least once a month to ensure that only authorized persons can access the drive. This action will be documented in writing.


									The supplier shall maintain and present, at IEC's request, a complete record of all IEC's information in its possession (including information developed by the supplier for IEC), including by physical and computerized means. The registration will include, among other things, the date of receipt of the material and its handling.


									Hard copy protection


									 Records security - the supplier will centrally manage the information stored in IEC's physical means - in one centralized location within the secured complex or in a separate secured complex that meets all the specified physical conditions.
For the purposes of this section, the information is: Any material related to the IEC and the provision of service to critical information infrastructure systems provided by the supplier to IEC - it means information stored by the supplier or by his sub-contractors. The supplier will keep the said information in locked metal cabinets or in a safe. Access to the place of storage will be for authorized persons only.


									Cleaning in the secured compound will be with the presence of a licensed employee only. The entry and / or work of visitors, maintenance personnel, cleaners, etc. to the secured compound will be with close supervision of one of the supplier's employees, throughout the stay.


									The office door where the locked closet / safe is located will be locked upon departure of the last authorized person.


									Duplication and copying of the material will only be done by a licensed employee. Unnecessary copies will be destroyed immediately by shredding them.


									The supplier will not transfer IEC information to a third party unless he has received IEC's approval in writing and in advance. The transfer of information will be by encrypted means only.


									If it is required to process classified information of IEC in laptops, the following guidelines will apply to them:


									The laptops will only be connected to the company's protected network


									It will not be possible to connect the computer to another network, including wirelessly. The supplier must ensure the enforcement of this directive by physically canceling the said connection capability including by logical means.


									The laptops will be subject to the organization's cyber security policy, including antivirus updates.


									The hard disk of the laptop as well as any other device used to store classified material of the IEC will be encrypted by a means approved in advance by the cyber security officials at the IEC.


									Laptops will not be left in a parked vehicle and / or other vehicle, and not  in the trunk either.


									No exit of IEC information will be approved either on laptops or by any other means to the home of employees.


									Care and protection of the computer components of the project


									The supplier will maintain proper security conditions in the secured network and will maintain configuration control on an ongoing basis on the network. As a minimum, the supplier will maintain user control, password replacement, password complexity, security component configuration, up-to-date antivirus, communication security and prevention of unattended connection of additional equipment. The supplier shall maintain documented procedures for this activity.


									The test equipment used in the project at each of its stages will meet the following requirements:


									The equipment will be connected to the secured network only and will meet all its conditions.


									If the equipment was previously used for another project, the computer must be fully booted, all files used in the previous project must be removed from it, an antivirus test must be performed, any access to an external device must be disabled, hardening must be performed according to IEC instructions.


									Completion of the project includes packaging and delivery to the IEC


						A general explanation of the purpose of the chapter			In this chapter, the supplier will describe how he prepares the assemblies (workstations, servers, controllers, software, etc.) for packaging and shipping to the IEC. It should be emphasized that delivery of computerized components requires inspection of the packaging and closure of the packaging using dedicated security stickers.


									Upon completion of the development / upgrade of the project, the following actions will be performed, all of which will be carried out in the presence and under the supervision of a representative of the IEC:


									The supplier will coordinate with the project manager at the IEC and will prepare a list of components that are considered sensitive and require secured packaging. This refers to sensitive components such as workstations, servers, controllers, software, etc. The list will be handed over to the representative of the security unit at IEC. The supplier will not pack or send these components without carrying out what is stated in the sections below.


						Disassembly of computer equipment packages and preparation for shipment			IEC representative will supervise the affixing of a security sticker on each package (referring to parts that together build a package such as a PC, controller, etc.) of computer equipment with a disposable sticker that will be provided by the IEC. The sticker will be affixed in such a way that it will not be possible to open the case on either side without damaging the sticker.


									All packaging marked with the sticker must be indicated on the packing list.


									All along the packaging and until shipment, the equipment will be kept in a secured compound.


									Upon receipt of the shipment in Israel, the package must be opened accompanied by a representative of the IEC and make sure that all the stickers are affixed to all the components indicated on the packaging list and that all the stickers are complete. In the event that all of the following conditions are not met, the Director of the Cyber Security in the National Security should be contacted immediately.


						Return of information to the IEC upon the end of the contract			The supplier will return to IEC at the end of the contract / end of the project all the information stored with him in connection with the contract / project, except for technical documentation agreed in advance by the parties that he will keep for maintenance. It should be emphasized that the security rules apply to the information as long as it is held by the supplier even if the project period has ended.


									Behavior of the supplier employee at IEC site


									Entrance to IEC site: The supplier's employees will coordinate all their visits with the relevant entity on site. The site's representatives will accompany the supplier's employees at all times during their stay.


									Correspondence and exchange of information


									All correspondence between IEC and the supplier regarding the critical information infrastructure system issues such as operation, maintenance, configuration, reports, etc., and in particular configurations of cyber security measures - will be done on a secured medium. The security of the medium will be done with proven and correct technology that is compatible with the communications infrastructure and cyber security at the IEC. General guidelines for this issue are: data encryption, verification of information sources, verification of information completeness, confirmation of receipt and sending of information.


									Applicability - These requirements are valid for all stages of contracting with the supplier, from the installation stage through the entering into operation stage to the day-to-day operation.


									   Security requirements - logical -Supplier's premises 


						A general explanation of the purpose of the chapter			In this chapter the supplier will describe how it logically protects the information. It means reference to the computing complex of the supplier and those that the supplier will supply to the IEC. It is required to address all the components that will serve the project (workstations, servers, controllers, software, etc.)


									General information - security requirements


									The supplier will be responsible for any circumvention or attempt to circumvent security mechanisms and access controls to various infrastructures that contain information about IEC employees.


									Infrastructure and environmental compartmentalization


									The supplier will present the system architecture and communication topology that will be used for the project. It is required to specify virtual physical elements of protection, controllers, servers, routers, firewalls, etc. It is also required to specify the communication protocols between the various elements. Geographical locations must be specified (if remote / separate facilities are used). No need to specify IP addresses.


									The supplier will establish a separate IT infrastructure to handle IEC data and implement segmentation between the various parts of the network through a logical or physical division of the network, limiting the possibility of linking the various networks and establishing a controlled environment via FW according to system activity, protocols, addresses and required ACL's, when rules will be defined to allow:


									A differentiated security separation will be made between the workstation environment and the server environment


									Connection in the level of communication between the system environments and other network services (for example: backup system), only on the basis of an operational need.


									Input of files or creating a channel to and from the organization will be done while applying all existing security measures and approval in advance by the IEC.


									Link to cyber security systems and process control for monitoring cyber security events (such as SIEM).


									Server management (for example ILO - Integrated Lights Out): Cyber and communication security will be performed through a separate network (Out-Of-Band) disconnected from the generation network (Production)


									The supplier will implement adequate mechanisms to secure wireless networks, including encryption, strong identification, preventing attacks on the network and preventing the connection of unauthorized persons or equipment to the wireless network.


									Identification and identity management


									The supplier will perform identification processes before providing access to the various system components when managing permissions of the approaching users - the level and detail of permissions should provide separation of powers based on the "need to know and perform".


									The identification protocol - a password will be passed on in the media in an invisible manner. Login will only be possible after the identification phase has been completed properly.


									The supplier will set user management policies and passwords as detailed below:


									Password complexity - The password will be at least eight (8) characters long when the password contains at least 3 of the following 4 categories:


									* Small letters (a, b, c,… x, y, z).


									* Large letters (A, B, C,… X, Y, Z).


									* At least one special character (! @ # $% ^ & * () _- +).


									* Number (0,1,2,3,4,5,6,7,8,9).


									Do not put together a password that is the user code, the user's name, the names of relatives or identifying and easy-to-guess details.


									Do not assemble a password from a sequence of numbers, letters, or sequence of characters on the keyboard.


									A password update must be performed at least once every 90 days.


									Do not use a password that has been used in the past.


									The password will be stored in an inaccessible place. The password should not be written on a physical substrate, and in no way should the password be saved along with the username.


									An unusual event during which a password is used illegally or another unusual event involving improper use of a password will be reported by the supplier who identified the event to the project manager. The user account will be locked after three failed login attempts and will be registered in the log.


									The password will not be displayed to the user and to the administrator under any circumstances. The administrator will be able to change the user's password, but he will not see the existing password. A password that has been changed by the system administrator is defined as an initial-temporary password, which the user must replace.


									Permissions


						A general explanation of the purpose of the chapter			In this chapter the supplier will present how it manages user privileges with respect to the computer systems or controllers that will be provided to the IEC as well as the development environment of the project.


									The permissions system will support the definition of permissions for users by profiles, groups and roles (Role Based Access Control).


									Authorization management operations in the system will be recorded in a log file automatically.


									An administrator will not be able to change the permissions of an equivalent or higher privilege holder (except the main administrator).


									The management privileges will be in relation to the group of users / functionaries in the system.


									The system administrators will be defined and personally identified with the system.


									The level of permissions will be set according to the level of user identification and conditional access, for example, reading only outside the hours of operation or weak identification, certain management operations with local identification only, etc.


									Protection of network services, end stations and servers


									The supplier will maintain an up-to-date list of infrastructures and information systems, and will define processes for keeping up-to-date.


									The supplier will define controlled update processes for systems, infrastructure, and cyber security measures while addressing the originality of the update files, checking for updates before implementing them, and maintaining system stability in the update process.


									The supplier shall periodically implement ongoing cyber security updates to the systems, shall regularly monitor the publication of cyber security updates, and shall implement critical updates as soon as possible, with respect to the level of exposure of its systems to the cyber security risks associated with these updates.


									Cyber ​​security measures will be tailored to the unique risks of various network services such as email, DNS, file transfer services, WEB services, etc.


									The supplier will implement edge system protection measures, taking into account the risks of operating hostile code and the risk of intrusion into the systems, utilizing devices connected to edge systems such as antivirus systems, endpoint security systems, etc.


									The supplier is required to implement cyber security measures to prevent the intrusion and spread of hostile code in its systems, which will include several security layers such as: content filtering, communication filtering, file system scanning, real-time protection of servers or end stations, and dedicated monitoring and prevention systems.


									When connecting media to the information systems, the supplier will use effective protection mechanisms that prevent the intrusion of hostile / malicious code such as the use of "file laundering" systems.


									The supplier will immediately replace all default passwords of end equipment and management interfaces (such as ILO, communication equipment management interfaces, routers, etc.).


									Secure development and software


									The production environment will be separated from other environments such as development and testing, when production data should not be kept on the development environment.


									The transfer of systems and information from the development environment to production will take place in a controlled manner in order to prevent damage to the production environment.


									The vendor will adhere to the following guidelines:


						Identification and password management			The password management lifecycle must be defined (including password strength, reset process, password storage, password protection, number of password check attempts, password management in browser cache, etc ..)


									In sensitive sites, the 2FA (2 Factor Authentication) mechanism should be used


									Do not save the identification data in the application code


						Sessions Management			o Denial of access to the system without a proper Session


									o Prevent multiple accesses from the same Session


									o Mechanism for ending a Session of a user after 15 minutes of inactivity


									o Mechanism for ending a Session of a user after a long time of activity (4 hours)


									o Disconnection of the Session due to identification failure


									o In case of suspicious activity in the system (such as attempts to perform SQL Injection, entering malicious scripts in input fields, etc.), Session must be forcibly disconnected and a log must be made.


									· Recommendation to use the framework for managing the Sessions


									· The application must have an authorization mechanism and access control for system resources


						Permissions and access control			· An access control mechanism will be based on a central and managed mechanism (RBAC)


									 Access Control  Role- Based or Attribute Based Access Control (ABAC)


						Communication infrastructure compartmentalization control processes			Registration of successful / failed login actions to the system including date, system name, username, login source, reason for failure / success.


									Actions of management users in the system will be recorded.


									User and administrator password change actions will be recorded.


									Management permissions for deleting logs will have separate permissions from the other permissions in the system.


									Data integrity of the logs will be maintained, including preventing the possibility of deleting, modifying or inserting incorrect records.


									Attempts to perform operations (including attempts to connect to systems, queries, and data updates) that were unsuccessful due to a malfunction or lack of privileges will also be documented.


									The vendor must implement cyber security controls to protect the various communication channels for the purpose of transmitting information, surfing the Internet, email, etc.


									The period of time to keep the records of the controls shall be at least half a year. During this period the documentation will be kept protected from unauthorized deletion or alteration.


									The system will maintain the integrity of transaction data for cases of failure, load, collapse, etc.


									The system will ensure that no changes (tampering) have been made in the information transmitted between the users and the system.


									The system will ensure that no changes have been made to the information stored in the database and any attempted sabotage or change in the database will alert the system administrator.


									Handling and readiness for information security events


									The supplier must prepare an incident response and cyber response plan (Incident Response Policy and Procedure).


									As part of the program, the vendor will define a recovery plan (BCP) and recovery goals from a cyber security event to full functionality when returning to routine.


						Summary of instructions:			The results of the detailed tests will be passed on to the IEC. The supplier undertakes to close these gaps, and to present a plan to correct the defects within a period of time not exceeding 14 days. The supplier, in cooperation with the party involved in the IEC, will define an ongoing process for dealing with the cyber security gaps that will be discovered during the surveys and will ensure the implementation of the recommendations for addressing these gaps.
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1. GENERAL. 


 1.1    This standard applies in the implementation of control , protection ,  


  supervisory, instrumentation and measuring circuits included in  


  control systems, protection systems, switchgears, MCC's, control  


  panels and other electrical cubicles of Power Stations and Substations. 
 


1.2 All Control Cubicles shall conform to this Standard Specification , 


except where overruled by specific requirements of the Project 


         Specification. 


       
1.3 This Standard shall also be read in conjunction with Standard  


         EPD-5/2002 Rev.F: " CONTROL CUBICLES REQUIREMENTS "  


         ( or EPD –A.05 , to be issued in the future ) . 
            


2. WIRING MATERIALS AND REQUIREMENTS. 
 


2.1 WIRING MATERIALS.  


2.1.1 The Israeli or European manufacturers shall use stranded copper 


            conductors having halogen free insulation. 


The wire shall be type HO7Z-K for 750V rated voltage, according 


to Standards EN 50525-1-2011 +A1 and EN  50525-3-41.  


 


2.1.2 The American manufacturers shall use stranded copper switchboard 


wire , 90ºC maximum operating temperature Heat – Resistant SIS 


Insulation , according to National Electrical Code ( NFPA 70-1996 ) , 


table 310-13 , having 600V rated insulation . 


 


2.1.3 Connections between fixed and hinged panels shall be made with stranded 


           ( extra-flexible) switchboard wire , having the same insulation as specified 


           above . 


    


2.2 CONTROL WIRING SIZE  


2.2.1 For control circuits having a control voltage of 220 VDC or  


             230 VAC , wires sized 1.5 sq.mm ( No. 16 AWG ) shall be used . 
 
2.2.2    For control and supervisory circuits in which the current is less than 


            0.2 A , wires sized 1.0 sq.mm ( No. 18 AWG ), shall be used . 


 


2.2.3    For control and supervisory circuits of European manufactured  


             Control Systems (DCS) , in which the current is less than 0.2 A ,  


                    wires sized 0.5 sq.mm ( No. 20 AWG ) can be used. 
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2.3 POWER WIRING SIZE . 
 


2.3.1   This standard refers to the following power circuits : 
 


a. Primary and secondary connections of control transformers. 


b. Incoming power circuits. 
 


2.3.2 The wiring of the above devices shall be made with similar wires as 


defined in paragraph 2.1. 


            The size of the wire shall be correlated with  the control transformer 
              primary and secondary currents , with the incoming power circuits  


            current and with the circuit protection . 
 


2.4 CURRENT TRANSFORMER WIRING SIZE. 
 
       Current Transformer Circuits wiring shall be made with similar wires 


       as defined in paragraph 2.1. 


       The minimum wire size shall be 2.5 sq.mm (No. 14AWG).  
 
2.5 INSTRUMENT WIRING SIZING (Low Level Signal Wiring).  


   


          2.5.1     Shielded instrumentation cable shall be used on all low level 


signal  


           wiring. 


           Unless otherwise specified in the Project Specification , the  


           Contractor shall use twisted-pair No. 18 AWG , Class B stranded-  


           tinned copper-wire , with minimum use 300V insulation over each  


           conductor, aluminized mylar tape ( with stranded-tinned copper  


           drain wire) over both conductors , and an overall jacket . 
 
2.5.2 If apparatus cannot accept conductors of sizes specified above  


             than the maximum size of conductors accepted by these  


             apparatus, can be used .  
  
2.5.3 For Low Level Signal Wiring of European manufactured Control  


            Systems (DCS) , shielded wires sized 0.5 sq.mm ( No. 20 AWG ), 


            similar to those used for control wiring can be used , according to  


            the manufacturer standard. 
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3.   TERMINAL BLOCKS . 


 
3.1 REQUIREMENTS FOR ISRAELI OR EUROPEAN  


         MANUFACTURERS . 
 
3.1.1 The terminals shall comply with IEC 60947-7-1 , July 2002  


Standard . 
 


3.1.2 Type of terminals: screw type terminals. 
 
3.1.3 The housing shall be made of thermosetting or thermoplastic 


materials  having the following characteristics :  


      a.   Tracking resistance ……..                  CTI  : 600 


      b.   Continuous service temperature ……. 100 ºC 


      c.   Inflammability class…………………   UL94-VO 


      d.   Halogen and asbestos free 


      e.   Good tropical and termite resistance 


      f.    Contamination class …………………  3 
 


3.1.4 The metal parts ( clamping parts and current carrying parts ) shall 


             be made of copper alloy to eliminate corrosion . 


            The screw clamping method shall be vibration resistant. 
 
3.1.5  Mounting rail ………………………………   TS 32 
 
3.1.6  Rated Voltage ………………………………    800 V 


 
3.1.7 Approved terminal blocks Manufacturers : Phoenix or Wiedmuller ,  


                      as follows :  


                                                                                  Phoenix       Weidmuller               
      a.   Control and Instrumentation wiring 


            up to 1.5 sq.mm ( No. 16 AWG ) …     UK 2.5 N        WDU 2.5 N 


      b.   Control and Power wiring 


            up to 6.0 sq.mm ( No. 10 AWG )….     UK 6N             WDU 6N 


      c.   Power wiring  


Up to 10 sq.mm ( No. 4 AWG ) ….      UK 16N         WDU 16N 


      d.   Curent transformer circuits * …….      UGSK/S         WTQ 6/1 


        


*: Three (3) terminals shall be used for each current transformer.   
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3.1.8 The insulation material of terminal blocks shall not be adversely  


affected by abnormal heat and fire . 


Compliance to this requirement shall be checked by the needle flame 


test, according to Standard IEC 60695-2-2 . 
 


3.1.9 Performance Requirements. 
 


3.1.9.1 Temperature Rise. 


 The terminal blocks shall be tested in accordance with Standard  


 IEC 60947-1-1, item 8.4.5. 
 The temperature rise of terminals shall not exceed 45ºC. 


3.1.9.2 Rated Short-time Withstand Capability. 
The terminal blocks shall be capable of withstanding for 1 sec. the 


rated short-time withstanding current which corresponds to 


120A/mm² of its rated cross-section , according to Standard  


IEC 60947-1-1, item 8.4.6. 
  


3.1.10 For European manufactured  equipment Maxi-Termi-Point  


            terminals, according to DIN/VDE 0815 Standard can be used . 
 


3.2 REQUIREMENTS FOR AMERICAN MANUFACTURERS. 
 
3.2.1 The terminals shall comply with the NEMA Standard Publication 


            No. ICS 4 /2000 and shall be UL approved. 
 
3.2.2 Molded thermoset phenolic base – rated 150°C. 
 
3.2.3 Suitable for connection of copper conductors. 


 
3.2.4 Washer head screw contacts. 


 
3.2.5 The metal parts ( clamping parts and current carrying parts ) shall 


             be made of copper alloy to eliminate corrosion . 
 


3.2.6 Rated insulation voltage : 


-- For control and instrumentation circuits less than 120V :  


  Ui = 300 V 


                     -- For control and instrumentation circuits above120V :  


  Ui = 600 V 
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3.2.7  The following terminal blocks are accepted :     
      a.   For control circuits 120 V and above : 


Series 1500 or Series 1600, Marathon Special Products 


Co. or Catalogue No. 2B112 Buchanan.   
      b.   For control circuits less than 120 V and instrumentation :  


Series 300 Marathon Special Products Co., or Type 


CR151B – General Electric. 
 


4.    ARRANGEMENT OF WIRING.   
 


4.1 Wire and wire groups extending from terminal blocks to instruments or  


devices on cubicles , or from one cubicle to another , shall be installed  


        in halogen free ducts or troughs and packed in neatly formed bundles  


        securely clamped or tied together and supported from the cubicle  


        framework. 


        Plastic cable ties ( Halogen free or EPR ) shall be used to bundle wires 


        outside of ducts or troughs . 


        No more than 30 wires shall be bundled together in wire hinge loops. 
 
4.2  When wiring is installed in wire ducts or troughs , the edges of the  


 cut-outs troughs which the wires pass shall be provided with suitable  


         protection of the insulation from cuts or nicks .  
 
4.3  Shielded instrument cables carrying low level signals shall be in  


 separate bundles or wire-ways . 
  
4.4  Drain wires and shield tapes shall be fully insulated and terminated at  


 terminal blocks . 


                Grounding of shielded wires shall be as defined in the Project  


                Specification or drawings.  
   


4.5  Wire extensions from wire-ways or bundles to instruments shall be   


 neatly formed, attached and secured to the cubicles with wire cleats . 


         Bends in the wiring shall be carefully made in such a manner that the 


         insulation or cover is not damaged . 
         Care shall be used in removing insulation from the wire , so that the  


         wire will not be cut or nicked .  


 
 
 
 


Cancels: EPD-3/99 Rev. F Rev. 
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STANDARD No. 


EPD-A.03 
 


4.6 All wiring shall be installed exactly as shown on the wiring diagrams. 
 
4.7  The maximum number of conductors connected to any one terminal  


 point on a terminal block shall be two ( 2 ) . 
 


4.8  Spare contacts from each device ( circuit breaker , auxiliary relay , 


 control switch, etc ) shall be wired to terminal blocks , as per specific  


         Project Specification requirements. 
 


4.9  Both ends of each wire shall be tagged with appropriate plastic 


 markers.  


 Mylar wire markers such as Brady Type SLFW or similar as agreed 


 upon, should be used. 
 


4.10    Internal wiring color coding shall be according to Appendix 1 of this  


standard specification. 
 
4.11   The wires marking shall be made as follows :  


      --  The terminal block end of each wire will be tagged with the 


           terminal number. 


     --   The instrument or device end of the wire will be tagged with the 


           respective instrument or device designation and terminal number,  


           according to the wiring diagram. 


  


4.12    All internal wiring of control circuits will preferable be terminated  


           by the Contractor at the terminal blocks , rather than between  


           devices within the cubicle . 
 
4.13    All the alarm circuits should be connected to adjacent terminal block  


           points , to facilitate Purchaser's field wiring . 
 
4.14    In bench-board type control cubicles applications, switches, lights 


           and other instruments shall be loop wired. 


           Sufficient wire length shall be included in the loop to permit complete  


           removal of all connected devices through the face of the bench-board,  


           to permit maintenance of the device from the front of the cubicle,  


           without disconnecting any wires . 
 
4.15    Wiring shall be routed in such a manner that it will not prevent blank  


           cubicle ( spare  ( from being used for the addition of future     


           equipment.  
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         5.   TERMINATIONS. 


5.1 Compression type ( solder-less) lugs or ferrules shall be applied on the  


         ends of all stranded wires for connection to terminal blocks or to           


         instruments. 


         For connection to screw type terminals , isolated fork type terminal  


         lugs should be used . 
         The lugs should be tin plated to resist corrosion. 
  
5.2 The wire insulation shall be removed for the lug application without 


nicking the conductor. 


The wire shall be firmly inserted into the lug and crimped with the 


specified tool , recommended by the lug manufacturer . 


Devices having compression clamps, push-on, etc type terminals will 


be wired accordingly. 


 


5.3 All solder and push-on type connections shall have snug fittings 


insulated sleeves which cover the entire lug and extend 1/4 inch 


         (6mm) over the insulation. 


 


5.4 Terminal blocks shall be provided for terminating all wiring entering 


and leaving the cubicles, except the leads from thermocouples and 


other temperature detecting devices , and devices connected with 


prefabricated cables, that may be field run directly to the terminals in 


the instrument cases. 


 


5.5 Thermocouple extension wire and other solid wire terminations shall 


be made without the use of lugs. 


 


5.6 The arrangement of terminal blocks for Purchaser's connections shall 


permit convenient cable installation. 


Cable supports shall be provided for Purchaser's wiring. 


Wiring troughs shall be provided in areas requiring a high density of 


such cables. 


Routing paths of all such cables shall be shown on Contractor's cubicle 


wiring diagrams. 


Adhesive-backed wire bundle grips are not accepted for supporting 


wire extensions. 
  


5.7 Terminal blocks shall be arranged with terminals in vertical or 


horizontal rows. 


Terminal blocks shall have each point identified indelibly. 
 


Cancels: EPD-3/99 Rev. F Rev. 
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                     One side of the terminal blocks shall be left free for Purchaser's  


                  connections. 
                  All jumpers between terminals shall be made on the internal wiring  


                  side .  


                  Terminals associated with individual items of equipment shall be  


                  grouped together for convenient cable connections . 
 


5.8 The terminal blocks shall not be mounted closer than 7 inches  


         ( 180 mm ) from the control cubicle walls and at least 10 inches 


         ( 250 mm ) from the cable entrance . 


         Central line distance between terminal blocks shall be a minimum  


         of 8 inches ( 200 mm ) . 
         Where terminal blocks for Purchaser's connections are mounted on 


         vertical wire-ways , the inside area of said wire-ways shall be reserved  


         exclusively for Purchaser's incoming cables .   
 
5.9 All incoming power terminals shall be clearly identified in a manner  


        distinctly different from all other terminations , for safety in  


         maintenance. 
         It is recommended to group the terminals as follows :  
 
  5.9.1     Power 


  5.9.2     Control AC / DC ( 120 V/ 220 V) 
  5.9.3     Control DC circuits 24 VDC , 48 VDC , 60 VDC  


  5.9.4     Instrumentation  


 


5.10   Where bottom cable entry is used , the vertical wire-ways shall be  


          located over floor openings , to allow Purchaser's cable to have a clear 


          run directly to the terminal blocks . 
 


6. MISCELLANEOUS . 
 


 If any component is not available at the time of shipment , Contractor  


         shall provide wooden templates complete with accurate terminal  
         arrangement and all wiring terminated .  
         The plate shall closely resemble the configuration of the missing  


         component , so that the cubicle wiring can be bundled and identified 


         for easy substitution of the missing device in field . 
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Where cubicles are shipped in sections for connecting together in field, the 


wiring between sections shall be factory made, to be connected in field. 


Identically tagged terminal blocks shall be provided on each side of 


the shipping unit. 


Jumpers shall be provided for convenient connection in field. 


 


7. WIRING TESTS .  
 


The wiring shall be capable of withstanding a one (1 ) minute field  


          test at 1500 VAC , all parts to ground ( except the wiring for 
           electronic equipment ) . 


 


The factory tests shall demonstrate freedom from grounds and accuracy of 


the wiring. 


   
Point-to-point continuity tests and electrical insulation tests shall be factory 


made. 


 


Megger or other high voltage tests shall not be applied to any coaxial 


shielded or solid-state components. 
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         8.   APPENDIX 1 – INTERNAL WIRING COLOR CODING 
 


The following color coding is required for the internal wiring of control 


cubicles :  


 


          8.1    AC CIRCUITS.  
 
           8.1.1    Protective earth :         Yellow - Green ( mandatory )  


           8.1.2     Neutral  :                    Blue 


  


          8.2     AC POWER CIRCUITS. 
 
           8.2.1    One ( 1 ) phase :           Brown  


           8.2.2    Three ( 3 ) phase :  


                   --  Phase L1 :                    Brown ( preferred ) , or  


                                                            Brown + L1 marking / sleeve  
 


                   -- Phase L2 :                     Brown – Orange ( brown with one orange  


                                                            strip on the whole wire length -preferred ) ,  


                                                            or 


                                                            Brown + L2 marking / sleeve  


 


                    -- Phase L3 :                    Brown – Black ( brown with one black   
                                                strip on the whole wire length- preferred) ,  


                                                or          


                                                Brown + L3 marking / sleeve 


        


          8.3    DC POWER CIRCUITS. 
  


           8.3.1     ( + )  :                            Brown 


           8.3.2      ( - )   :                            Blue 
 
           8.4    CONTROL CIRCUITS. : Grey ( preferred ) , or Black . 
 


                  - FINAL - 
 


Cancel: EPD-3/99 Rev. F Rev. 
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  APPENDIX NO. 9                                                            SPECIFICATION  STR - 2013 


App.9- 1 


RELIABILITY, AVAILABILITY, MAINTAINABILITY (RAM) 


FOR 170 kV SF6 GIS 


 


1. Reliability 


 


The Bidder shall present the reliability tasks and methods which are (will be) used to 


improve the design for reliability, and to evaluate the MTTF/MTBF of the 170 kV SF6 GIS 


components. 


The Bidder shall provide expected values for the relevant parameters of the 170 kV SF6 


GIS components, and shall add their distribution whenever possible. 


 


2. Failure Analysis  


 


From his Failure Reporting Analysis and Corrective Action System (FRACAS), Bidder shall 


present a failure report and the analysis of the failures which occurred during the service 


life of similar 170 kV SF6 GIS components manufactured by him. The report should 


include the withdrawn conclusion and the corrective actions subsequently undertaken. 


 


3. Maintainability 


 


Bidder shall present the maintainability tasks and methods which are (will be) used to 


improve the design for maintainability and to decrease and determine the following 


parameters: 


(1) Frequency and duration of maintenance activities. 


(2) Man power and man hours needed for maintenance. 


 


4. Critical Accessories and Spare Parts 


 


Bidder shall present the methods used to identify the critical accessories and spare parts, 


and submit his recommendation list for these items. 
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5. Failure Mode and Effect Analysis (FMEA) 


 


The Bidder shall submit an FMEA report in order to identify potential design weaknesses in 


according with MIL-STD-1629, or IEC-60812-2018. The analysis will include compensating 


provisions and inputs to the maintenance plan. 


Critical items shall be identify according to Task 208 of MIL-STD-785. 


 


6. 170 kV SF6 GIS RAM DATA 
 
Bidder shall submit the following 170 kV SF6 GIS RAM data:   
 
 


 
Where: 


MTTF   : Mean Time To Failure. 
MTBF   : Mean Time between Failures. 
EOL     : Expected Operating Life. 
MTTR   : Mean Time To Repair. 
MTTPM: Mean Time To (perform) Preventive Maintenance. 
MTBPM: Mean Time Between Preventive Maintenance. 


  


MTTPM 
(Hrs) 


MTBPM 
(Yrs) 


MTTR 
(Hrs) 


EOL 
(Yrs) 


MTTF 
(Yrs) 


Component 


     GIS bus-ducts 


     GIS circuit breaker 


     GIS circuit breaker OM 


     GIS disconnector switches 


     GIS disconnector OM 


     GIS earthing switches 


     GIS earthing switches OM 


     GIS combine disconnector and earthing 
switches (if applicable) 


     GIS combine disconnector and earthing 
switches OM (if applicable) 


     GIS current transformer 


     GIS voltage transformer 


     SF6 air bushing 


     Digital Control  


     Monitoring System 
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6.2 Field Demonstrated RAM Data  


In Addition to the RAM data mentioned above, Bidder shall submit also the following 


information: 


6.2.1 Quantities of similar 170 kV SF6 GIS components (see the above table) installed in 


all locations, each year since 2018, or earlier. 


6.2.2 Similar 170 kV SF6 GIS components failure () information like: 


(1) Number of failure each year. 


(2) Description of failures. 


(3) Root causes classification. 


(4) Mean times to repair/replace in the field (MTTR). 


 


Please arrange the above mentioned information in the following table: 


 
a. Field Demonstrated RAM Data for CB (Circuit Breaker) 
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed CB      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a CB cease of operation, or going out of its 


Specifications. 


Total accumulated operating time (CB x Years), from 20____ to 20____ is ______ 


CB x years. 
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b. Field Demonstrated RAM Data for DS (Disconnector Switches) 
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed DS      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a DS cease of operation, or going out of its 


Specifications. 


Total accumulated operating time (DS x Years), from 20____ to 20____ is ______ 


DS x years. 


c. Field Demonstrated RAM Data for ES (Earthing Switches) 
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed ES      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes an ES cease of operation, or going out of its 


Specifications. 


Total accumulated operating time (ES x Years), from 20____ to 20____ is ______ 


ES x years. 
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d. Field Demonstrated RAM Data for combine Disconnector and ES  
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed DS      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a combine DS cease of operation, or going out of 


its Specifications. 


Total accumulated operating time (combine DS x Years), from 20____ to 20____ is 


______ DS x years. 


 


e. Field Demonstrated RAM Data for CT (Current Transformer) 
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed CT      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a CT cease of operation, or going out of its 


Specifications. 


Total accumulated operating time (CT x Years), from 20____ to 20____ is ______ 


CT x years. 


 


 







APPENDIX No.9                                                               SPECIFICATION STR-1536                                                                                                                                                                   
 


                                                                  App.9- 6 


f. Field Demonstrated RAM Data for VT (Voltage Transformer) 
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed VT      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a VT cease of operation, or going out of its 


Specifications. 


Total accumulated operating time (VT x Years), from 20____ to 20____ is ______  


VT x years. 


g. Field Demonstrated RAM Data for SF6 air bushing 
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed 
bushings 


     


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a SF6/air bushings cease of operation, or going out 


of its Specifications. 


Total accumulated operating time (SF6/air bushings x Years), from 20____ to 20____ 


is ______ SF6/air bushings x years. 
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h. Field Demonstrated RAM Data for DC (Digital Control) 
Model No. _______________ 


 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed DC      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a DC cease of operation, or going out of its 


Specifications. 


Total accumulated operating time (DC x Years), from 20____ to 20____ is ______ 


DC x years. 


i. Field Demonstrated RAM Data for MS (Monitoring System) 


Model No. _______________ 
 


Field RAM Data 2014 2015 2016 2017 2018 


Total number of installed MS      


Total No. of repairs/replaces for 
any reason 


     


Failures due to wrong design 
 


     


Failures due to faulty production 
 


     


Failures due to bad 
use/handling 


     


Random failures 
 


     


Mean Time To Repair/Replace 
 


     


 Failure: any event that causes a MS cease of operation, or going out of its 


Specifications. 


Total accumulated operating time (MS x Years), from 20____ to 20____ is ______ 


MS x years. 


Prepared by: D. Visan
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STR-2013



		SUBCLAUSE NO.		Level		REQUIRED

		0				Tender No.: STR-1828 - 170kV GIS  Indoor Metalclad SF6 Gas Insulated Switchgear.

		0				Name Of Bidder: 

		0				Currency Of The Offer: 

		1		1		PRICES-GENERAL

		1.1		2		The price for equipment complete as specified in Specification STR-1828, as designated by Purchaser. 

		1.2		2		The price will include all drawings, tests and related Items as described under ANNEXURE "B" and Summary of Data 

		2		1		PRICE FOR GIS

				8				Insert prices/infomation in this column

		2.0.0.0.0.0.0.1		8		ITEMS described in ANN B Subcl. 4.6		Quantity								Offer Price								Total Price

		2.1		2		Basic order

		2.1.1		3		price for Substation type A1 170kV GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17.		5

		2.1.2		3		Firm price for supervision and specialists activities for Substation type A1 170kV GIS  including all expenses and transports (lump sum price)

		2.1.3		3		Engineering price for Substation type A1 170kV GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17.   

		2.1.4		3		price for Substation type B1 170kV GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17. 		8

		2.1.5		3		Firm price for supervision and specialists activities for Substation type B1 170kV GIS  including all expenses and transports (lump sum price)

		2.1.6		3		Engineering price for Substation type B1 170kV GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17.  

		2.1.7		3		price for 170 kV "Kiryat Arba" GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17. .		1

		2.1.8		3		Firm price for supervision and specialists activities for 170 kV "Kiryat Arba" GIS  including all expenses and transports (lump sum price)

		2.1.9		3		Engineering price for 170 kV "Kiryat Arba" GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17.  

		2.1.10		3		price for 170 kV "HOLON TAASIYA" GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17.  .		1

		2.1.11		3		Firm price for supervision and specialists activities for 170 kV "HOLON TAASIYA" GIS  including all expenses and transports (lump sum price)

		2.1.12		3		Engineering price for 170 kV "HOLON TAASIYA" GIS, acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17.   

		2.1.13		3		Integrated local control cubical according to ANN B Subcl. 10.5.12.12		1

		2.2		2		ITEM 1 -20    described in ANN B Subcl. 4.9

		2.2.1		3		ITEM 1 - LINE BAY   		1

		2.2.2		3		ITEM 2 - TRANSFORMER BAY 		1

		2.2.3		3		ITEM 3 - TRANSVERSAL COUPLER BAY (4000 A)		1

		2.2.4		3		ITEM 4 - BUS BAR MEASURING AND EARTHING BAY		1

		2.2.5		3		ITEM 5 - DISCONNECTING BAY FOR SUBSTATION EXTIENSION (4,000A). 		1

		2.2.6		3		ITEM 6 - GIS INTERFACE FOR EXTENSION (4000 A).		1

		2.2.7		3		ITEM 7 - CAPACITOR BANK BAY AND CURRENT TRANSFORMER T1 AND CONTOL SWITCHING.		1

		2.2.8		3		ITEM 8 – AUTO TRANSFORMER BAY  AND CURRENT TRANSFORMER T1.		1

		2.2.9		3		ITEM 9– LONGITUDINAL COUPLER BAY (4000 A).		1

		2.2.10		3		ITEM 10 - overhead line connection (Z1)  (3150A) 		25

		2.2.11		3		ITEM 11 - underground cable connection (3150A) with a single connection (Z2)		40

		2.2.12		3		ITEM 12 - underground cable connection (3150A) with a single connection (Z3)		35

		2.2.13		3		ITEM 13 - underground cable connection (3150A) with two (2)  connections (Z4)		40

		2.2.14		3		ITEM 18 – SF6  Three (3) single-phase tubular connection units including angle pieces, Including  Bus bar Conductor,gas barriers,  supporting structure, gas density sensors, ancillary devices required for assembly and commissioning.All joints, bolts, nuts, gaskets required to  connect to existing ducts.

		2.2.14.1		4		ITEM 18.1 - MAIN BUSBAR DUCT/m  PHASE -  (4000 A)		50

		2.2.14.2		4		ITEM 18.2 - BUSBAR DUCT/m  PHASE – (3150 A)		50

		2.2.14.3		4		ITEM 18.3 - Angle (any type of elbow) PC's  PHASE 		50

		2.2.15		3		ITEM 19 –  Three (3) single-phase  (one per phase) 132KV SURGE ARRESTER (F2) including enclosure, cross and  all the equipment/parts/accessories required for complete  line bay protection, as per subcl 10.5.28 of ANN B  ( for underground cable connection only)		60

		2.3		2		Order for extension of Switchgears (optional)

		2.3.1		3		price for the extension of  Substation type A1 170kV GIS,  acc. To Sigle Line Diagram, layout & sections in ANN B- Appendix 13&17.

		3		1		Services for contract  (optional)

		3.1		2		Additional working days of specialists Supervision activities after commisioning (to be considered in the evaluation) 		Price for Supervision activities

		3.1.1		3		price per day (20 days)

		4		1		Price for training course (basic order)
Training shall be performed for Purchaser’s erection and maintenance personnel in the Contractor’s manufacturing facilities

		4.1		2		Training for GIS maintenence including the gas monitoring – for 5 days 

		4.2		2		Training for foreman personals – for 5 days 

		4.3		2		Training for supervisor personals (attached with the prosposed program)

		5		1		Spare Parts & Renewal Parts (basic order)

		5.1		2		Price of spare parts for each substation as described in ANN B Subcl. 10.7.2 for:		Item No.		Item description		Manufacturer catalogue  no.		Qty.		Manufacturer 		Manufacturer part number		Unit		Price for unit

		5.1.1		3		One (1) SF6 air bushing 		1

		5.1.2		3		VOLTAGE TRANSFORMER FOR 170KV GIS (T5, T15, T25)		2

		5.1.3		3		CT TYPE T1 FOR 170KV GIS		3

		5.1.4		3		CT TYPE T2 FOR 170KV GIS		4

		5.1.5		3		One (1) Operating mechanism of CB 		5

		5.1.6		3		Operating mechanism of disconnector (one of each type) 		6

		5.1.7		3		Operating mechanism of ES (one of each type) 		7

		5.1.8		3		One (1) single phase of the CB 		8

		5.1.9		3		Six (6) covers and shields for closing the apertures in GIS enclosures of main bus bars, necessary in case of bus bar separation by disconnecting link, so that the remaining bay under voltage can operate 		9

		5.1.10		3		Main contacts of CB 		10

		5.1.11		3		Main contacts of disconnectors and ES 		11

		5.1.12		3		The SF6 gas (10% from the total quantity) as spare parts will be delivered in 40 kg bottles 		12

		5.1.13		3		One set of gaskets 		13

		5.1.14		3		One set of spare parts for digital control equipment (indicate detailed list) 		14

		5.1.15		3		One set of spare parts for digital gas monitoring equipment (indicate detailed list) 		15

		6		1		Tools (optional)

		6.1		2		Price of Tools for as described in ANN B Subcl. 10.7.3 for:		Item No.		Item description		Manufacturer catalogue  no.		Qty.		Manufacturer 		Manufacturer part number		Unit		Price for unit

		6.1.1		3				1

		6.1.2		3				2

		6.1.3		3				3

		7		1		Test equipment (optional)		OFFERED PRICE

		7.1		2		Firm PRICE FOR TRANSPORT AND USE OF TEST EQUIPMENT AND RENTAL TOOLS 		Item No.		Item description		Manufacturer catalogue  no.		Qty.		Manufacturer 		Manufacturer part number		Unit		Price for unit

		7.1.1		3				1

		7.1.2		3				2

		7.1.3		3				3

		8		1		UNIT PRICES OF EQUIPMENT (optional)		OFFERED PRICE

		8.1		2		ENDOSCOPE FOR INSPECTION WINDOWS (IF APPLICABLE) 

		8.2		2		DISK-ON-KEY WITH DETAILS ABOUT INSTALLATION, SAFETY RULES FOR HANDLING AND PROTECTION AGAINST ARC (GAS AND SOLID) DECOMPOSITION BY PRODUCTS, DISPOSAL PROCEDURES FOR SF6 EQUIPMENT, MAINTENANCE PROCEDURES, TESTS AND TROUBLE SHOOTING  

		8.3		2		One phase VOLTAGE TRANSFORMER ITEM T5,T15,T25 (including VT enclosure, routine tested)

		8.4		2		One phase CURRENT TRANSFORMER ITEM T2 (including CT enclosure, routine tested)

		8.5		2		One phase CURRENT TRANSFORMER ITEM T1 (including CT enclosure, routine tested)

		8.6		2		THREE PHASE COMBINED DISCONNECTOR AND ES (LINE DISCONNECTOR) (IF APPLICABLE) 3150A

		8.7		2		THREE PHASE COMBINED DISCONNECTOR AND ES (BUSBAR DISCONNECTOR) (IF APPLICABLE)

		8.7.1		3		4000A

		8.7.2		3		3150A

		8.8		2		THREE PHASE LSES (Q51, Q52) (including operating mechanism, routine tested)

		8.9		2		THREE PHASE HSES (Q15,Q25) (including operating mechanism, routine tested)

		8.10		2		THREE PHASE HSES (Q8) (including operating mechanism, routine tested)

		8.11		2		THREE PHASE DISCONNECTOR (Q9)(including operating mechanism, routine tested) 3150A

		8.12		2		THREE PHASE BUSBAR DISCONNECTOR (Q1, Q2) (including operating mechanism, routine tested)

		8.12.1		3		4000A

		8.12.2		3		3150A

		8.13		2		ONE PHASE OF CIRCUIT BREAKER (Q0) (including operating mechanism, routine tested)

		8.13.1		3		4000A

		8.13.2		3		3150A

		8.14		2		ONE PHASE composite SF6/AIR BUSHING 3150A

		8.15		2		ONE PHASE porcelain SF6/AIR BUSHING 3150A

		8.16		2		SF6 GAS BOTTLE (40 KG) 

		8.17		2		SF6 DENSITY SENSOR 

		8.18		2		UHF COUPLER 

		8.19		2		GAS MONITORING UNIT 

		8.20		2		DBC - ON-LINE MONITORING OF CB OPERATION TIMES (IF APPLICABLE) 

		8.21		2		DDC - ON-LINE MONITORING OF DISCONNECTORS AND EARTHING SWITCHES (IF APPLICABLE) 

		8.22		2		GPS, FOR TIME SYNCHRONIZATION ( include: GPS Time Synch Unit, cables, GPS firewall (if needed), GPS antenna and surge arestor)

						END OF PROJECT
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		SUBCLAUSE NO.		Level		REQUIRED						OFFERED

		1		1		PURCHASER

		1.1		2		THE ISRAEL ELECTRIC CORPORATION LIMITED  (I.E.Co.)   

		2		1		NAME OF PROJECTS

		2.1		2		 Substation type A1 170kV  GIS  Indoor Metalclad SF6 Gas Insulated Switchgear.

		2.2		2		Substation type B1 170kV  GIS Indoor Metalclad SF6 Gas Insulated Switchgear.

		2.3		2		170kV GIS for "KIRYAT ARBA" Indoor Metalclad SF6 Gas Insulated Switchgear.

		2.4		2		170kV GIS for "HOLON TAASIY" Indoor Metalclad SF6 Gas Insulated Switchgear.

		3		1		LOCATION OF ITEM

		3.1		2		IECo substations – Israel.

		4		1		SCOPE OF WORK AND SUPPLY 

		4.0.0.0.0.0.0.1		8		Design, develop, manufacture, cooperate with others where necessary, factory test, supply all relevant civil engineering and electromechanical information necessary for the complete design of the building and for all other purposes linked with proper operation as well as for commissioning and maintenance preserve, pack and furnish (FCA /FOB) 170 KV  Indoor Metal clad SF6 GIS, furnish recommended spare parts and a complete set of maintenance and repair tools, test and verify equipment on site, provide technical guidance and assistance, as required, all in accordance with this Specification as detailed hereunder. The offered type of GIS shall be a proven design (not a prototype) with high experience in work.

		4.1		2		
Bay control units will be supplied by IECo.
The Local Control Cubicle will not include an integrated BCU. 
The LCC will include all necessary means for full interface with the BCU: transfer of indications, statuses, alarms, and analog measuring values from the LCC to the BCU, and to receive commands from the BCU. A BCU for each bay will be supplied and installed by the IECo in a designated place that will be kept fo this purpose in the LCC or in a separate control cabinets that will be supplied by IECo (a decision will be made during the technical coordination phase).
This connection between the LCCs and the IECo control cabinets will be executed using control cables.
see Apendix 16

		4.2		2		Basic order

		4.2.1		3		 Substation type A1 170kV  GIS  (one phase encapsulated, double bus bar scheme) including seven (7) Circuit Breaker bays, acc. to SLD no. EVKE-96008-00_01, layout & sections dwg. no. EVK-11000_8+2bays

		4.2.2		3		Substation type B1 170kV  GIS (one phase encapsulated, double bus bar scheme) including nine (9) Circuit Breaker bays, acc. to SLD no. EVKE-960010-00_01, layout & sections dwg. no. EVK-11001_10bays

		4.2.3		3		170kV GIS for "KIRYAT ARBA" substation (one phase encapsulated, double bus bar scheme) including eleven (11) Circuit Breaker bays, acc. to SLD no. T457E-9600-1-00_01, layout & sections dwg. no. T457E-17_00

		4.2.4		3		170kV GIS for "HOLON TAASIY" substation (one) phase encapsulated, double bus bar scheme) including  seven (7) Circuit Breaker bays, acc. to SLD no. T165E-9600-1-00_01 (1), layout & sections dwg. no. T165E-92_00

		4.3		2		Option order

		4.3.1		3		 Substation type A1 170kV  GIS  (one phase encapsulated, double bus bar scheme) including seven (7) Circuit Breaker bays, acc. to SLD no. EVKE-96008-00_01, layout & sections dwg. no. EVK-11000_8+2bays

		4.3.2		3		Substation type B1 170kV  GIS (one phase encapsulated, double bus bar scheme) including nine (9) Circuit Breaker bays, acc. to SLD no. EVKE-960010-00_01, layout & sections dwg. no. EVK-11001_10bays

		4.4		2		Option order extension

		4.4.1		3		Substation type A1 170kV  GIS (one phase encapsulated, double bus bar scheme) including two (2) Circuit Breaker bays, acc. to SLD no. EVKE-96008-00_01, layout & sections dwg. no. EVK-11000-Model

		4.5		2		Type of Bays, Accessories and Appurtenances

		4.5.0.0.0.0.0.1		8		Manufacturer shall supply the following types of SF6 bays for 170 kV Gas Insulated Switchgear one phase encapsulated:  

		4.5.1		3		ITEM 1 - LINE BAY   

		4.5.2		3		ITEM 2 - TRANSFORMER BAY 

		4.5.3		3		ITEM 3 - TRANSVERSAL COUPLER BAY (4000 A)

		4.5.4		3		ITEM 4 - BUS BAR MEASURING AND EARTHING BAY

		4.5.5		3		ITEM 5 - DISCONNECTING BAY FOR SUBSTATION EXTIENSION (4,000A). 

		4.5.6		3		ITEM 6 - GIS INTERFACE FOR EXTENSION (4000 A).

		4.5.7		3		ITEM 7 - CAPACITOR BANK BAY AND CURRENT TRANSFORMER T1 AND CONTOL SWITCHING.

		4.5.8		3		ITEM 8 – AUTO TRANSFORMER BAY  AND CURRENT TRANSFORMER T1.

		4.5.9		3		ITEM 9– LONGITUDINAL COUPLER BAY (4000 A).

		4.5.10		3		ITEM 10 - overhead line connection (Z1)  (3150A) 

		4.5.11		3		ITEM 11 - underground cable connection (3150A) with a single connection (Z2)

		4.5.12		3		ITEM 12 - underground cable connection (3150A) with a single connection (Z3)

		4.5.13		3		ITEM 13 - underground cable connection (3150A) with two (2)  connections (Z4)

		4.5.14		3		ITEM 14 - All ACCESSORIES, appurtenances required for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas etc., as specified in Annexure "B" of this Specification

		4.5.15		3		ITEM 14.1 - Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components.

		4.5.16		3		ITEM 14.2 - Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).

		4.5.17		3		ITEM 14.3 - Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.

		4.5.18		3		ITEM 14.4 - Earthing system including connections from GIS and control cubicle to Earthing system.

		4.5.19		3		ITEM 14.5 - First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).

		4.5.20		3		ITEM 15 – One set of recommended spare and renewal parts and materials.

		4.5.21		3		ITEM 16 – One set of recommended maintenance and repair tools.

		4.5.22		3		ITEM 17 – GIS assembly supervisors course, to be held at the facilities of the GIS manufacturer.

		4.5.23		3		ITEM 18 – SF6  Three (3) single-phase tubular connection units including angle pieces, 
Including  Bus bar Conductor,gas barriers,  supporting structure, gas, density sensors, ancillary devices required for assembly and commissioning.
All joints, bolts, nuts, gaskets required to  connect to existing ducts.


		4.5.23.1		4		ITEM 18.1 - MAIN BUSBAR DUCT/m  PHASE -  (4000 A)

		4.5.23.2		4		ITEM 18.2 - BUSBAR DUCT/m  PHASE – (3150 A)

		4.5.23.3		4		ITEM 18.3 - Angle (any type of elbow) PC's  PHASE 

		4.5.24		3		ITEM 19 –  Three (3) single-phase  (one per phase) 132KV SURGE ARRESTER (F2) including enclosure, cross and  all the equipment/parts/accessories required for complete  line bay protection, as per subcl 10.5.28 of ANN B  ( for underground cable connection only)

		4.5.25		3		ITEM 20– Contol switching for CB of capacitor bank bay

		4.5.26		3		ITEM 21– ONE PHASE porcelain SF6/AIR BUSHING 3150A

		4.5.27		3		ITEM 22– ONE PHASE composite SF6/AIR BUSHING 3150A

		4.5.28		3		ITEM 23 - ONE PHASE OF CIRCUIT BREAKER (Q0) (including operating mechanism, routine tested)

		4.5.28.1		4		ITEM 23.1 - 4000A

		4.5.28.2		4		ITEM 23.2 - 3150A

		4.5.29		3		ITEM 24 - THREE PHASE BUSBAR DISCONNECTOR (Q1, Q2) (including operating mechanism, routine tested)

		4.5.29.1		4		ITEM 24.1 - 4000A

		4.5.29.2		4		ITEM 24.2 - 3150A

		4.5.30		3		ITEM 25 - THREE PHASE DISCONNECTOR (Q9)(including operating mechanism, routine tested) 3150A

		4.5.31		3		ITEM 26 - THREE PHASE HSES (Q8) (including operating mechanism, routine tested)

		4.5.32		3		ITEM 27 - THREE PHASE HSES (Q15,Q25) (including operating mechanism, routine tested)

		4.5.33		3		ITEM 28 - THREE PHASE LSES (Q51, Q52) (including operating mechanism, routine tested)

		4.5.34		3		ITEM 29 - THREE PHASE COMBINEd DISCONNECTOR AND ES (BUSBAR DISCONNECTOR) (IF APPLICABLE)

		4.5.34.1		4		ITEM 29.1 - 4000A

		4.5.34.2		4		ITEM 29.2 - 3150A

		4.5.35		3		 ITEM 30 -  THREE PHASE COMBINED DISCONNECTOR AND ES (LINE DISCONNECTOR) (IF APPLICABLE) 3150A

		4.5.36		3		ITEM 31 -  One phase CURRENT TRANSFORMER ITEM T1 (including CT enclosure, routine tested)

		4.5.37		3		ITEM 32 -  One phase CURRENT TRANSFORMER ITEM T2 (including CT enclosure, routine tested)

		4.5.38		3		ITEM 33 -  One phase VOLTAGE TRANSFORMER ITEM T5,T15,T25 (including VT enclosure, routine tested)

		4.5.39		3		ITEM 34 - Start-Up supervision
Contractor shall provide the services of competent start-up staff to supervise and be responsible for directing Purchaser’s personnel in the starting and placing the equipment into successful service. Field personnel provided by the Contractor shall be capable, qualified and able to perform the duties required to the satisfaction of the Purchaser.


		4.6		2		DETAILS OF BASIC ORDER

		4.6.1		3		Substation type A1 170kV  GIS 
The substation shall include eight (8) bays and the following items/quantities:

		4.6.1.1		4		Two (2) Line bay and current transformer T1. (ITEM 1)

		4.6.1.2		4		Four (4) Transformer bay  and current transformer T2. (ITEM 2)

		4.6.1.3		4		One (1) Transversal coupler bay (4,000A) (ITEM 3)

		4.6.1.4		4		One (1) Bus bar measuring and earthing bay (ITEM 4)

		4.6.1.5		4		one (1) Disconnecting bay for substation extension (4000A) (ITEM 5)

		4.6.1.6		4		one (1) GIS interface for extension  (4000 A)  (ITEM 6).

		4.6.1.7		4		All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc (ITEM 14)

		4.6.1.8		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components. (ITEM 14.1)

		4.6.1.9		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).(ITEM 14.2)

		4.6.1.10		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.(ITEM 14.3)

		4.6.1.11		4		Earthing system including connections from GIS and control cubicle to Earthing system.(ITEM 14.4)

		4.6.1.12		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).(ITEM 14.5)

		4.6.1.13		4		 One (1) set of recommended spare and renewal parts and materials (ITEM 15).

		4.6.1.14		4		One (1) set of recommended maintenance and repair tools (ITEM 16).


		4.6.1.15		4		The delivery time is limited to 12 (twelve) months after placing of the order.

		4.6.2		3		Substation type B1 170kV  GIS 
The substation shall include ten (10) bays and the following items/quantities:

		4.6.2.1		4		Four (4) Line bay and current transformer T1. (ITEM 1)

		4.6.2.2		4		Four (4) Transformer bay  and current transformer T2. (ITEM 2)

		4.6.2.3		4		One (1) Transversal coupler bay (4,000A) (ITEM 3)

		4.6.2.4		4		One (1) Bus bar measuring and earthing bay (ITEM 4)

		4.6.2.5		4		All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc (ITEM 14)

		4.6.2.6		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components. (ITEM 14.1)

		4.6.2.7		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).(ITEM 14.2)

		4.6.2.8		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.(ITEM 14.3)

		4.6.2.9		4		Earthing system including connections from GIS and control cubicle to Earthing system.(ITEM 14.4)

		4.6.2.10		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).(ITEM 14.5)

		4.6.2.11		4		 One (1) set of recommended spare and renewal parts and materials (ITEM 15).

		4.6.2.12		4		One (1) set of recommended maintenance and repair tools (ITEM 16).


		4.6.2.13		4		The delivery time is limited to 12 (twelve) months after placing of the order.

		4.6.3		3		170kV "KIRYAT ARBA" GIS 
The substation shall include eleven (11) bays and the following items/quantities:

		4.6.3.1		4		Four (4) Line bay and current transformer T1. (ITEM 1)+ Four (4) overhead line connection (Z1)  (3150A)  with a single connection (Z1)(ITEM 10)

		4.6.3.2		4		Four (4) Transformer bay  and current transformer T2. (ITEM 2)+ Four (4) underground cable connection (3150A) with a single connection (Z2)(ITEM 11)

		4.6.3.3		4		One (1) Capacitor bank bay for underground cable connection (3,150 A) with a single connection (Z3) and current transformer T1
 (ITEM 7,12)

		4.6.3.4		4		one (1) Transversal coupler bay (4,000A) (ITEM 3)

		4.6.3.5		4		One (1) Bus bar measuring and earthing bay (ITEM 4)

		4.6.3.6		4		All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc (ITEM 14)

		4.6.3.7		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components. (ITEM 14.1)

		4.6.3.8		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).(ITEM 14.2)

		4.6.3.9		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.(ITEM 14.3)

		4.6.3.10		4		Earthing system including connections from GIS and control cubicle to Earthing system.(ITEM 14.4)

		4.6.3.11		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).(ITEM 14.5)

		4.6.3.12		4		 One (1) set of recommended spare and renewal parts and materials (ITEM 15).

		4.6.3.13		4		One (1) set of recommended maintenance and repair tools (ITEM 16).


		4.6.3.14		4		The delivery time is limited to 12 (twelve) months after placing of the order.

		4.6.4		3		170kV "HOLON TAASIYA" GIS 
The substation shall include eight (8) bays and the following items/quantities:

		4.6.4.1		4		Two (2) Line bay for underground cable connection (3150A) with two connections (Z4) and current transformer T1. (ITEM 1)

		4.6.4.2		4		Four (4) Transformer bays (50 MVA, 161/24 kV) for underground cable connection (3,150 A) with a single connection (Z2) with current transformer T2 (ITEM 4)

		4.6.4.3		4		One (1) Transversal coupler bay (4,000A) (ITEM 6)

		4.6.4.4		4		One (1) Bus bar measuring and earthing bay (ITEM 7)

		4.6.4.5		4		All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc (ITEM 14)

		4.6.4.6		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components. (ITEM 14.1)

		4.6.4.7		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).(ITEM 14.2)

		4.6.4.8		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.(ITEM 14.3)

		4.6.4.9		4		Earthing system including connections from GIS and control cubicle to Earthing system.(ITEM 14.4)

		4.6.4.10		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).(ITEM 14.5)

		4.6.4.11		4		 One (1) set of recommended spare and renewal parts and materials (ITEM 15).

		4.6.4.12		4		One (1) set of recommended maintenance and repair tools (ITEM 16).


		4.6.4.13		4		The delivery time is limited to 12 (twelve) months after placing of the order.

		4.7		2		DETAILS OF OPTION ORDER

		4.7.1		3		Substation type A1 170kV  GIS 
The substation shall include eight (8) bays and the following items/quantities:

		4.7.1.1		4		Two (2) Line bay and current transformer T1. (ITEM 1)

		4.7.1.2		4		Four (4) Transformer bay  and current transformer T2. (ITEM 2)

		4.7.1.3		4		One (1) Transversal coupler bay (4,000A) (ITEM 3)

		4.7.1.4		4		One (1) Bus bar measuring and earthing bay (ITEM 4)

		4.7.1.5		4		one (1) Disconnecting bay for substation extension (4000A) (ITEM 5)

		4.7.1.6		4		one (1) GIS interface for extension  (4000 A)  (ITEM 6).

		4.7.1.7		4		All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc (ITEM 14)

		4.7.1.8		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components. (ITEM 14.1)

		4.7.1.9		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).(ITEM 14.2)

		4.7.1.10		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.(ITEM 14.3)

		4.7.1.11		4		Earthing system including connections from GIS and control cubicle to Earthing system.(ITEM 14.4)

		4.7.1.12		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).(ITEM 14.5)

		4.7.1.13		4		 One (1) set of recommended spare and renewal parts and materials (ITEM 15).

		4.7.1.14		4		One (1) set of recommended maintenance and repair tools (ITEM 16).


		4.7.1.15		4		The delivery time is limited to 12 (twelve)  months after placing of the order.

		4.7.2		3		Substation type B1 170kV  GIS 
The substation shall include ten (10) bays and the following items/quantities:

		4.7.2.1		4		Four (4) Line bay and current transformer T1. (ITEM 1)

		4.7.2.2		4		Four (4) Transformer bay  and current transformer T2. (ITEM 2)

		4.7.2.3		4		One (1) Transversal coupler bay (4,000A) (ITEM 3)

		4.7.2.4		4		One (1) Bus bar measuring and earthing bay (ITEM 4)

		4.7.2.5		4		All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc (ITEM 14)

		4.7.2.6		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components. (ITEM 14.1)

		4.7.2.7		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).(ITEM 14.2)

		4.7.2.8		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.(ITEM 14.3)

		4.7.2.9		4		Earthing system including connections from GIS and control cubicle to Earthing system.(ITEM 14.4)

		4.7.2.10		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).(ITEM 14.5)

		4.7.2.11		4		 One (1) set of recommended spare and renewal parts and materials (ITEM 15).

		4.7.2.12		4		One (1) set of recommended maintenance and repair tools (ITEM 16).


		4.7.2.13		4		The delivery time is limited to 12 (twelve)  months after placing of the order.

		4.8		2		DETAILS OF OPTION ORDER- Extension Of Switchgears

		4.8.1		3		Substation type A1 170kV  GIS 
The extension shall include two (2) bays and the following items/quantities:

		4.8.1.1		4		Two (2) Line bay and current transformer T1. (ITEM 1)

		4.8.1.2		4		GIS interface for extension substation (ITEM 6).

		4.8.1.3		4		All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc (ITEM 14)

		4.8.1.4		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components. (ITEM 14.1)

		4.8.1.5		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).(ITEM 14.2)

		4.8.1.6		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.(ITEM 14.3)

		4.8.1.7		4		Earthing system including connections from GIS and control cubicle to Earthing system.(ITEM 14.4)

		4.8.1.8		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).(ITEM 14.5)

		4.8.1.9		4		 One (1) set of recommended spare and renewal parts and materials (ITEM 15).

		4.8.1.10		4		One (1) set of recommended maintenance and repair tools (ITEM 16).


		4.8.1.11		4		The delivery time is limited to 12 (twelve)  months after placing of the order.

		4.9		2		Components included in Items 1 to 14

		4.9.1		3		ITEM 1
LINE BAY.

		4.9.1.1		4		The bay shall include the following equipment:

		4.9.1.1.1		5		Two (2) three-phase 4,000 A bus bar modules BB1 and BB2 including disconnecting link and telescopic enclosure.

		4.9.1.1.2		5		Two (2) three-phase 3,150 A bus bar disconnectors (Q1 and Q2).

		4.9.1.1.3		5		One (1) three-phase low speed earthing switch (Q51).

		4.9.1.1.4		5		One (1) three-phase 3,150 A circuit breaker (Q0). 

		4.9.1.1.5		5		Three (3) single-phase 2,000-4,000/5/5/5/5A CT with four (4) cores (T1).

		4.9.1.1.6		5		One (1) three-phase low speed earthing switch (Q52).

		4.9.1.1.7		5		One (1) three-phase 3,150 A disconnector (Q9).

		4.9.1.1.8		5		Three (3) single-phase voltage transformers, with Two secondary windings (one of them will be open delta), 161/√3//0.115/√3//0.115/√3 (T5).

		4.9.1.1.9		5		One (1) three-phase high speed earthing switch (Q8).

		4.9.1.1.10		5		Three (3) single-phase tubular connection units including angle pieces.

		4.9.1.1.11		5		One (1) control cubicle and local control cabinet, including all cables to bay. (cable acc to App No 8)

		4.9.1.1.12		5		Bellows (4,000 A).

		4.9.2		3		ITEM 2
TRANSFORMER BAY

		4.9.2.1		4		The bay shall include the following equipment:

		4.9.2.1.1		5		Two (2) three-phase 4,000 A bus bar modules BB1 and BB2 including disconnecting link and telescopic enclosure.

		4.9.2.1.2		5		Two  (2) three-phase 3,150 A bus bar disconnectors (Q1 and Q2).

		4.9.2.1.3		5		One  (1) three-phase low speed earthing switch (Q51).

		4.9.2.1.4		5		One  (1) three-phase 3,150 A circuit breaker (Q0).

		4.9.2.1.5		5		Three (3) single-phase 400/5/5/5/5A current transformers with four ( 4 ) cores (T2).

		4.9.2.1.6		5		One  (1) three-phase high speed earthing switch (Q8).

		4.9.2.1.7		5		Three (3) single phase tubular connection units including angle pieces.

		4.9.2.1.8		5		One  (1) control cubicle and local control cabinet including all cables to bay (cable acc to App No 8).

		4.9.2.1.9		5		Bellows (4,000 A).

		4.9.3		3		ITEM 3
TRANSVERSAL COUPLER BAY (4000 A)


		4.9.3.1		4		The bay shall include the following equipment:

		4.9.3.1.1		5		Two (2) three-phase 4,000 A bus bar modules BB1 and BB2 including disconnecting link and telescopic enclosure.

		4.9.3.1.2		5		Two (2) three-phase 4,000 A bus bar disconnectors (Q1 and Q2).

		4.9.3.1.3		5		Two (2) three-phase low speed Earthing switches (Q51 and Q52).

		4.9.3.1.4		5		Three (3) single-phase 2,000-4,000/5/5/5/5 A current transformers with four (4) cores (T1).

		4.9.3.1.5		5		One (1) three-phase 4,000 A circuit breaker (Q0).

		4.9.3.1.6		5		One (1) control cubicle and local control cabinet including all cables to bay (cable acc to App No 8).

		4.9.3.1.7		5		Bellows (4,000 A). 

		4.9.4		3		ITEM 4
BUS BAR MEASURING AND EARTHING BAY

		4.9.4.1		4		The bay shall include the following equipment:

		4.9.4.1.1		5		Two (2 ) three-phase 4,000 A bus bar modules BB1 and BB2 including disconnecting link and telescopic enclosure.

		4.9.4.1.2		5		Two  (2 ) three-phase high speed earthing switches (Q15 and Q25).

		4.9.4.1.3		5		Four (4) single-phase voltage transformers,  with two secondary windings 161/√3//0.115/√3//0.115/√3  kV (T15 and T25).

		4.9.4.1.4		5		One (1) control cubicle and local control cabinet including all cables to bay (cable acc to App No 8).

		4.9.5		3		ITEM 5
DISCONNECTING BAY FOR SUBSTATION EXTIENSION (4,000A). 

		4.9.5.1		4		The bay shall include the following equipment:

		4.9.5.1.1		5		The bay shall include two (2) three-phase manual operated disconnecting device Q10 and Q20 (4,000A).

		4.9.6		3		ITEM 6
GIS INTERFACE FOR EXTENSION (4000 A).

		4.9.6.1		4		The interface for extension substation shall include six (6), single phase adapters with partitions and gas monitoring according to IEEE C37.122.6/2013 (4000 A). Belongs to option stage in case of extension of the switchgear.

		4.9.7		3		ITEM 7
CAPACITOR BANK BAY AND CURRENT TRANSFORMER T1 AND CONTOL SWITCHING.

		4.9.7.1		4		The bay shall include the following equipment:

		4.9.7.1.1		5		Two (2) three-phase 4,000 A bus bar modules BB1 and BB2 including disconnecting link and telescopic enclosure.

		4.9.7.1.2		5		Two (2) three-phase 3,150 A bus bar disconnectors (Q1 and Q2).

		4.9.7.1.3		5		One (1) three-phase low speed earthing switch (Q51).

		4.9.7.1.4		5		One (1) three-phase 3,150 A circuit breaker (Q0). 

		4.9.7.1.5		5		Three (3) single-phase 2,000-4,000/5/5/5/5A CT with four (4) cores (T1).

		4.9.7.1.6		5		One (1) three-phase low speed earthing switch (Q52).

		4.9.7.1.7		5		One (1) three-phase 3,150 A disconnector (Q9).

		4.9.7.1.8		5		Three (3) single-phase voltage transformers, with Two secondary windings, 161/√3//0.115/√3//0.115/√3 (T5).

		4.9.7.1.9		5		One (1) three-phase high speed earthing switch (Q8).

		4.9.7.1.10		5		Three (3) single-phase tubular connection units including angle pieces.

		4.9.7.1.11		5		One (1) control cubicle and local control cabinet, including all cables to bay (cable acc to App No 8).

		4.9.7.1.12		5		Control switching for circuit breaker

		4.9.7.1.13		5		Bellows (4,000 A).

		4.9.8		3		ITEM 8
AUTO TRANSFORMER BAY  AND CURRENT TRANSFORMER T1.

		4.9.8.1		4		The bay shall include the following equipment:

		4.9.8.1.1		5		Two (2) three-phase 4,000 A bus bar modules BB1 and BB2 including disconnecting link and telescopic enclosure.

		4.9.8.1.2		5		Two (2) three-phase 3,150 A bus bar disconnectors (Q1 and Q2).

		4.9.8.1.3		5		One (1) three-phase low speed earthing switch (Q51).

		4.9.8.1.4		5		One (1) three-phase 3,150 A circuit breaker (Q0). 

		4.9.8.1.5		5		Three (3) single-phase 2,000-4,000/5/5/5/5A CT with four (4) cores (T1).

		4.9.8.1.6		5		One (1) three-phase low speed earthing switch (Q52).

		4.9.8.1.7		5		One (1) three-phase 3150 A disconnector (Q9).

		4.9.8.1.8		5		One (1) three-phase high speed earthing switch (Q8).

		4.9.8.1.9		5		Three (3) single-phase tubular connection units including angle pieces.

		4.9.8.1.10		5		Three (3) single-phase connections to underground cable with two connections filled with SF6 gas (Z3).

		4.9.8.1.11		5		One (1) control cubicle and local control cabinet, including all cables to bay.

		4.9.8.1.12		5		Bellows (4,000 A).

		4.9.9		3		ITEM 9
 LONGITUDINAL COUPLER BAY (4000 A).

		4.9.9.1		4		The bay shall include the following equipment:

		4.9.9.1.1		5		Two (2) three-phase 4,000 A bus bar modules BB1 and BB2 including disconnecting link and telescopic enclosure.

		4.9.9.1.2		5		Two (2) three-phase 4,000 A bus bar disconnectors (Q1 and Q2).

		4.9.9.1.3		5		Two (2) three-phase low speed Earthing switches (Q51 and Q52).

		4.9.9.1.4		5		Three (3) single-phase 2,000-4,000/5/5/5/5 A current transformers with four (4) cores (T1).

		4.9.9.1.5		5		One (1) three-phase 4,000 A circuit breaker (Q0).

		4.9.9.1.6		5		One (1) control cubicle and local control cabinet including all cables to bay (cable acc to App No 8).

		4.9.9.1.7		5		Bellows (4,000 A). 

		4.9.10		3		ITEM 14
All ACCESSORIES, appurtenances needed for erection, commissioning, monitoring, control, alarm, maintenance, first filling of SF6 gas, etc, as specified in Annexure "B" of this Specification including:

		4.9.10.1		4		Indoor steel supporting structure including a complete system of personnel crossovers and platform to provide access where necessary to GIS components.

		4.9.10.2		4		Outdoor steel supporting structure for ducts and SF6 /air bushings outside the building (if applicable).

		4.9.10.3		4		Shields and/or seals for closing the apertures in the walls of the GIS building through which pass the SF6 ducts connections.

		4.9.10.4		4		Earthing system including connections from GIS and control cubicle to earthing system.

		4.9.10.5		4		First filling of SF6 gas (including all the aids, tools and machines required (for example DILO)).

		4.10		2		MANUFACTURER/CONTRACTOR:

		4.10.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS.

		4.10.0.0.0.0.0.2		8		REQUIRED						OFFERED

		4.10.1		3		Contractor’s name and address 

		4.10.2		3		Type of the 170 kV SF6 GIS, single phase encapsulated for indoor installation (denomination) 

		4.10.3		3		Manufacturer offer number

		4.10.4		3		Contractor proposal number

		4.10.5		3		Contractor name and address (if it is different from Manufacturer)

		4.10.6		3		Validity of proposal

		4.10.7		3		The offered type of SF6 GIS is not a prototype, has a proven design and high experience in work (Manufacturer’s declaration)				©

		4.10.8		3		List of main sub-contractors or sub-suppliers including name, address and status of QMS versus ISO 9001-2015 (see 7.1 below) standard and attach a copy of their Q.M.S certificate

		4.10.9		3		List of sub-contractors shall be approved by Purchaser

		4.10.10		3		The bidder shall submit his undertaking, that each part of the bid, i.e, design, supervision, operation, maintenance and all post sale services, including subcontractors, will involve at least one engineer with technical English or Hebrew fluent speaking skills, during the entire equipment life period				©

		5		1		TERMINAL POINTS & TERMINAL CONNECTIONS

		5.0.0.0.0.0.0.1		8		The 170 kV SF6 GIS will be installed indoor, in conjunction with Power transformers, Autotransformers, overhead transmission lines or overhead transmission lines continued by XLPE cable.

		5.0.0.0.0.0.0.2		8		System Data:

		5.1		2		Rated system voltage (line to line) 				161kV

		5.2		2		5.2. Highest system voltage (line to line) 170kV				170kV

		5.3		2		5.3. Neutral connection in the 170kV system 				effectively earthed

		5.4		2		5.4. Earth fault factor 				1.3

		5.5		2		5.5. Rated frequency 				50 Hz

		5.6		2		5.6. Symmetrical short circuit current  				50kA r.m.s

		6		1		CYBER & INFORMATION SECURITY

		6.1		2		The manufacturer should verify and confirm that the proposed equipment is in compliance with all requirements included in Appendix No. 7 

		6.2		2		The proposal shall meet the cyber security requirements to prevent the exposure of the company's critical infrastructures for data leak , cyber-attacks, as well as to prevent unauthorized access by third party as required 

		6.3		2		The bidder required to fill in the required information in the attached Appendices Excel (Appendix No. 7 ) documents as part of he's proposal.

		6.4		2		A security plan shell be based on the attached guidelines.

		7		1		QUALITY MANAGEMENT SYSTEM & QUALITY CONTROL

		7.1		2		Quality Management System

		7.1.1		3		Definitions:

		7.1.1.1		4		Certification Body (CB) – An independent external body authorized to confirm that tended/supplier's Management System conforms with the requirements specified in the standard, by issuing a certificate. The Certification Body should be qualified to certify by an Accreditation Body.

		7.1.1.2		4		Accreditation Body (AB) – An independent body, being a member of the International Accreditation Forum Multilateral Arrangement – IAF MLA, having authority to formally approve the competence of a certification body providing certification services.

		7.1.2		3		The tender/supplier shall have a Quality Management System (QMS) having a certificate evidencing compliance with the requirements of the valid revision of ISO 9001 or any other Management System standard specifically indicating that it implements the requirements of ISO 9001:2015, which are valid on the date that specified for submission of the proposal.

		7.1.3		3		Approval of conformance with the ISO 9001 requirements, as indicated in clause 7.1.2 above, shall be in a form of a certificate issued by a Certification Body [(CB), see 7.1.1.1],which is a qualified by an Accreditation Body [(AB), see 7.1.1.2)].

		7.1.4		3		The certificate should bare the logo of the CB and of its Accreditation Body and/or the logo of the IAF MLA.

		7.1.5		3		The certificate shall be valid for the scope of activities requested in the request for proposal. 

		7.2		2		Quality Control 

		7.2.1		3		The quality control requirements should be according to specification "Q-App-02 Rev.4" (see Appendix no. 1).

		7.3		2		Interchangeability

		7.3.1		3		The GIS of the same type and ratings shall be interchangeable both electrically and mechanically with each other, and when so interchanged shall perform their function equally well in every aspect. All dismountable parts, of the same type and rating, shall be also interchangeable for all GIS components and, when so interchanged shall perform their function equally well in every aspect.

		8		1		STANDARDS & CODES

		8.1		2		Unless otherwise specified all equipment shall be designed, constructed and tested in accordance with the requirements of the latest relevant published Recommendations of the International Electro-technical Commission (IEC) as amended up to date.

		8.2		2		All aspects, tests, etc. not covered by IEC Recommendations, should be executed according to the latest published issue of official, or otherwise approved standards of Manufacturer’s country. In such cases, the standards themselves shall be supplied.

		8.3		2		In case that the requirements, in this Specification, differ from those in IEC Publications, in any respects, the bays shall conform to the requirements in this Specification concerning that item.

		8.4		2		The terminology used in this Specification, is, except where otherwise indicated, in accordance with IEC Publications:

		8.4.1		3		IEC 62271-1:2021- HV switchgear – Common specification.

		8.4.2		3		IEC 62271-3:2015 – High-voltage switchgear and control-gear – Digital interfaces based on IEC 61850.

		8.4.3		3		IEC 62271-4:2022 - High-voltage switchgear and control gear - Part 4: Handling procedures for sulphur hexafluoride (SF6) and its mixtures.

		8.4.4		3		IEC/IEEE 62271-37-082:2012 - High-voltage switchgear and control gear - Part 37-082: Standard practice for the measurement of sound pressure levels on alternating current circuit-breakers.

		8.4.5		3		IEC 62271-203:2022 - HV switchgear and control-gear –Gas-insulated metal-enclosed switchgear for rated voltages above 52 kV.

		8.4.6		3		IEC 62271-100:2024 – Circuit breakers.

		8.4.7		3		IEC 62271-110:2023 - HV switchgear and control-gear - Inductive load Switching.

		8.4.8		3		IEC 62271-102:2022 – Alternating current Disconnectors and Earthing switches.

		8.4.9		3		IEC 62271-207:2023 - Seismic qualification for gas-insulated switchgear assemblies for rated voltages above 52 kV.

		8.4.10		3		IEC 62271-209:2022 – Cable connection for gas insulated metal enclosed switchgear for rated voltages above 52kV –fluid filled and extruded insulation cables – Fluid filled and dry type cable terminations.

		8.4.11		3		IEC 62271-4:2022 - High-voltage switchgear and controlgear - Part 4: Handling procedures for gases for insulation and/or switching

		8.4.12		3		IEC 62271-310:2008- HV switchgear and control-gear-Electrical endurance testing for circuit-breakers above a rated voltage of 52 kV.

		8.4.13		3		IEC 60085:2007 – Electrical insulation –Thermal evaluation and designation.

		8.4.14		3		IEC 61869-1:2023 - Instrument transformers - Part 1: General requirements.

		8.4.15		3		IEC 61869-:2:2012 - Instrument transformers - Part 2: Additional requirements for current transformers.

		8.4.16		3		IEC 61869-3:2011 – Instrument transformers - Part 3: additional requirements for inductive voltage transformers.

		8.4.17		3		IEC 62155:2003 - Hollow pressurized and unpressurized ceramic and glass insulators for use in electrical equipment with rated voltages greater than 1000 V.

		8.4.18		3		IEC 60721-3-4:2019 - Classification of environmental conditions.

		8.4.19		3		IEC 60721-4-3:2023 - Classification of environmental conditions - Part 4-3: Guidance for the correlation and transformation of environmental condition classes of IEC 60721-3 to the environmental tests of IEC 60068 - Stationary use at weather protected locations

		8.4.20		3		IEC 60529:2013 - Degrees of protection provided by enclosures (IP Code).

		8.4.21		3		IEC 62262:2021 - Degrees of protection provided by enclosures for electrical equipment against external mechanical impacts (IK code).

		8.4.22		3		IEC 60068-1:2013 – Environmental testing.

		8.4.23		3		IEC 61463:2016 – Bushings –seismic qualification.

		8.4.24		3		IEC 60137:2017 - Insulated bushings for alternating voltages above 1,000 V.

		8.4.25		3		IEC 61462:2023 - Composite hollow insulators.

		8.4.26		3		IEC 62217:2025 – Polymeric HV insulators for indoor and outdoor use –General definitions, test methods and acceptance criteria.

		8.4.27		3		IEC 62039:2021 – Selection guide for polymeric materials for outdoor use under HV stress.

		8.4.28		3		IEC 60815-1 – Selection and dimensioning of high voltage insulators intended for use in polluted conditions- Part 1: Definitions, information and general principals.

		8.4.29		3		IEC 60815-2 – Selection and dimensioning of high voltage insulators intended for use in polluted conditions- Part 1: Ceramic and glass insulators for a.c. systems.

		8.4.30		3		IEC 60815-3 – Selection and dimensioning of high voltage insulators intended for use in polluted conditions- Part 1: Polymer insulators for a.c. systems.

		8.4.31		3		IEC 61000-1-1:2023 – Electromagnetic compatibility (EMC) - Part 1-1: General - Application and interpretation of fundamental definitions and terms

		8.4.32		3		IEC 60376:2018 - Specification of technical grade sulfur hexafluoride (SF6) for use in electrical equipment.

		8.4.33		3		IEC 60480:2019 - Guidelines for the checking and treatment of sulfur hexafluoride (SF6) taken from electrical equipment and specification for its re-use.

		8.4.34		3		IEC 60417:2025 - Graphical symbols for use on equipment.

		8.4.35		3		IEC-60617:2025 - Graphical symbols for diagrams.

		8.4.36		3		IEC 81346-1:2022 - Industrial systems, installations and equipment and industrial products - Structuring principles and reference designations.

		8.4.37		3		IEC 61439-1:2020 - Low-voltage switchgear and control gear assemblies.

		8.4.38		3		IEC 60255-1:2022 - Measuring relays and protection equipment.

		8.4.39		3		IEC 60507:2013 - Artificial pollution tests on high-voltage ceramic and glass insulators to be used on a.c. systems.

		8.4.40		3		IEC 62073:2016 - Guidance on the measurement of wettability of insulator surfaces.

		8.4.41		3		IEC 61672:2013 – Sound level meters.

		8.4.42		3		CENELEC EN 50052 – High voltage switchgear and control gear – gas filled cast aluminum alloy enclosures. 

		8.4.43		3		CENELEC EN 50064 – Wrought aluminum and aluminum alloy enclosures for gas filled high voltage switchgear and control gear. 

		8.4.44		3		CENELEC EN 50069 – Welded composite enclosures of cast and wrought aluminum alloys for gas filled high voltage switchgear and control gear.

		8.4.45		3		IEEE C37.122.1:2014 – IEEE guide for gas-insulated substations rated above 52 kV.

		8.4.46		3		IEEE C37.122.6:2013 – IEEE recommended practice for the interface of new gas insulated equipment in existing gas insulated substations rated over 52kV.

		8.4.47		3		DIN 45635 parts 1+12- Measurement of noise emitted by machines; airborne noise emission; enveloping surface method; basic method, divided into 3 grades of accuracy.

		8.4.48		3		DIN 48113 - Post insulators for switchgears and substation with nominal voltages greater than 1000 V; co-ordination of the definitions for mechanical bending strength.

		8.4.49		3		DIN 1055 - Actions on structures.

		8.4.50		3		DIN 55402 - Marking for shipping of packages; directive for export packaging.

		8.4.51		3		IEC 60947-7-1:2025 – Low-voltage switchgear and control-gear - Part 7-1: Ancillary equipment - Terminal blocks for copper conductors.

		8.4.52		3		IEC 60947-1/2020 – Low-voltage switchgear and control-gear - Part 1: General rules.

		8.4.53		3		IEC 60695-2-2:1991 - Fire hazard testing - Part 2: Test methods - Section 2: Needle-flame test.

		8.4.54		3		ISO 2409:2007 – Paints and varnishes cross cut test. 

		8.4.55		3		IEEE 693:2018 - IEEE Recommended Practice for Seismic Design of Substations.

		8.4.56		3		IEC 61850 – Communication networks and systems in substations.

		8.4.57		3		IEC 61000-4-23 - Testing and measurement techniques – Test methods for protective devices for HEMP and other radiated disturbances. 

		8.4.58		3		IEC 61000-4-24 - Electromagnetic compatibility (EMC) – Part 4-24: Testing and measurement techniques – Test methods for protective devices for HEMP conducted disturbance.

		8.4.59		3		IEC 61000-5-1 - Electromagnetic compatibility (EMC) – Part 5-1: Installation and mitigation guidelines – Section 1: General considerations.

		8.4.60		3		IEC 61000-5-2 - Electromagnetic compatibility (EMC) – Part 5-2: Installation and mitigation guidelines –Section 2: Earthing and cabling.

		8.4.61		3		IEC 61000-5-3 – Electromagnetic compatibility (EMC) – Part 5-3: Installation and mitigation guidelines–HEMP protection concepts.

		8.4.62		3		IEC 61000-5-4 – Electromagnetic compatibility (EMC) - Part 5-4: Installation and mitigation guidelines - Section 4: Immunity to HEMP - Specifications for protective devices against HEMP radiated disturbance - Basic EMC publication.

		8.4.63		3		IEC 61000-5-5 – Electromagnetic compatibility (EMC) - Part 5-5: Installation and mitigation guidelines Section 5: Specification of protective devices for HEMP conducted disturbance - Basic EMC publication.

		8.4.64		3		IEC 61000-5-6 – Electromagnetic compatibility (EMC) –Part 5-6: Installation and mitigation guidelines – Mitigation of external EM influences.

		8.4.65		3		IEC 61000-5-7 – Electromagnetic compatibility (EMC). Part 5-7: Installation and mitigation guidelines. Degrees of protection provided by enclosures against electromagnetic disturbances (EM code).

		8.4.66		3		IEC 61000-5-8 – Electromagnetic compatibility (EMC) – Part 5-8: Installation and mitigation guidelines – HEMP protection methods for the distributed infrastructure.

		8.4.67		3		IEC 61000-5-9 - Electromagnetic compatibility (EMC) – Part 5-9: Installation and mitigation guidelines – System-level susceptibility assessments for HEMP and HPEM.

		8.4.68		3		IEC 61000-6-5 - Electromagnetic compatibility (EMC) – Part 6-5: Generic standards – Immunity for equipment used in power station and substation environment.

		8.4.69		3		BS EN 50089:1992 – Cast resin partitions for metal enclosed gas-filled high-voltage switchgear and control gear.

		8.4.70		3		ISO 1518:2011 - Paints and varnishes - Determination of scratch resistance.

		8.4.71		3		ISO 1520:2006 – Paints and varnishes - Cupping test.

		8.4.72		3		ISO 9000:2015 – Quality management system – Fundamentals and vocabulary.

		8.4.73		3		ISO 9001:2015 - Quality management system – Requirements.

		8.4.74		3		ISO 10005:2005 - Quality management system – Guidelines for quality plans.

		8.4.75		3		ISO 14001:2004 – Environmental management systems - Requirements with guidance for use.

		8.4.76		3		ISO 14025:2006 - Environmental labels and declarations - Type III environmental declarations - Principles and procedures

		8.4.77		3		ISO 16276:2007 – Corrosion protection of steel structures by protective paint systems - Assessment of, and acceptance criteria for, the adhesion/cohesion (fracture strength) of a coating.

		8.4.78		3		ISO/IEC 17025:2017 – General requirements for the competence of testing and calibration laboratories.

		8.4.79		3		ISO 19840:2012 - Paints and varnishes - Corrosion protection of steel structures by protective paint systems - Measurement of, and acceptance criteria for, the thickness of dry films on rough surfaces.

		8.4.80		3		NACE SP0188/2006 - Discontinuity (Holiday) Testing of New Protective Coatings on Conductive Substrates.

		8.4.81		3		SPC-PA 1 – Shop, Field and maintenance printing of steel.

		9		1		TECHNICAL DOCUMENTATION

		9.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS.

		9.0.0.0.0.0.0.2		8		According to Government resolution number 3859, the technical proposal of the supplier awarded the procedure, shall be submitted for the approval of Noga – Electricity Management System.
The supplier awarded the tender shall be required to submit any information and/or documents required by Noga as part of its review of the documents.
It is hereby clarified that the supplier will not have any claim and/or demand against the Israel Electric Corporation, in the event that Noga does not approve the proposal and therefore, his award will be cancelled and the Israel Electric Corporation will not be compelled to pay any compensation to the supplier as a result thereof.

		9.0.0.0.0.0.0.3		8		REQUIRED						OFFERED

		9.1		2		General

		9.1.1		3		All EPP documents must be submitted in one of the following formats: *.docs, *.pdf, or *.xlsx.
(except for certificates and reports scanned files will not be accepted!) 

		9.1.2		3		All 2D Drawings must be submitted in one of the following formats: *.dwg, *.dxf, or *.pdf.

		9.1.3		3		All 3D model (solid) shall be in the following format: *.dwg.

		9.1.4		3		All data and descriptive material shall be in English. Indicate in offered column number of drawing, catalogue or document. 

		9.1.5		3		File types must be clearly identified by their filename extension.

		9.2		2		Technical documentation attached to proposal

		9.2.1		3		One line diagram of the GIS of all substations included in chapter 2

		9.2.2		3		General arrangement of the GIS and gas system compartments of all substations included in chapter 2

		9.2.3		3		Plans, elevations and cross-sections of GIS including each type of bay of all substations included in chapter 2

		9.2.4		3		Physical details of GIS

		9.2.5		3		Description and drawing of the support insulators

		9.2.6		3		Description and drawing of air/SF6 bushing from bushing Manufacturer

		9.2.7		3		Description and drawing of the pressure relief

		9.2.8		3		Certificate of SF6 gas non-toxicity 

		9.2.9		3		SF6 recycling guide 

		9.2.10		3		Detailed vapor pressure graph showing the relationship between the SF6 gas pressure, temperature and density. 

		9.2.11		3		Graph of current versus time for burn-through of the enclosure at the weakest and strongest areas, for short-circuit currents of fixed and traveling types (including 50 kA) 

		9.2.12		3		Manufacturer shall provide with his offer general indications about the handling of SF6 arcing by-products with an assessment of their effects on equipment and personnel and with his requirements for dates of removal

		9.2.13		3		Gas system diagram with monitoring compartments, and description of on-line gas monitoring system including gas sensors 

		9.2.14		3		Description of digital PD measuring and diagnostic system including PD sensors and location drawing

		9.2.15		3		Assembly and details of the gas filling, evacuating and processing equipment

		9.2.16		3		Proposal for the basic earthing system of the GIS and of all the supplied equipment

		9.2.17		3		Diagram and information on the character and functioning of interlocks including interlocking conditions for coupler

		9.2.18		3		Manufacturer shall provide with his offer a detailed description of his methods used to reduce or eliminate electrical and electromagnetic interference chosen on the basis of EMC analysis

		9.2.19		3		Manufacturer shall provide with his offer a list of test equipment for EMC tests on site

		9.2.20		3		Manufacturers shall provide with his offer a detailed description of their methods used to reduce or eliminate EMP (electromagnetic pulse) and GMD (geomagnetic disturbance) on the basis of analysis

		9.2.21		3		Manufacturers shall provide with their offer a list of test equipment for EMP and GMD tests on site

		9.2.22		3		Description of digital measuring units supplied by Manufacturer with all data

		9.2.23		3		Assembly of local control panels in both alternativs 

		9.2.24		3		Wiring diagrams of the GIS and of the local control panels

		9.2.25		3		General description of bay control unit

		9.2.26		3		General description of digital breaker control and monitoring

		9.2.27		3		General description of control and monitoring for disconnectors and Earthing switches

		9.2.28		3		Drawings of optical connection links between digital control units, protection units and station control system

		9.2.29		3		Contact movement diagram for auxiliary switches

		9.2.30		3		Details of connections to the overhead line and transformers

		9.2.31		3		Details of connections to the underground cables

		9.2.32		3		Arrangement and details of the structural support steel works

		9.2.33		3		Support point reactions, including download, uplift, shear and torque for all GIS equipment and supporting structures

		9.2.34		3		Layout and details of the metal supporting and/or fixing structures to be provided by Purchaser and included in the building concrete

		9.2.35		3		Manufacturer shall provide with his offer technical data about the number of explosion shutters necessary for the reduction of the pressure acting on building walls after a membrane release

		9.2.36		3		Description, cross sections and explosion drawings showing all components and the corresponding catalogue number of:

		9.2.36.1		4		Circuit Breakers

		9.2.36.2		4		Disconnectors

		9.2.36.3		4		Earthing Switches

		9.2.36.4		4		Current Transformers

		9.2.36.5		4		Voltage Transformers

		9.2.36.6		4		Cable connection

		9.2.37		3		Description of the breaking process of high and low currents by circuit breaker

		9.2.38		3		Description, drawing and contact  movement diagram under rated conditions for main contacts of the:

		9.2.38.1		4		Circuit Breakers

		9.2.38.2		4		Disconnectors

		9.2.38.3		4		Earthing Switches

		9.2.39		3		Description and schematic drawing of the operating mechanism of the:

		9.2.39.1		4		Circuit Breakers

		9.2.39.2		4		Disconnectors

		9.2.39.3		4		Earthing Switches

		9.2.40		3		Description and drawing of inspection windows (if applicable) and complete documentation on the links and mechanical position indicators for earthing switches

		9.2.41		3		A front view of LCC including type of equipment mounted in LCC (alarm indication, measuring indication,  local bay control mimic, transducers and interposing relays acc. to drawings in APPENDIX 16 ). 

		9.2.42		3		Digital control overview diagram with ring Ethernet station bus topology including type of equipment, the architecture and interfaces

		9.2.43		3		Catalogue of synchronous relay, pressure and temperature transducers

		9.2.44		3		Drawing of the nameplates

		9.2.45		3		Final factory test reports

		9.2.46		3		Type test report (authority, number and date) for offered type. (entire switchgear)

		9.2.47		3		Test reports to prove that SF6/air bushings, barrier and support insulators have successfully withstood all relevant tests acc. to IEC. 
indicate if the tests have been preformed also in additional laboratories other then manufacturer's

		9.2.48		3		Details of accessories

		9.2.49		3		Magnetizing curves for current and voltage transformers

		9.2.50		3		Manufacturer's requirements for:

		9.2.50.1		4		Prolonged storage before installation, taking into account the specific conditions under Subcl. 10.1

		9.2.50.2		4		Transport on roads and on site

		9.2.51		3		General instruction books for installation, operating and maintaining of GIS and digital control system

		9.2.52		3		Installation and commissioning program including man power diagram

		9.2.53		3		HV test on site program of GIS

		9.2.54		3		Drawings and description of packing and handling

		9.2.55		3		A list of all items to be shipped separately for field assembly

		9.2.56		3		Requirements by manufacturer for opening the switchgear for maintenance or repair work. User guidance on the methods of achieving the requirements for maintenance and repair works described under Subcl. 10.7.1.1

		9.2.57		3		Reliability and maintainability report

		9.2.58		3		In addition Manufacturer is requested to fill in the enclosed Appendix No.9 "Reliability, Availability, Maintainability (RAM)", for 170kV SF6 GIS based on relevant information from users. Manufacturer shall describe the system of relevant data collection from users

		9.2.59		3		Customer list for offered type for the last five years (with year of delivery and quantity including current and voltage ratings)

		9.2.60		3		Description of corrosion protection of GIS

		9.2.61		3		Quality/Management manual for entire GIS

		9.2.62		3		Quality plan during manufacturing

		9.2.63		3		Preliminary Inspection and Test Plan

		9.2.64		3		Acceptance test procedures for materials and sub-assemblies

		9.2.65		3		Inspection and test procedures

		9.2.66		3		Non-conformance and corrective action procedures

		9.2.67		3		Certificate of Approval of the Quality Management System (see Subcl. 7.1) according to  ISO 9001:2015 standard by authorized inspection agency

		9.2.68		3		Design control procedures

		9.2.69		3		Qualification of Subcontractor's Procedure

		9.2.70		3		List of qualified suppliers of the most important parts and components (if applicable)

		9.2.71		3		A list of recommended spare parts for GIS and digital control equipment including total quantities, number of catalog and itemized prices and storage conditions

		9.2.72		3		A list of all parts which could wear out after 5 years, 10 years and 20 years of operation according to Manufacturer or user experience

		9.2.73		3		A list of all gaskets and sealing rings including location, dimensions, compound denomination, number of catalogue, resilience properties, hardness and duration of conservation in storage without loss of qualities

		9.2.74		3		A list of special tools for installation and commissioning according to Manufacturer or user experience (including total quantities, number of catalogue and  itemized prices) All tools used for installation will be included in this list

		9.2.75		3		The list will include a tool for transportation inside the building of the SF6 bottle (40 kg)

		9.2.76		3		A list of all bolts used in GIS, including dimensions, number of catalogue, material, type of thread, maximum torque for fastening

		9.2.77		3		All list of equipment or parts of equipment manufactured by subcontractors. Indicate name and address of each subcontractor

		9.2.78		3		Details about environmental management system (EMS) according to ISO 14001

		9.2.79		3		An environmental product declaration (EPD) approved and certified by an Accredited certification body. The calculation will take into consideration the requirements for EPD acc. to ISO 14025

		9.2.80		3		Instructions concerning disassembly and end of life procedures for different components of the equipment (composition, weight, toxicity, etc.)

		9.2.81		3		Contractor shall supply, after order, a CD ROM/Disk-on-key with details about installation, safety rules for handling and protection against arc (gas and solid) decomposition by products, disposal procedures for SF6 equipment, maintenance procedures, tests and trouble shooting

		9.2.82		3		Contractor's declaration that his representative will participate in all meetings in Israel required by Purchaser during technical clarification as well as during performing the contract

		9.3		2		TECHNICAL DOCUMENTATION TO DELIVER AFTER AWARD NOTIFICATION

		9.3.1		3		Contractor shall, within the  indicated interval (for each sub clause) after notification of award for each substation, submit to Purchaser for approval One (1) CD, including the files of drawings in .dwg and .pdf format covering the following final information:

		9.3.1.1		4		General technical drawings of the 170 kV Switchgear Room illustrating the equipment clearances, the manner in which the equipment is to be mounted within the room as well as necessary directives and data for civil engineering and electromechanical design 

		9.3.1.2		4		Payment of the retention milestone (part of the payment for the GIS) shall be subject to fulfillment of all activities detailed in the items included in Appendix No 22 

		9.3.1.3		4		Payment of the design (engineering) shall be subject to fulfillment of all activities in clauses 9.3.1.3 - 9.3.1.9  below .   
  Payment will be made after the final design has been approved by IECo                     


		9.3.1.3.1		5		One line diagram and general lay-out				45 days

		9.3.1.3.2		5		Cross-sections				45 days

		9.3.1.3.3		5		Openings in the building				45 days

		9.3.1.3.4		5		Civil guide				45 days

		9.3.1.3.5		5		Civil engineering data:

		9.3.1.3.5.1		6		Electromechanical design including static and dynamic stresses				45 days

		9.3.1.3.5.2		6		Drawings illustrating the SF6 ducts out of the building				45 days

		9.3.1.3.5.3		6		Holes in floor				45 days

		9.3.1.3.5.4		6		Cable trench				45 days

		9.3.1.4		4		General data and proposed drawings for earthing grid				45 days

		9.3.1.5		4		Guide lines for ensuring fire protection 				60 days

		9.3.1.6		4		Relevant technical information regarding air conditioning and ventilation design of 170 kV GIS. building				60 days

		9.3.1.7		4		Detailed technical drawings and cross sections containing the dimensions; details of mounting, equipment weights and all relevant cross-sectional measurements of the 170 kV Switchgear 				60 days

		9.3.1.8		4		Description and drawings of the support and barrier insulators from insulator Manufacturer 				60 days

		9.3.1.9		4		Description and drawings of air/ SF6 bushing from bushing Manufacturer				60 days

		9.3.1.10		4		Diagrams and schemes of the 170 kV Switchgear, such as:

		9.3.1.10.1		5		Wiring diagrams of control and measuring circuits for each bay 				3 months

		9.3.1.10.2		5		Gas distribution diagram				60 days

		9.3.1.10.3		5		Gas compartment scheme				45 days

		9.3.1.10.4		5		Gas  monitoring  scheme,  including  all  devices for  measuring, control and alarm				60 days

		9.3.1.11		4		Complete nameplate drawings for the 170 kV switchgear according to this Specification				60 days

		9.3.1.12		4		Instruction  manuals,  technical  directives,  drawings and any other relevant descriptive materials which shall contain all information required for the mounting, commissioning, operation, supervision, maintenance, dismantling, periodic checking, periodic testing and repair of the 170 kV Indoor Metal-clad SF6 gas Insulated Switchgear  and any accompanying equipment thereof supplied by the Contractor to the Purchaser, including gas and electrical circuits and the SF6 gas evacuation, storage and filling systems, etc. 				60 days

		9.3.1.13		4		The Contractor shall submit a comprehensive and itemized spare parts list according to requirements in Cl. 10.7.2 (Spare Parts & Renewal Parts) for the formal review and approval of the IECo technical team during the detailed design phase (engineering). This list must include technical descriptions, drawings, manufacturer part numbers (P/Ns), and firm unit pricing for each item. Final approval of the list is a mandatory milestone for the project progression and production start.				© During the design (engineering) stage 

		9.3.1.14		4		Instruction books. The  instruction  books  shall include for all equipment (GIS, etc.) supplied within the contract all technical information, drawings, diagrams and prescriptions required for:				3 months
before GIS delivery

		9.3.1.14.1		5		Assembly on site

		9.3.1.14.2		5		Commissioning and site testing

		9.3.1.14.3		5		Operation

		9.3.1.14.4		5		Maintenance

		9.3.1.14.5		5		Checking

		9.3.1.14.6		5		Overhauls

		9.3.1.14.7		5		Dismantling

		9.3.1.14.8		5		Information for ordering renewal parts

		9.3.1.14.9		5		Indication for storage before installation

		9.3.1.14.10		5		Detailed indications on handling of SF6 arcing products in circuit breakers and in any compartment in case of internal arc

		9.3.1.14.11		5		Detailed indications of SF6 gas handling, draining and refilling. Instruction books shall include such drawing lists, performance test curves, lists of parts,  etc., as may be required to give Purchaser complete information for the ordering of spare parts

		9.3.1.14.12		5		Relevant technical information regarding an overhead traveling crane or such other similar device as the Contractor may recommend for erection and maintenance of the "switchgear" 

		9.3.1.14.13		5		Quality control documents:

		9.3.1.14.13.1		6		Inspection and Test Plan included in Manufacturer's Quality Plan

		9.3.1.14.13.2		6		Quality Control Procedures

		9.3.1.14.13.3		6		Electrical testing procedures as per applicable standards

		9.3.1.14.13.4		6		Non-conformance's procedures

		9.3.1.14.13.5		6		the supplier will submit a sample routine inspection report.

		9.3.2		3		With respect to the submissions enumerated under above Subcl. 9.3.1, all written material shall be in English. 
All dimensions shall be in metric units 

		9.3.3		3		All documents and drawings shall be provided with:

		9.3.3.1		4		Purchaser's name

		9.3.3.2		4		Station or project name

		9.3.3.3		4		Unit number

		9.3.3.4		4		Purchaser's order number

		9.3.3.5		4		Supplier's order number

		9.3.4		3		The Purchaser will approve the a.m. documentation within 30 days from receiving or will return to Contractor his remarks and comments 

		9.3.5		3		The Contractor may start the manufacture of any stage of the approval process in order to meet the contractual delivery date, but taking into account that the equipment shall fully meet the approved documentation and any changes required shall not postpone the contractual delivery date 

		9.3.6		3		The contractor will send drawings for approval for each change				©

		9.3.7		3		Factory Acceptance Test 

		9.3.7.1		4		Existence of FAT is Subject to the approval of drawings, test plan and dates of the tests.				©

		9.3.7.2		4		Shipment of the GIS is Subject to the approval of FAT.				©

		9.3.7.3		4		The contractor will invite IECo representatives to be present at the FAT tests, IECo is not obliged to attend.				©

		9.3.7.4		4		As part of FAT tests, LCC (integrated and/or separated) with Harting plug-in connectors in both end of the cable will also be tested together with the GIS.				©

		9.3.7.5		4		The recommended tests to be included in the FAT are listed in Appendix No 19, a recommended (by the manufacrurer) list of  FAT tests can be sent by the manufacturer for approval.

		9.3.8		3		If all, or any part, of the submissions indicated under Subcl. 9.3.1 are returned by Purchaser, stamped "Approved Except as Noted". Contractor shall correct the drawings in accordance with the Purchaser's markings and shall resubmit the corrected submissions within 30 days from the receiving date of Purchaser's remarks with the files of drawings in format DWG as finally approved by Purchaser. This process will continue an approval of all a.m. documentation

		9.3.9		3		In addition to the drawing requirements, Contractor shall furnish a comprehensive outline as to the extent of field fabrication required, cleaning, checking, inspection, painting, testing, etc., to be done by the erector

		9.3.10		3		Contractor shall complete engineering details immediately after award of contract, regardless of shipping date

		9.3.11		3		After approval of the drawings and instruction books the Contractor shall submit to the Purchaser the following:

		9.3.11.1		4		Two (2) sets of prints of all drawings and  one (1) CD with the files of drawings in formats PDF and DWG

		9.3.11.2		4		Two (2) sets of complete instruction books and one (1) CD

		9.3.12		3		Mounting drawing in two (2) copies and one (1) CD including detailed list with each Item, technological sequence for installation and installation time table shall be submitted				2 months before GIS delivery

		9.3.13		3		Full routine test reports for approval by Purchaser in one (1) CD				1 months before GIS delivery

		9.3.14		3		Installation and Commissioning program for approval by Purchaser in one (1) CD				3 months before GIS delivery

		10		1		TECHNICAL REQUIREMENTS

		10.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS.

		10.0.0.0.0.0.0.2		8		REQUIRED						OFFERED

		10.1		2		Environmental considerations & service and system conditions

		10.1.1		3		System Data

		10.1.1.1		4		Rated system voltage ( line to line )(kV)				161

		10.1.1.2		4		Highest system voltage ( line to line)(kV)				170

		10.1.1.3		4		Neutral connection in the 170 kV system				Effectively earthed

		10.1.1.4		4		Earth Fault Factor				1.3

		10.1.1.5		4		Rated Frequency(Hz)				50

		10.1.1.6		4		Symmetrical short circuit current (kA)				50

		10.1.2		3		Climatic  Conditions

		10.1.2.1		4		Long periods without rain, alternating with high humidity as experienced in coastal or desert areas in this country

		10.1.2.2		4		Permissible ambient air temperature:				©

		10.1.2.2.1		5		Maximum (Outdoor/Indoor)(°C)				+50/+40

		10.1.2.2.2		5		Minimum (°C)				-5

		10.1.2.2.3		5		Average, measured over a period of 24 hours (°C)				+35

		10.1.2.3		4		Permissible humidity:

		10.1.2.3.1		5		Low relative/absolute humidity (%//g/cum)				4/0.9

		10.1.2.3.2		5		High relative/absolute humidity (%//g/cum)				100/27

		10.1.2.4		4		Rain intensity (mm/min)				15

		10.1.2.5		4		Low/High air pressure (kPa)				84/106

		10.1.2.6		4		Solar radiation: Heating effects of solar radiation (W/m2)²				                         1,120

		10.1.2.7		4		Maximum wind velocity measured 10 m above grade (bare area) at 3 sec duration (m/sec)²				44

		10.1.3		3		Environmental Conditions

		10.1.3.1		4		Environmental parameters according to IEC 60721
-3-4 /2019

		10.1.3.2		4		Sever atmospheric and industrial air pollution, dust, salt spray and sandstorms

		10.1.3.3		4		Water from sources other than rain: Spraying water and water jets with water velocity (m/sec)				15

		10.1.3.4		4		Chemically active substances according to IEC 60721-3-4:2019 Subcl. 5.5

		10.1.3.5		4		Mechanically active substances according to IEC 60721-3-4:2019 Table 4- 4S13:

		10.1.3.5.1		5		Windblown dust (mg/m³ - m/s)				18-13

		10.1.3.5.2		5		Windblown sand (mg/m³ - m/s)				18-13

		10.1.4		3		Special Requirements For Environmental Protection

		10.1.4.1		4		Due to the severe environmental conditions to which the equipment may be subject during its service life, the following requirements for its protection form an integral part of the Specification and are in addition to the standard design and protective measures which the Manufacturer would normally invoke for these conditions

		10.1.4.2		4		Environmental conditions shall not cause corrosion or deterioration of the gasket and/or mating material of gasket joints

		10.1.4.3		4		All panels, cabinets, etc. which are not of corrosion resistant metal, shall be thoroughly cleaned, primed and painted

		10.1.4.4		4		The interior coatings shall not deteriorate when exposed to SF6 gas and other vapors, arc products, etc, that may be present in the enclosures. They shall not contain any substances which could contaminate the enclosed SF6 gas or affect its insulating properties over a  period of time

		10.1.4.5		4		All exterior surfaces shall be coated with a corrosion inhibitor type primer, an intermediate and a finish coat. The total coating thickness shall be according to appendix no.6

		10.1.4.6		4		The total paint thickness shall not be less than (µm)

		10.1.4.7		4		A test report for crosscut test shall be provided acc. to ISO 2409 (grad "0") 

		10.1.4.8		4		All structural support and associated steelwork, as well as the connection bolts, shall be hot dip galvanized according ASTM A123 or ASTM A386. 
The thickness of the zinc shall be at least 90 µm on average, spesify the minimum thickness

		10.1.4.9		4		The thickness of the zinc shall be at least 90 µm on average but the minimum thickness shall not be less than 80 µm. Zinc plated to a minimum measured thickness of				average 90 µm
minimum 80 µm

		10.1.4.10		4		If dimensional or functional requirements do not allow hot dip galvanizing, steel parts will be Electrolytically zinc plated to a minimum measured thickness of 20 µm

		10.1.4.11		4		Galvanized steel parts shall be protected by paint (see Appendix no.2)

		10.1.4.12		4		A small quantity of touchup paint, identical to the specific finish coat, shall be furnished with the equipment

		10.1.4.13		4		The control cubicle shall be protected by paint acc. to Appendix no. 6

		10.1.4.14		4		Fill in Appendix no.12

		10.1.5		3		Seismicity Of The Site

		10.1.5.1		4		Qualification level acc. To IEC 62271-207:2023				0.3 g    ©

		10.1.6		3		Other Requirements

		10.1.6.1		4		Permissible altitude over the sea level (m)				1000

		10.1.6.2		4		Maximum induced electromagnetic disturbance in the secondary system for interface designed as "normal EMC severity class" (kV peak)				1.6

		10.1.6.3		4		The equipment shall be vermin proof

		10.2		2		Reliability, Availability & Maintainability (RAM)

		10.2.1		3		Manufacturer is requested to fill in the enclosed  appendix no. 9 "Reliability, Availability, Maintainability (RAM) for 170kV SF6 GIS", based on relevant information from users. The manufacturerr shall  describe the system of relevant data collection from users

		10.3		2		Functional requirements				 ©

		10.3.1		3		The GIS and their accessories shall be constructed as to comply with the ratings and to meet all test requirements of this specification

		10.3.2		3		The GIS shall be substantially in the same electro-mechanical conditions at the termination, as at the beginning, the specified test duties

		10.3.3		3		Accuracy requirements for CT's with tapped secondary windings shall refer both to the highest and lowest ratios acc. to IEC 61869-2 Subcl. 5.6.203.2

		10.3.4		3		The offered equipment type has a proven experience of at least 5 years in networks with a nominal voltage at least of 170 kV

		10.4		2		Properties

		10.4.1		3		Electrical Data of GIS

		10.4.1.0.0.0.0.1		8		The terms used here are in general according to IEC recommendations. In case that Manufacturer can supply the GIS with higher performance than those acc. to IEC standards or IECo requirements, he should indicate his offered values and relevant standards, etc., which they conform.

		10.4.1.1		4		Rated voltage [Ur] (kV)				≥170 ©

		10.4.1.2		4		Rated insulation level (at the minimum operating density of the equipment):

		10.4.1.2.1		5		Lightning impulse withstand voltage [Up]				©

		10.4.1.2.1.1		6		Phase to earth (kV peak)				750

		10.4.1.2.1.2		6		Across open switching device and isolating distance (kV peak)				860

		10.4.1.2.2		5		Power frequency withstand voltage [Ud] 1 min:				©

		10.4.1.2.2.1		6		Phase to earth (kV r.m.s)				325

		10.4.1.2.2.2		6		Across open switching device and isolating distance (kV r.m.s)				375

		10.4.1.3		4		Power frequency withstand of switchgear bays at atmospheric pressure of  SF6 gas and 20°C :

		10.4.1.3.1		5		Power frequency withstand voltage for 1 min:

		10.4.1.3.1.1		6		Phase to earth (kV r.m.s )

		10.4.1.3.1.2		6		Across open switching device and isolating distance (kV r.m.s.)

		10.4.1.3.2		5		Power frequency withstand voltage continuous:

		10.4.1.3.2.1		6		Phase to earth (kV r.m.s.)

		10.4.1.3.2.2		6		Across open switching device and isolating distance (kV r.m.s.)

		10.4.1.4		4		Rated frequency [fr]  (Hz)				50 ©

		10.4.1.5		4		Rated normal currents [Ir]:				©

		10.4.1.5.1		5		Line bays (A)				3,150

		10.4.1.5.2		5		Transformer  bays (A)				3,150

		10.4.1.5.3		5		Coupler bays (A)				4,000

		10.4.1.5.4		5		Bus bars (A)				4,000

		10.4.1.6		4		Rated short-time withstand current [Ik] (kA r.m.s.)				50 ©

		10.4.1.7		4		Rated duration of short-circuit  [tk] (sec)				1 ©

		10.4.1.8		4		Rated peak withstand current  [Ip] (kA peak)				125 ©

		10.4.1.9		4		Total time until burn-through at line to ground short circuit current not less than (sec/kA r.m.s.)				0.5/50

		10.4.2		3		Temperature Rise

		10.4.2.1		4		The components of the SF6 insulated switchgear shall be able to carry the specific rated current continuously without exceeding the limit value of temperature rise, acc. To IEC 62271-203/2011 Subcl. 4.4.2 and IEC 62271-1/2021 table 14 
Indicate value and type of material 


		10.4.2.1.1		5		Bolted connections (°K)				65

		10.4.2.1.2		5		Spring loaded contacts (°K)				55

		10.4.2.1.3		5		Bus bars (°K)				65

		10.4.2.1.4		5		Points of the enclosure accessible to an operator  (°K)				30

		10.4.2.1.5		5		Terminals (silver, nickel or tin coated) (°K)				55

		10.4.3		3		Degree Of Protection Acc to:				IEC 60529 /2001

		10.4.3.1		4		Indoor and Outdoor GIS				lP  65

		10.4.3.2		4		Accessories				lP  55

		10.4.3.3		4		Motor drive units				lP 40 D

		10.4.3.4		4		Control cubicles				lP 54 D

		10.4.3.5		4		Protection of indoor LCC equipment against mechanical impact acc. to IEC 62262:2021 				IK-07

		10.4.4		3		Auxiliary And Control Circuits				©

		10.4.4.1		4		Rated supply voltage [Ua]

		10.4.4.1.1		5		D.C.  ( V )				220   
(+10%)(-15%)

		10.4.4.1.2		5		D.C.  ( V )				60   
(+10%)(-15%)

		10.4.4.1.3		5		A.C. ( V )				230/400
(+10%)(-15%)

		10.4.4.1.4		5		The ripple voltage in case of DC supply is limited at:				DC component
+5%

		10.4.4.2		4		Power frequency withstand voltage for 1 min (kV r.m.s.) 
				2

		10.4.5		3		Capacitance And Impedances

		10.4.5.1		4		Capacitance to ground per phase of:

		10.4.5.1.1		5		Disconnectors:

		10.4.5.1.1.1		6		ON position (pF)

		10.4.5.1.1.2		6		OFF position (pF)

		10.4.5.1.2		5		Current transformer (pF)

		10.4.5.1.3		5		Circuit breaker (with one quenching chamber):

		10.4.5.1.3.1		6		ON position (pF)

		10.4.5.1.3.2		6		OFF position (pF)

		10.4.5.1.4		5		Voltage transformer (pF)

		10.4.5.1.5		5		Surge Arrester (pF)

		10.4.5.1.6		5		Bus bar (pF/m)

		10.4.5.1.7		5		Duct (pF/m)

		10.4.5.1.8		5		90 deg. Elbow module (pF)

		10.4.5.1.9		5		90 deg. Elbow module (pF)

		10.4.5.1.10		5		Barrier insulator (pF)

		10.4.5.1.11		5		Support insulator (pF)

		10.4.5.1.12		5		SF-6 outdoor bushing (pF)

		10.4.5.2		4		Capacitance to ground of:

		10.4.5.2.1		5		Line bay with cable connection (pF)

		10.4.5.2.2		5		Line bay with Overhead connection (pF)

		10.4.5.2.3		5		Transformer  bay with cable connection (pF)

		10.4.5.2.4		5		Transformer  bay with Overhead connection (pF)

		10.4.5.2.5		5		Transversal Coupler bay (pF)

		10.4.5.2.6		5		Measuring bay (pF)

		10.4.5.2.7		5		Disconnecting bay (pF)

		10.4.5.2.8		5		Three phase main bus bar (pF/m)

		10.4.5.2.9		5		Total capacitance to ground of GIS (pF):

		10.4.5.2.9.1		6		"Station 1" (pF)

		10.4.5.2.9.2		6		"Station 2" (pF)

		10.4.5.2.9.3		6		"Station 3" (pF)

		10.4.5.2.9.4		6		"Station 4" (pF)

		10.4.5.2.9.5		6		"Station 5" (pF)

		10.4.5.2.9.6		6		"Station 6" (pF)

		10.4.5.2.9.7		6		"Station 7" (pF)

		10.4.5.2.9.8		6		"Station 8" (pF)

		10.4.5.2.9.9		6		"Station 9" (pF)

		10.4.5.2.9.10		6		"Station 10" (pF)

		10.4.5.2.9.11		6		"Station 11" (pF)

		10.4.5.2.9.12		6		"Station 12" (pF)

		10.4.6		3		Surge impedance (Ω)

		10.4.7		3		Inductance for bus duct (H/m)						 

		10.4.8		3		Resistance of bus bar enclosure at fr (Ω/m)

		10.4.9		3		Resistance of bus bar conductor (Ω/m)

		10.4.10		3		Total thermal losses at rated current for each type of bay, including the control cubicles, which have to be taken into account as parameter for GIS. Building ventilation design (kW)

		10.4.11		3		Seismic qualification of GIS equipment (including LCC and SF6/air bushing) acc. to: IEEE 693:2018  or IEC 62271-207:2023 and IEC 60068-3-3 and IEC/TS 61463/2000				moderate level

		10.4.12		3		Qualification level acc. to IEEE 693:2018 or IEC 62271-207:2023

		10.5		2		DESIGN & CONSTRUCTION

		10.5.1		3		General

		10.5.1.1		4		The switchgear shall be designed for indoor installation except the outgoing ducts, associated steel works and the outdoor bushings which shall be designed for outdoor installation

		10.5.1.2		4		The switchgears shall be of modular design with segregated phases and as such, shall offer maximum flexibility from design, operation, maintenance, extension of substation and possible repairs aspects

		10.5.2		3		Metal Clad Enclosure

		10.5.2.1		4		The switchgear shall be modular design with segregated phases (one phase enclosure)				©

		10.5.2.2		4		The material or thickness of the enclosures shall be such as to withstand an internal arc and to prevent a melt-through or puncturing of the housing within the second stage (0.5 sec) of short-circuit protection systems, with a single phase short-circuit current of 50 kA. The possibility of arc traveling may be considered in this respect and the above requirement on thickness shall apply for the zones where the arc is stable (flange zone)				©

		10.5.2.3		4		Type of material for enclosure of:

		10.5.2.3.1		5		Circuit Breaker

		10.5.2.3.2		5		Disconnectors and Earthing Switches

		10.5.2.3.3		5		Current Transformers

		10.5.2.3.4		5		Voltage Transformers

		10.5.2.3.5		5		Surge Arresters

		10.5.2.3.6		5		Main bus bar

		10.5.2.3.7		5		Remaining sections of bay

		10.5.2.4		4		Wall thickness for enclosure of:

		10.5.2.4.1		5		Circuit Breaker (mm)

		10.5.2.4.2		5		Disconnectors and Earthing Switches (mm)

		10.5.2.4.3		5		Current Transformers (mm)

		10.5.2.4.4		5		Voltage Transformers (mm)

		10.5.2.4.5		5		Surge Arresters (mm)

		10.5.2.4.6		5		Cable connection enclosure (mm)

		10.5.2.4.7		5		Main bus bar (mm)

		10.5.2.4.8		5		Remaining sections of bay (mm)

		10.5.2.5		4		Wall thickness for enclosure in the flange zone (for stable arc burning) of:

		10.5.2.5.1		5		Circuit Breaker (mm)

		10.5.2.5.2		5		Disconnectors and Earthing Switches (mm)

		10.5.2.5.3		5		Current Transformers (mm)

		10.5.2.5.4		5		Voltage Transformers (mm)

		10.5.2.5.5		5		Surge Arresters including the enclosure (mm)

		10.5.2.5.6		5		Main bus bar (mm)

		10.5.2.5.7		5		Cable connection enclosure (mm)

		10.5.2.5.8		5		Remaining sections of bay (mm)

		10.5.2.6		4		Outside diameter for enclosure of:

		10.5.2.6.1		5		Circuit Breaker (mm)

		10.5.2.6.2		5		Disconnectors and Earthing Switches (mm)

		10.5.2.6.3		5		Current Transformers (mm)

		10.5.2.6.4		5		Voltage Transformers (mm)

		10.5.2.6.5		5		Surge Arresters (mm)

		10.5.2.6.6		5		Main bus bar (mm)

		10.5.2.6.7		5		Cable connection enclosure (mm)

		10.5.2.6.8		5		Remaining sections of bay (mm)

		10.5.2.7		4		Design pressure for enclosure of:
* Indicate bar relative or absolute

		10.5.2.7.1		5		Circuit Breaker (bar)

		10.5.2.7.2		5		Disconnectors and Earthing Switches (bar)

		10.5.2.7.3		5		Current Transformers (bar)

		10.5.2.7.4		5		Voltage Transformers (bar)

		10.5.2.7.5		5		Surge Arresters (bar)

		10.5.2.7.6		5		Cable connection enclosure (bar)

		10.5.2.7.7		5		Remaining sections of bay (bar)

		10.5.2.8		4		Design temperature of enclosures (°K)

		10.5.2.9		4		Minimum bursting pressure of:

		10.5.2.9.1		5		Circuit Breaker (bar)

		10.5.2.9.2		5		Disconnectors and Earthing Switches (bar)

		10.5.2.9.3		5		Current Transformers (bar)

		10.5.2.9.4		5		Voltage Transformers (bar)

		10.5.2.9.5		5		Surge Arresters (bar)

		10.5.2.9.6		5		Cable connection enclosure (bar)

		10.5.2.9.7		5		Remaining sections of bay (bar)

		10.5.2.10		4		The maximum pressure that the enclosures can withstand without damage or distortion assuming that a pressure relief device is not fitted or fails to operate. (bar)

		10.5.2.10.1		5		Circuit Breaker (bar)

		10.5.2.10.2		5		Disconnectors and Earthing Switches (bar)

		10.5.2.10.3		5		Current Transformers (bar)

		10.5.2.10.4		5		Voltage Transformers (bar)

		10.5.2.10.5		5		Surge Arresters (bar)

		10.5.2.10.6		5		Cable connection enclosure (bar)

		10.5.2.10.7		5		Remaining sections of bay (bar)

		10.5.2.11		4		D.C. resistance at operating temperature of:

		10.5.2.11.1		5		Circuit Breaker (Ω)

		10.5.2.11.2		5		Disconnectors and Earthing Switches (Ω)

		10.5.2.11.3		5		Current Transformers (Ω)

		10.5.2.11.4		5		Voltage Transformers (Ω)

		10.5.2.11.5		5		Surge Arresters (Ω)

		10.5.2.11.6		5		Bus bar sections (Ω/m)

		10.5.2.12		4		Induced circulating current:

		10.5.2.12.1		5		Bus bar sections (% rated current)

		10.5.2.12.2		5		Bay sections (% rated current)

		10.5.2.13		4		Specific active losses at maximum current (W/m)

		10.5.2.14		4		Total active losses on each type of bay :

		10.5.2.14.1		5		Item 1 (W)

		10.5.2.14.2		5		Item 2 (W)

		10.5.2.14.3		5		Item 3 (W)

		10.5.2.14.4		5		Item 4 (W)

		10.5.2.14.5		5		Item 5 (W)

		10.5.2.14.6		5		Item 6 (W)

		10.5.2.14.7		5		Item 7 (W)

		10.5.2.14.8		5		Item 10 (W)

		10.5.2.14.9		5		Item 11 (W)

		10.5.2.14.10		5		Item 12 (W)

		10.5.2.14.11		5		Item 13 (W)

		10.5.2.15		4		Type of manufacture (casting or welding) for enclosure of:

		10.5.2.15.1		5		Circuit Breaker

		10.5.2.15.2		5		Disconnectors and Earthing Switches

		10.5.2.15.3		5		Current Transformers

		10.5.2.15.4		5		Voltage Transformers

		10.5.2.15.5		5		Surge Arresters

		10.5.2.15.6		5		Cable connection

		10.5.2.15.7		5		Remaining sections of switchgear

		10.5.2.16		4		Welded and/or bolted connections of the enclosures are acceptable, but field assembly of separate sections should be done by bolting (the bolted will be of anti-rust material)				©

		10.5.2.17		4		Connections between the enclosures of different phases in order to limit circulating currents shall be supplied by GIS Manufacturer				©

		10.5.2.18		4		Corrosion protection and Painting system

		10.5.2.18.1		5		The finishing and painting of the enclosures shall be such that it'd be able to withstand the service conditions specified under Subcl.10 (Fill Appendix 2)				©

		10.5.2.18.2		5		Outdoor enclosures:

		10.5.2.18.2.1		6		Exterior painting (µm) 
Indicate number of layers 				150

		10.5.2.18.2.2		6		Interior coating (µm) 
If applicable send details

		10.5.2.18.3		5		Indoor enclosures:

		10.5.2.18.3.1		6		Exterior painting (µm) 
Indicate number of layers				100

		10.5.2.18.3.2		6		Interior coating (µm) 
If applicable send details

		10.5.3		3		Division Into Compartments and Extension Of GIS				©

		10.5.3.1		4		The gas insulation system shall be divided into independent gas compartments for operational, maintenance and tests reasons (bay-to-bay selectivity)

		10.5.3.2		4		To perform high-voltage tests after repair and maintenance, the requirement of Standard IEC 62271-203 for ensuring grounding of the parts of the substation not under test voltage must be met. An additional device is required to ensure this requirement.

		10.5.3.3		4		The bus bar enclosure of each bay shall be separated from other bays by tight segregation insulators and shall be clearly marked

		10.5.3.4		4		Gas compartments subdivisions shall be accomplished with gas tight segregating insulators so that the following requirements are observed:

		10.5.3.4.1		5		All the gas tight segragation insulators shall withstand pressure from deep vaccum on one side of the insulators up to nominal pressure on second side of the insulator and shall be clearly marked

		10.5.3.4.2		5		SF6/epoxy insulating system configuration should provide reliable spacer protection against surface flashover, independent of the applied voltage form. GIS internal discharges, if they occurred at HV tests, overvoltage, etc, are permissible in the gas gap only, which is classified as self-restoring insulation

		10.5.3.4.3		5		The dielectric strength of the insulation shall not be reduced as a result of switching operations during the service life

		10.5.3.4.4		5		The quantity of gas to be evacuated and recharged before and after maintenance operations shall be a minimum. Indicate volume for each gas compartment (m³)

		10.5.3.4.5		5		The extent of plant rendered inoperative as a result of excessive leakage or for maintenance operations shall be a minimum

		10.5.3.5		4		The GIS bus-ducts will be provided with a partition close to the wall of building to separate between the equipment mounted in indoor and outdoor environments

		10.5.3.6		4		The electrical connections between the various gas compartments shall preferably be made by means of multiple contact connectors so that electrical connection is automatically achieved when bolting one section to another

		10.5.3.7		4		The surface of the connector fingers and conductor tubes on such connections shall be silvered (indicate thickness)  (μm)

		10.5.3.8		4		Please give details in case of other electrical connections between gas compartments

		10.5.3.9		4		Each bus bar gas compartment shall be provided with removable link and telescopic enclosure (Please send details)

		10.5.3.10		4		Each gas compartment shall be provided with means (filters) for eliminating decomposition products and residual moisture

		10.5.3.11		4		An internal fault will never contaminate more than one gas compartment and will therefore never involve more than three compartments (i.e. the compartment where the fault took place and the two adjacent compartments)

		10.5.3.12		4		Gas partitioning of GIS bays and main bus bars shall ensure that one major failure impacts the operation of not more than one single bay at a time

		10.5.3.13		4		Bay and bus bar design shall therefore allow complete repair process  with no more than one bay out of operation (i.e. dismantling, re-assembly  of any component with its gas–barriers, including a complete Circuit Breaker assembly, a bus bar section and all the disconnectors of the bay, etc.)

		10.5.3.14		4		Specify list of tests to be executed following a repair as indicated in subclause 10.5.3.13

		10.5.3.15		4		In case of extension, it shall be possible to extend the substation and perform subsequent HV tests without shutting down the pre-extension substation

		10.5.3.16		4		A fault in the bus bar disconnector compartment should not require the outage of the two bus bars at the same time

		10.5.3.17		4		Both bus bars will remain in service if the circuit breaker is under repair

		10.5.3.18		4		One bus bar will remain in service if other bus bar is under repair

		10.5.3.19		4		A detailed plan for any kind of repairing a fault in the bay including bus bar disconnector compartment, circuit breaker etc, including all steps required during dismantling, repair, mounting and testing shall be supplied by Contractor for customer approval.

		10.5.3.20		4		The arrangement of gas compartments shall be such that it permits extension of existing bus bars and installation of additional bays without taking out of service more than one bus bar system at one time

		10.5.3.21		4		In case of extension all necessary provisions for extension in the main and auxiliary circuits shall be supplied by Contractor

		10.5.3.22		4		A detailed plan for extension including all steps required during erection, testing and commissioning shall be supplied by Contractor for customer approval.

		10.5.3.23		4		The Contractor shall ensure all the components of the GIS offered type for a period of 15 (fifteen) years from the signature of the contract

		10.5.3.24		4		Taking into account that the period of extension should be between 5-15 years, the extension after 15 (fifteen) years can be carried out with the same type of GIS or with different type of GIS using an interface

		10.5.3.25		4		The Purchaser shall be informed by Contractor about the intention to change the offered type of GIS two  years before production interruption

		10.5.3.26		4		The interface design and tests shall be acc. to contract and shall be approved by Purchaser

		10.5.3.27		4		The auxiliary circuits of the extension must be based on the same philosophy of the existing auxiliary circuits

		10.5.3.28		4		The design of the equipment including interface shall be taken into consideration in building design (civil guide)

		10.5.3.29		4		Extension of the GIS and connection to the existing GIS

		10.5.3.29.1		5		In case of extension of the GIS from the first stage, there will be two alternatives to implement the connection of the extension to the existing GIS:

		10.5.3.29.1.1		6		Alternative 1 – In case that the extension is identical to the existing GIS, bus ducts shall be used

		10.5.3.29.1.2		6		Alternative 2 – In case, that the extension is a different type from the existing GIS, an interface compartemt, designed according to IEEE C37.122.6 Subcl. 7 Table A1 and Figure A.1&A.2, shall be used

		10.5.3.30		4		EXPANSION AND  FLEXIBLE CONNECTIONS

		10.5.3.30.1		5		Expansion joints or flexible connections shall be provided in the metal enclosures to absorb the actual or relative thermal expansion and contraction of SF6 equipment as well as structures, foundations and floors on which the equipment is mounted, resulting from variations in the temperature of the  switchgear as well as other externally applied forces, without damage to the equipment

		10.5.4		3		Support Insulators And Partitions

		10.5.4.1		4		Manufacturer's name and type designation for:

		10.5.4.1.1		5		Support insulators (spacer insulators)

		10.5.4.1.2		5		Partitions (gas barrier)

		10.5.4.2		4		The support insulators shall have sufficient strength to ensure that the conductor spacing and clearances are maintained when faults occur

		10.5.4.3		4		In addition IEC 62271-203:2022 Subcl. 6.105, the partitions including seals to the conductor and the enclosure shall be gas-tight and shall be capable of withstanding the maximum pressure differential that could occur across the barrier as follows:

		10.5.4.3.1		5		With a vacuum drawn on the one side of the barrier and, on the other side, at least the maximum gas pressure that can exist under normal operating and maintenance conditions.
Indicate the design pressure of the partitions (bar) 


		10.5.4.3.2		5		With maximum gas overpressure at least equal to the operating pressure of the relief devices that could be attained with a persistent internal fault arc unless the barriers have been specifically designed to collapse and act as pressure relief device

		10.5.4.3.3		5		The relation between breaking pressure and design pressure of gas barrier insulators shall be higher than				> 3

		10.5.4.3.4		5		Indicate the relation between design withstand pressure of partitions and opening pressure of pressure relief device

		10.5.4.4		4		The supporting insulators and partitions shall be free from partial discharge at a voltage level at least 5% above the maximum service voltage

		10.5.4.4.1		5		Materials used:

		10.5.4.4.2		5		Polyesters

		10.5.4.4.3		5		Epoxies

		10.5.4.4.4		5		Ceramics

		10.5.4.4.5		5		Other material

		10.5.4.5		4		Thermal shock test with preceding and following partial discharge test performed. (short description added)

		10.5.4.5.1		5		Creepage distance for:

		10.5.4.5.2		5		Support insulators (CB/other) (mm/mm)

		10.5.4.5.3		5		Partitions (CB/other) (mm/mm)

		10.5.5		3		Protection Against Overpressure

		10.5.5.1		4		Type of external pressure relief

		10.5.5.2		4		Suitable guards and deflectors shall be provided for external pressure relief to prevent pieces of the diaphragm or plug from flying out, or any dangerous SF6 arc product gases escaping in a manner that could endanger personnel who may be present

		10.5.5.3		4		Operating pressure of the pressure relief device:
*Indicate bar relative or absolute

		10.5.5.3.1		5		Circuit breaker (bar)

		10.5.5.3.2		5		Other section (bar)

		10.5.5.4		4		Minimum/maximum expected working time of the pressure relief (msec)

		10.5.5.5		4		The maximum pressure inside the GIS building after a membrane release (as a consequence of a disruptive discharge 50 kA/1sec) (mbar)

		10.5.5.6		4		The Contractor's recommendations for explosion shutters dimensions on building walls (if necessary) (m)

		10.5.6		3		Technical Data For SF6 Gas System

		10.5.6.1		4		SF6 Gas Ratings

		10.5.6.1.1		5		The switchgear shall be designed for use with SF6 gas complying with provisions acc. to: IEC  60376:2018				©

		10.5.6.1.2		5		Manufacturer

		10.5.6.1.3		5		Density of SF6 gas at 20°C and 760 torr (g/l)				6.16 ©

		10.5.6.1.4		5		Critical temperature for liquefying by compression of SF6  gas (C°)				45.6 ©

		10.5.6.1.5		5		Dielectric strength at atmospheric pressure and 
20 C° (kV/cm)

		10.5.6.1.6		5		Loss angle at atmospheric pressure and 20 C° (tan δ)

		10.5.6.1.7		5		During commissioning Gas quality test shall be performed according to IEC  62271-1:2021 Subcl.11.3.6				©

		10.5.6.1.8		5		The Gas quality test shall be performed 96 hours after gas filling 

		10.5.6.1.9		5		The maximum allowable humidity content for equipment filled or re-filled with new or used gas should be such that the dew point inside the switchgear compartment is not higher than:

		10.5.6.1.9.1		6		−10 °C for equipment with adsorber material, at nominal pressure 				-10 ©

		10.5.6.1.9.2		6		−15 °C for equipment without adsorber material, at nominal pressure				-15 ©

		10.5.6.1.10		5		Impurity or group of impurities as determined by test,  acc. to IEC 60376				©

		10.5.6.1.10.1		6		CF4 (concentration mass by mass) (%)				0.05

		10.5.6.1.10.2		6		Oxygen + nitrogen, air (%)				0.05

		10.5.6.1.10.3		6		Water (ppm)				15

		10.5.6.1.10.4		6		Acidity expressed as HF (ppm)				0.3

		10.5.6.1.10.5		6		Hydrolysable fluorides, expressed as HF (ppm)				1.0

		10.5.6.1.10.6		6		Oil content (please indicate concentration and method of measurement)

		10.5.6.1.11		5		A biological test for non toxicity of the SF6 gas shall be carried out, acc. to IEC 60376

		10.5.6.1.12		5		Rated filling gas pressure at 20 Cº (Pre) in:
*Indicate bar relative or absolute

		10.5.6.1.12.1		6		Circuit breaker (bar)

		10.5.6.1.12.2		6		Cable connection enclosure (bar)

		10.5.6.1.12.3		6		Voltage transformer (bar)

		10.5.6.1.12.4		6		Remaining sections of bay (bar)

		10.5.6.1.13		5		The critical pressures at which an alarm signal will be given at 20 C° (Pae) in:

		10.5.6.1.13.1		6		Circuit breaker (bar)

		10.5.6.1.13.2		6		Cable connection enclosure (bar)

		10.5.6.1.13.3		6		Voltage transformer (bar)

		10.5.6.1.13.4		6		Remaining sections of bay (bar)

		10.5.6.1.14		5		The pressure rising in adjacent compartments of CB in case of accidental leak (bar)

		10.5.6.1.15		5		The critical pressure at which the affected part of the equipment must be isolated at 20C° (Pme):

		10.5.6.1.15.1		6		Circuit breaker (bar)

		10.5.6.1.15.2		6		Cable connection enclosure (bar)

		10.5.6.1.15.3		6		Voltage transformer (bar)

		10.5.6.1.15.4		6		Remaining sections of bay (bar)

		10.5.6.1.16		5		Maximum pressure rise due to temperature at 50 Cº in

		10.5.6.1.16.1		6		Circuit breaker (bar)

		10.5.6.1.16.2		6		Cable connection enclosure (bar)

		10.5.6.1.16.3		6		Voltage transformer (bar)

		10.5.6.1.16.4		6		Remaining sections of bay (bar)

		10.5.6.1.17		5		Rated filling gas density at 20 Cº in:

		10.5.6.1.17.1		6		Circuit breaker (g/l)

		10.5.6.1.17.2		6		Cable connection enclosure (g/l)

		10.5.6.1.17.3		6		Voltage transformer (g/l)

		10.5.6.1.17.4		6		Remaining sections of bay (g/l)

		10.5.6.1.18		5		The critical densities at which the alarm signals will be given in:

		10.5.6.1.18.1		6		Circuit breaker (g/l)

		10.5.6.1.18.2		6		Cable connection enclosure (g/l)

		10.5.6.1.18.3		6		Voltage transformer (g/l)

		10.5.6.1.18.4		6		Remaining sections of bay (g/l)

		10.5.6.1.19		5		The critical density at which the affected part of the equipment must be isolated in:

		10.5.6.1.19.1		6		Circuit breaker (g/l)

		10.5.6.1.19.2		6		Cable connection enclosure (g/l)

		10.5.6.1.19.3		6		Voltage transformer (g/l)

		10.5.6.1.19.4		6		Remaining sections of bay (g/l)

		10.5.6.1.20		5		Dielectric strength at rated density in:

		10.5.6.1.20.1		6		Circuit breaker (KV/cm)

		10.5.6.1.20.2		6		Cable connection enclosure (KV/cm)

		10.5.6.1.20.3		6		Voltage transformer (KV/cm)

		10.5.6.1.20.4		6		Remaining sections of bay (KV/cm)

		10.5.6.1.21		5		Dew point temperature of water vapor content in SF6 gas in the installed switchgear determined, acc. to IEC 600376-B/74 not more than (C°)				-5

		10.5.6.1.22		5		Maximum permissible water vapor content at rated operating pressure at 20C° in continuous operation/filling for:

		10.5.6.1.22.1		6		Circuit breaker (ppm)

		10.5.6.1.22.2		6		Cable connection enclosure (ppm)

		10.5.6.1.22.3		6		Voltage transformer (ppm)

		10.5.6.1.22.4		6		Remaining sections of bay (ppm)

		10.5.6.1.23		5		Maximum gas leakage rate that can normally be tolerated from any gas compartment and between compartments (%/year)				<0.5

		10.5.6.1.24		5		Maximum permissible SF6 gas losses (leakage and handling) for life duration (30 years) for entire substation (%)				<15

		10.5.6.1.25		5		The procedure for SF6 handling shall be acc. to IEC 60480:2019 and IEC 62271-4:2022

		10.5.6.1.26		5		Time between refilling (years)				>10

		10.5.6.1.27		5		Manufacturer is required to supply his recommendation for steps to be taken in design ventilation of GIS in case of SF6 gas leakage

		10.5.6.1.28		5		Permissible total SF6 gas losses (Fp) (%/year)				>0.5

		10.5.6.1.29		5		Gas used during shipping of installation Indicate also the pressure (bar) 

		10.5.6.2		4		Gas Monitoring Sensors and Instruments

		10.5.6.2.1		5		The density of the gas compartment should be monitored and displayed with gas sensors, A circuit breaker compartment must be monitored also by an analog gas sensor for alarm and lock-out. 				Yes©

		10.5.6.2.1.1		6		The gas sensors should be installed on the gas compartment: for indoor compartment the sensors will be installed inside the building and for outgoing gas compartment (where all or most of gas compartment is outside the building) the sensors will be installed outside the building  

		10.5.6.2.2		5		The digital gas sensors should provide continuous and automatic monitoring of the state of the gas				Yes©

		10.5.6.2.3		5		Bay's gas sensors will be connected to a Bay Gas Monitor. Using potential free contacts ("dry contacts") only, The Gas Monitor will deliver the information concerning the bay's gas levels to the BCU , for process control and for initiation of alarms.  (see drawing: STR-2013-Typical bay gas monitoring).

		10.5.6.2.3.1		6		 the potential free contacts of the Gas sensors, alocated to deliver information to the BCU, will be wired to terminals. The connection to the BCU  will be executed with control cables to be supplied by IECo.

		10.5.6.2.4		5		The gas sensors shall have the following setting levels:

		10.5.6.2.4.1		6		For circuit breaker:

		10.5.6.2.4.1.1		7		Loss of SF6				Yes©

		10.5.6.2.4.1.2		7		General lock-out operated by dry contact of analog sensor only.				Yes©

		10.5.6.2.4.2		6		For remaining sections of SF6 bay:

		10.5.6.2.4.2.1		7		SF6 pressure rising (where applicable)				Yes

		10.5.6.2.4.2.2		7		Minimum service SF6 pressure or density				Yes

		10.5.6.2.4.2.3		7		Loss of SF6				Yes©

		10.5.6.2.4.3		6		For voltage transformer:

		10.5.6.2.4.3.1		7		Minimum service SF6 pressure or density				Yes

		10.5.6.2.4.3.2		7		Loss of SF6				Yes©

		10.5.6.2.4.4		6		For cable connection (if applicable):

		10.5.6.2.4.4.1		7		Minimum service SF6 pressure or density				Yes

		10.5.6.2.4.4.2		7		Loss of SF6				Yes©

		10.5.6.3		4		Gas Treatment Devices

		10.5.6.3.1		5		Constructional measures for controlling moisture increase in SF6 gas, or to remove the impurities:

		10.5.6.3.1.1		6		Static filters				yes

		10.5.6.3.1.2		6		Dynamic filters				yes

		10.5.6.3.1.3		6		Sealing rings with large diffusion lengths				yes

		10.5.6.3.1.4		6		Desiccants				yes

		10.5.6.3.1.5		6		Other measures				Describe

		10.5.6.3.2		5		These constructional measures shall be provided as permanent facilities, preferably arranged so that they can be removed, replaced or recharged without having to take the associated switchgear out of service				yes

		10.5.6.3.3		5		Indicate if the filters will be mounted during erection or in your factory

		10.5.6.4		4		Gas Storage Filling and Evacuating Plant:

		10.5.6.4.1		5		SF6 gas supply system must be self-contained and must work independently				yes

		10.5.6.4.2		5		Each gas compartment shall be equipped with a gas supply connection to permit evacuation or refilling with gas				yes

		10.5.6.4.3		5		Easy access to filling points should be provided				yes

		10.5.6.4.4		5		The SF6 gas supply connection for the gas compartments shall be appropriate to connect the mobile DILO gas refilling devices type 3-019, 3-041, 3-020, 3-061 and Z288-02				yes

		10.5.6.4.5		5		The scope of supply shall include all the necessary SF6 gas storage cylinders, as well as those necessary for any other gases which may be used during commissioning and maintenance operations				yes

		10.5.6.4.6		5		Indicate if the above accessories will be mounted during installation of the GIS or in your factory

		10.5.6.4.7		5		The arrangement of valves, coupling and pipe work shall also be such as to prevent accidental loss of gas into the atmosphere				yes

		10.5.6.4.8		5		The GIS design shall take into account free movement of the mobile service truck gas refilling device DILO type 3-019, 3-041, 3-020, 3-061, Z288-R02 along the entire GIS room				yes

		10.5.6.4.9		5		Minimum time required for evacuating and recharging the largest gas section in the bus bar run with SF6 gas (min)

		10.5.6.5		4		Gas Seals

		10.5.6.5.1		5		All gas seals shall be designed to ensure that leakage rates are kept to an absolute minimum under all normal pressure, temperature, electrical load and fault conditions

		10.5.6.5.2		5		The seals shall not deteriorate when exposed to the gas and vapors, as well as to temperature variations and mechanical forces that can be expected

		10.5.6.5.3		5		Type of materials of gas seals:

		10.5.6.5.3.1		6		Between gas barrier insulator and conductors

		10.5.6.5.3.2		6		Between gas barrier insulator and enclosures

		10.5.6.5.3.3		6		Between enclosure flanges

		10.5.6.5.4		5		Gas valve material

		10.5.6.5.5		5		Number of gas seals between enclosure flanges

		10.5.6.6		4		Pipes and Fittings

		10.5.6.6.1		5		Type of material for fittings of gas pipe connections

		10.5.6.6.2		5		Type of material for pipes

		10.5.6.7		4		Vent Outlets: If any, shall be arranged so as to minimize the danger to an operator when performing his duties in the station under normal operating conditions, if gases or vapors are escaping under pressure

		10.5.6.8		4		Shut Off Valves: All shut off valves shall be equipped with protective cover over the valve spindle to guard against unauthorized operation

		10.5.7		3		Partial Discharge Measurement &installation

		10.5.7.1		4		UHF method 
Please send technical documentation including calibration method, sensitivity verification, etc according to IEC TS 62478 

		10.5.7.2		4		The UHF PD sensors position will be internal installation 				©

		10.5.7.2.1		5		Manufacturer name of sensors According to appendix No. 4

		10.5.7.2.2		5		Type of sensors  According to IEC TS 62478 clause 4.3.3.2 

		10.5.7.2.3		5		Location of sensors According to IEC TS 62478 clause 6.2

		10.5.7.2.4		5		PD measuring instrument According to appendix No. 4

		10.5.7.2.5		5		The UHF PD sensors included protection device 				©

		10.5.8		3		Prevention Of Dielectric Strength Reduction

		10.5.8.1		4		The surface roughness of conductors and of the metallic enclosures shall be such that no reduction in dielectric strength occurs under the influence of the electric field strength				yes

		10.5.8.1.1		5		Conductor (μm)				yes

		10.5.8.1.2		5		Inner surface of enclosure (μm)				yes

		10.5.9		3		Structural Support And Associated Steel Work

		10.5.9.1		4		The Contractor shall supply all the steelwork necessary for fixing and supporting the GIS and the associated equipment. (including supports for ducts outside the building)				yes

		10.5.9.2		4		The design of supporting steel structure shall permit total accessibility				yes

		10.5.9.3		4		The GIS will be Anchored (fixing and supporting)  by welding the GIS construction to the cast iron plates in the concrete floor or by bolts. 

		10.5.9.3.1		5		Please provide a detailed description of the anchoring method

		10.5.9.4		4		System of personnel crossovers, access platforms and/or decking, staircases and ladders provided with hand railings shall be included for easy access to all components . The sloping of stairs shall be less than 45° , planning subject to customer approval				©

		10.5.9.5		4		In addition, a system of movable platforms shall be included, for access to the switchgear components				GROV
or Equivalent

		10.5.9.6		4		All metallic frames, rails and the like, fixed in the floor concrete for supporting and fixing the switchgear, the local control panels, etc., shall be provided and mounted by the Contractor of the civil work, according to the indications of the Contractor of the GIS

		10.5.9.7		4		All other metallic parts (supporting structures, access platforms, etc.) shall be included in the GIS scope of supply

		10.5.9.8		4		Suitable shields and/or seals for closing the apertures in the walls of the GIS building, through which pass the SF6 duct connections to the transformers and overhead lines, shall be included in the GIS scope of supply

		10.5.9.9		4		The shields and seals shall be water and weatherproof and shall withstand the service conditions indicated in this Specification

		10.5.9.10		4		They shall be so designed as to be easily mounted or removed

		10.5.9.11		4		The shields and seals provided by Contractor will be fixed against building frames. The GIS Contractor shall make proposals for the complete arrangement and shall cooperate with the Purchaser in order to arrive at the most suitable solution

		10.5.9.12		4		all  cable trays onto the GIS and inside the Local Control Cubicles (LCC) that necessary for the completion of GIS project is included

		10.5.9.13		4		all HV pipes (duct) that go from GIS room to outside  will be coverd  and sealing with dedicated covers. All the covers shall include all parts requiered for proper sealing.

		10.5.9.14		4		The finish and painting of the structural support and associated steel work shall be according to appendix No. 2 and shall enable withstanding the service conditions under Subcl. 10.1:

		10.5.9.14.1		5		Hot dip indoor parts:

		10.5.9.14.1.1		6		Hot dip galvanized thickness (µm)				Average   90

		10.5.9.14.1.2		6		The painting shall be acc. to Appendix No.2 Subcl. 3.1.1 in one of the following painting system:

		10.5.9.14.1.2.1		7		Liquid paints – Epoxy polyamide (µm)				40+50

		10.5.9.14.1.2.2		7		Electrostatic powder painting (µm)				60

		10.5.9.14.2		5		Hot dip outdoor parts:

		10.5.9.14.2.1		6		Hot dip galvanized thickness (µm)				Average   90

		10.5.9.14.2.2		6		The painting shall be acc. to Appendix No.2 Subcl. 3.2.1 in one of the following painting system:

		10.5.9.14.2.2.1		7		Liquid paints – Epoxy polyamide (µm)				70 + 50

		10.5.9.14.2.2.2		7		Electrostatic powder painting (µm)				60+60

		10.5.9.14.3		5		Electrolytically galvanizing parts with minimum zinc layer (µm)				20

		10.5.9.14.3.1		6		The painting of indoor parts shall be acc. to Appendix No. 2 Subcl. 3.1.2 in one of the following painting system:

		10.5.9.14.3.1.1		7		Liquid paints – Epoxy polyamide (µm)				70

		10.5.9.14.3.1.2		7		And two component aliphatic polyurethane (µm)				50

		10.5.9.14.3.1.3		7		Electrostatic powder painting (µm)				80

		10.5.9.14.3.2		6		The painting of outdoor parts shall be acc. to Appendix No. 2 Subcl. 3.2.2 in one of the following painting system:

		10.5.9.14.3.2.1		7		Liquid paints – Epoxy polyamide (µm)				100

		10.5.9.14.3.2.2		7		And two component aliphatic polyurethane (µm)				50

		10.5.9.14.3.2.3		7		Electrostatic powder painting (µm)				60+60

		10.5.10		3		Earthing				©

		10.5.10.1		4		The earthing shall include all the metallic parts of the switchgear which are normally not energized (enclosures, supports, bases, pipes, doors, operating mechanism cabinet etc.)

		10.5.10.2		4		enclosures,  pipes and operating mechanism cabinet will be grounded with a dedicated conductor and not with a mechanical connection between the elements 

		10.5.10.3		4		earthing must be done  with a grounding conductor or by welding, a mechanical connection will not be considered an electrical connection.

		10.5.10.4		4		The continuity of the earthing circuits shall be ensured taking into account the thermal and electrical stresses caused by the current they may have to carry

		10.5.10.5		4		The GIS. earthing as well as the earthing system in the entire building shall be proposed with the bid and supplied by the Contractor, based on his equipment and design arrangement (except the attenuation grid for very fast transient laid in building floor). Meshed earthing system may improve EMC. Please give your comments 

		10.5.10.6		4		Please take into consideration in your GIS. design that the main earthing system in the entire building supplied by Purchaser shall be made of hot dip galvanized steel

		10.5.10.7		4		All necessary ground pads, flat copper and copper rope bars and conductors for earthing the switchgear, the structural support steel work, the local control panels including their doors etc., shall be provided by Contractor

		10.5.10.8		4		The rest of the earthing system (outside the GIS. building) will be provided by Purchaser

		10.5.10.9		4		The ground pads shall be copper faced

		10.5.10.10		4		If portable devices for temporary earthing when carrying out maintenance work are considered necessary and/or useful, additionally to the required earthing switches, the Contractor shall propose a set of such devices

		10.5.10.11		4		Ground pads for temporary earthing shall be provided in this case

		10.5.10.12		4		As an additional measure for the safety of personnel, it should be possible to ascertain that a particular section of the plant is dead before an earth switch is closed

		10.5.10.13		4		The ground pad connections shall be rated for the one (1) second short-time current ratings of the GIS equipment (kA)				
50  ©

		10.5.10.14		4		The earthing terminals shall be acc. to: IEC 62271-1:2021 Subcl.6.3 
And shall be marked acc. to: IEC 60417:2025

		10.5.10.15		4		The maximum potential difference between any point on the enclosure and the nearest ground pad or between any two points on adjacent enclosures shall not exceed for the maximum internal or external design fault current (V)				
65  ©

		10.5.10.16		4		The Manufacturer is required to supply his recommendations for steps to be taken before such operations are carried out to ensure safety for personnel

		10.5.10.17		4		The Manufacturer shall indicate in his offer steps taken to mitigate transient ground rise effects on disconnector operation

		10.5.10.18		4		Movable parts of the local control panels such as doors or hinged equipment frames must be effectively earthed to the frame by three (3) braided copper strips, according EVK – 7351-1,Fig. 1. 				Yes

		10.5.10.19		4		The earthing strips must be of tinned braided copper (and not round copper conductors).				Yes

		10.5.10.20		4		Data of braided copper strips:				Width ≥ 20mm.
Cross-section ≥ 16mm

		10.5.10.21		4		Proper terminations must be fitted to both ends (press/pinch fit) with a hole for bolting them firmly to the items to be connected.				Yes

		10.5.10.22		4		The surfaces to which the grounding strips are bolted must be electrically conducting (by thoroughly removing the paint from the connection point) and non-corroding (after the connection of the grounding strip is completed, the connection point should be coated with anti-corrosion material).				Yes

		10.5.10.23		4		If the contact surface is aluminum, a CuPAl (copper plated aluminum) washer must be inserted between the grounding strip and the aluminum to prevent corrosion. 				Yes

		10.5.11		3		Interlocks

		10.5.11.1		4		Interlocking between different items of switchgear shall be carried out, acc. to: IEC 62271-203:2022 Subcl.6.12				©

		10.5.11.2		4		Principal interlocking logic schemes are attached in APPENDIX 12

		10.5.11.3		4		The switchgear interlocking shall be performed by two redundant systems:

		10.5.11.3.1		5		Inner and inter-bay wiring 				©

		10.5.11.3.2		5		Digital bay controller logic interlocks schemes to be implemented by the BCU.    to be implemented by IECo.				©

		10.5.11.3.3		5		Transformer and auto-transformer bays, will include interlocks with disconnectors and earthing switches from medium voltage (for auto-transformer from EHV voltage) side. The LCC will inculde allocated terminals for that purpose				©

		10.5.11.3.4		5		The following interlocking release switches, provided with a key, shall be mounted in control cubicle:

		10.5.11.3.4.1		6		For line and transformer bays:

		10.5.11.3.4.1.1		7		Main Interlocking release

		10.5.11.3.4.1.2		7		Line earthing switch interlocking release

		10.5.11.3.4.1.3		7		Bus earthing switch interlocking release

		10.5.11.3.4.2		6		For coupler bays:

		10.5.11.3.4.2.1		7		Main Interlocking release

		10.5.11.3.5		5		Manufacturer shall indicate additional or alternative interlocks and shall give all the necessary information of the purpose and function of interlocks

		10.5.11.3.5.1		6		The Purchaser reserves himself the right, to provide his own amendments to the interlock logics, during approval of electrical circuit diagrams 

		10.5.11.4		4		Manufacturer shall submit with the tender a clear description of the interlock conditions in terms of Boolean algebra and/or logic gates

		10.5.11.5		4		Apparatus installed in main circuits and used for ensuring isolating distances during maintenance works or earthing shall be provided with visible locking devices (e.g. padlocks)

		10.5.12		3		Control Cubicle

		10.5.12.1		4		For local control and supervision of the switchgear one control cubicle shall be provided for each bay on one side close to the wall of GIS room. The height of the cubicle shall not exceed 2.2 m and the minimum width shall be two (2) m. Final dimensions will be given during approval of control cubicle drawing				Yes

		10.5.12.2		4		Degree of protection				IP 54

		10.5.12.3		4		 HV GIS substation digital control system will be supplied by IECo.
The Local Control Cubicle will not include an integrated BCU. 


		10.5.12.3.1		5		 A detailed scheme of the control system ready for BCU connection, and a detailed equipment list of the control system shall be provided				©

		10.5.12.3.2		5		space must be left for BCU installation, terminal blocks must also be added for internal wiring.  Final dimensions and number of terminals will be given during approval of control cubicle drawing

		10.5.12.4		4		Each LCC shall include the following digital units (indicate type and manufacturer):

		10.5.12.4.1		5		Mimic diagram and local control facilities

		10.5.12.4.2		5		Metering unit

		10.5.12.4.3		5		Gas monitoring unit

		10.5.12.4.4		5		Alarm annunciation unit

		10.5.12.5		4		Each control cubicle shall be designed with the following features:

		10.5.12.5.1		5		Stable framework. Indicate material and thickness of material (mm)

		10.5.12.5.2		5		Front door with cut-out covered with plexiglas for easy visibility of the equipment				Yes

		10.5.12.5.3		5		Bottom plates equipped with cable glands. The bottom plate for customer’s cable shall be removable				Yes

		10.5.12.5.4		5		LCC floor will be designed to be stepped on by a person for maintenance and wiring purposes.				Yes

		10.5.12.5.5		5		Solid copper earthing bar (indicate cross section)				Yes

		10.5.12.5.6		5		The anchoring of LCC to floor will be designed acc. to IEEE 693, Annexure A (A4) and L 
Attach proposed drawing 				Yes

		10.5.12.5.7		5		Painting of LCC:   Fill in APPENDIX 11

		10.5.12.6		4		For LCC made of Aluminum the painting  shall be acc. to Appendix No.6 with one of the following painting systems:

		10.5.12.6.1		5		Liquid Coating – Polyamide epoxy (µm)

		10.5.12.6.2		5		 Polyurethane (µm)

		10.5.12.6.3		5		Powder coating – Pure Polyester (µm)

		10.5.12.7		4		For CC made of steel the painting  shall be acc. to Appendix No.6 with one of the following painting systems:

		10.5.12.7.1		5		Liquid Coating – Polyamide epoxy (µm)

		10.5.12.7.2		5		 Polyurethane (µm)

		10.5.12.7.3		5		Powder coating – Phenolic epoxy (µm)

		10.5.12.7.4		5		and Pure Polyester (µm)

		10.5.12.7.5		5		Test report for cross cut test (see Subcl. 11.3.37) shall be provided acc. to ISO 2409

		10.5.12.8		4		Access to the internal equipment of the cubicle shall be from the front only

		10.5.12.9		4		The Manufacturer shall provide with his offer recommendations for the design arrangement of the control cables laying route between the control cubicles and the GIS equipment for each bay				Doc. Num.

		10.5.12.10		4		The cable between local control cubicles and operating mechanisms, monitoring on GIS, CT’s, VT’s and Harting plug-in connectors shall be supplied by Contractor				Yes

		10.5.12.11		4		The cable between local control cubicles and operating mechanisms, monitoring on GIS,(apart from CT’s, VT’s) will include  Harting plug-in connectors in both end of the cable and shall be supplied by Contractor				Yes

		10.5.12.12		4		Integrated local control cubical (if applicable), optional .

		10.5.12.12.0.0.0.1		8		an integral LCC will be in addition to LCC  in front of the GIS and not as an alternative.

		10.5.12.12.0.0.0.2		8		For integrated local control and supervision of the switchgear two (2) control cubicles shall be provided for each bay, one in front of the GIS close to the wall of GIS room and the other will be on the GIS. The height of the integrated cubicle shall not exceed 2.2 m.    Final dimensions will be given during approval of control cubicle drawing

		10.5.12.12.1		5		Degree of protection				IP 54

		10.5.12.12.2		5		Iintegrated LCC includes following functions: (in case that an integral LCC implemented the following functions are not needed in the LCC  in front of the GIS)

		10.5.12.12.2.1		6		Circuit breaker ON/OFF and control (anti pumping, phase discrepancy, spring charge time
supervision)

		10.5.12.12.2.2		6		Motor Disconnector / Earthing Switch (ON/OFF)

		10.5.12.12.2.3		6		Disconnectors / Earthing Switches / Fast Earthing Switches (DS/ES/EF) control (operation time
supervision, multiple operation prevention)

		10.5.12.12.2.4		6		Local and remote control commands

		10.5.12.12.2.5		6		Bay to bay interlocking

		10.5.12.12.2.6		6		interlock override (bypass) 

		10.5.12.12.2.7		6		On-line monitoring of SF6 density in each compartment (see Subcl. 10.5.14)

		10.5.12.12.2.8		6		On-line monitoring of PD (see Subcl. 10.5.7)

		10.5.12.12.3		5		The cable between integrated local control cubicles and operating mechanisms, monitoring on GIS,(apart from CT’s, VT’s) will include  Harting plug-in connectors in both end of the cable and shall be supplied by Contractor

		10.5.12.13		4		Steel work and accessories for integrated LCC 

		10.5.12.13.1		5		Stable framework. Indicate material and thickness of material (mm)

		10.5.12.13.2		5		Two frontal doors, easy access for installation or maintenance from the front when the doors are opened

		10.5.12.13.3		5		Bottom plates equipped with cable glands. The bottom plate for customer’s cable shall be removable

		10.5.12.13.4		5		access from the rear side,  removable rear panel, top panel can be also
dismount if necessary

		10.5.12.13.5		5		Lighting

		10.5.12.13.6		5		Anti condensation heater

		10.5.12.14		4		Dimensions:

		10.5.12.14.1		5		height 

		10.5.12.14.2		5		depth 

		10.5.12.14.3		5		width 

		10.5.12.15		4		Painting of LCC:   Fill in APPENDIX 11

		10.5.12.16		4		For LCC made of Aluminum the painting  shall be acc. to Appendix No.6 with one of the following painting systems:

		10.5.12.16.1		5		Liquid Coating – Polyamide epoxy (µm)

		10.5.12.16.2		5		 Polyurethane (µm)

		10.5.12.16.3		5		Powder coating – Pure Polyester (µm)

		10.5.12.17		4		For CC made of steel the painting  shall be acc. to Appendix No.6 with one of the following painting systems:

		10.5.12.17.1		5		Liquid Coating – Polyamide epoxy (µm)

		10.5.12.17.2		5		 Polyurethane (µm)

		10.5.12.17.3		5		Powder coating – Phenolic epoxy (µm)

		10.5.12.17.4		5		and Pure Polyester (µm)

		10.5.12.17.5		5		Test report for cross cut test (see Subcl. 11.3.37) shall be provided acc. to ISO 2409

		10.5.12.18		4		Mimic diagram and local control facilities

		10.5.12.18.1		5		Each LCC will include a mimic diagram for local control and monitoring of the bay. The switchgear control devices in each LCC shall be integrated in that mimic diagram.

		10.5.12.18.2		5		A common LOCAL/REMOTE selector switch for  each bay shall be mounted in control cubicle for selecting the desired mode of operation

		10.5.12.18.3		5		In the LOCAL control mode all the control operations of the bay will be executed only from the LCC mimic diagram

		10.5.12.18.4		5		In the REMOTE control mode all the control operations of the bay will be executed only from the bay's control relay

		10.5.12.18.5		5		The mimic diagram with all necessary position indicators shall be provided on the LCC panel, so that clear and complete indication is given at any time on the position of the breakers, disconnectors and earthing switches of each bay

		10.5.12.18.6		5		Position indicators for CB, disconnectors and earthing switches shall be provided with three indicating positions: (1) open, (2) close, (3) no voltage

		10.5.12.18.7		5		The (OPEN/CLOSE) push buttons for the line high speed earthing switch shall be provided with a key

		10.5.12.18.8		5		Green and red push buttons shall be mounted in the LCC for local opening (red) and closing (green) of all switching devices except line high-speed earthing switches

		10.5.12.18.9		5		For circuit breaker the push buttons shall be rectangular and all others shall be circular

		10.5.12.18.10		5		The LCC shall include all the auxiliary equipment: relays, MCBs, low voltage switches, terminal blocks, etc., necessary for local and remote: control, alarm annunciation, measurings, interlocking etc., of the bay.

		10.5.12.18.11		5		For each MCB, a label with description of MCB function, shall be provided

		10.5.12.18.12		5		LCC  control circuits voltage (V. DC)				
© 220 

		10.5.12.18.13		5		For each alarm 3 (three) NO potential free contacts will be available: 1(one) for LCC local alarm unit, 1(one) for remote alarm, 1(one) for bay's control relay (220V-DC)				
© 

		10.5.12.18.14		5		Internal, automatically operated lighting of the electrical unit to provide good working conditions shall be provided

		10.5.12.18.15		5		Heating of the LCC shall be provided:

		10.5.12.18.16		5		Heaters shall be provided with thermostats for temperature regulation

		10.5.12.18.17		5		Number of heaters for each LCC

		10.5.12.18.18		5		Rated voltage (V.-A.C. single phase)				230

		10.5.12.18.18.1		6		Rated power (W/heater)

		10.5.12.18.18.2		6		Total power required by all heaters (W)

		10.5.12.18.19		5		On-line monitoring of CB mechanism

		10.5.12.18.20		5		On-line monitoring of SF6 density in each compartment (see Subcl. 10.5.14)

		10.5.12.18.21		5		On-line monitoring of PD (see Subcl. 10.5.7)

		10.5.12.19		4		All LCC Legends  shall be in English 

		10.5.12.20		4		The LCC design and its accessories will ensure an optimal EMC  

		10.5.12.21		4		Details of the control, measurements and monitoring circuits of the LCC as well as the detailed design will  be jointly decided  by Contractor and Purchaser

		10.5.12.22		4		Modifications of the LCCs to the Purchaser's requirements during the design stage shall not involve additional costs

		10.5.13		3		Digital metering unit:

		10.5.13.1		4		One or some digital metering units shall be mounted on the face of each LCC

		10.5.13.2		4		The metering units shall include  number of measurements, monitoring and metering functions as follows:

		10.5.13.2.1		5		Phase voltage for phases 1, 2, 3 (in line, transformer and metering bays)

		10.5.13.2.2		5		Line voltage between phases 1, 2, 3 (in line, transformer and metering bays)

		10.5.13.2.3		5		Currents for phases 1, 2, 3 (in line, transformer and coupler bays)

		10.5.13.2.4		5		Active power for phases 1, 2, 3 and active power of the bay (in transformer bays)

		10.5.13.2.5		5		Reactive power for phases 1, 2, 3 and reactive power of the bay (in transformer bays)

		10.5.13.2.6		5		Active energy for phases 1, 2, 3 and active energy of the bay (in transformer bays)

		10.5.13.2.7		5		Rective energy for phases 1, 2, 3 and reactive energy of the bay (in transformer bays)

		10.5.13.2.8		5		Frequency (in measuring bay)

		10.5.13.3		4		Indicate the number and type of metering units for the above functions installed in each LCC:

		10.5.13.3.1		5		Line bay LCC

		10.5.13.3.2		5		Transformer bay LCC

		10.5.13.3.3		5		Coupler bay LCC

		10.5.13.3.4		5		Measuring bay LCC

		10.5.13.4		4		Technical data for metering unit:

		10.5.13.4.1		5		Each LCC will include only the metering unit/units alocated to its corresponding bay. Communication between metering units or other systems in other LCCs is strictly prohibited

		10.5.13.4.2		5		If required the metering units may have serial data communication interface for local connection with a laptop for performing local settings, downloading data etc.

		10.5.13.4.3		5		Preferebly the metering unit/units serial data communication interface will be USB-2 or RJ45 communication ports. Up-to-date drivers USB-2 or RJ45 communication ports shall be included. Those drivers will support the latest Microsoft OS at delivery date, as well as its two earlier versions.

		10.5.13.4.4		5		Number of analog inputs / outputs of the metering unit/units per LCC 

		10.5.14		3		Gas monitoring system (Optional)

		10.5.14.1		4		A  gas monitoring system will be  one of the following  gas monitoring system: ABB MSM system, Siemens GDM-Guard or GE BWatch3 or similar . 

		10.5.14.2		4		The gas monitoring system shall include the following items: 

		10.5.14.2.1		5		Sensors in each gas compartment (indicate type and manufacturer of sensor)

		10.5.14.2.2		5		All sensors of each bay will communicate with the bay's gas module via serial communication link (indicate type and manufacturer of gas module)

		10.5.14.2.3		5		The bay's gas module shall perform the following monitoring functions:

		10.5.14.2.4		5		Gas density calculation based on pressure and temperature acquisition and alarms

		10.5.14.2.5		5		Gas leakage  alarms

		10.5.14.2.6		5		Gas leakage measurements 

		10.5.14.2.7		5		 enclosure overheating/ overpressure detection

		10.5.14.2.8		5		Management of gas compartment re-filling 

		10.5.14.3		4		HMI shall display the current gas density reading of each gas compartment and for alarm functions

		10.5.14.4		4		The gas module of a specific bay will transmit all the information required for alarms and interlocks to the bay's control circuits, bay's alarm unit, and bay's control relay, using dry contacts only. Communication between the bay's gas module and other bay  gas modules or other systems in other LCCs is strictly prohibited. 

		10.5.14.5		4		The gas modules will have serial data communication interface for local connection with a laptop for performing local settings, downloading data etc.

		10.5.14.6		4		Preferebly the gas modules serial data communication interface will be USB-2 or RJ45 communication ports. Up-to-date drivers USB-2 or RJ45 communication ports shall be included. Those drivers will support the latest Microsoft OS at delivery date, as well as its two earlier versions.

		10.5.14.7		4		The digital gas monitoring system will be synchronized by the GPS system, and will perform time tagging of the incoming signals in a resolution of at least 1 (one) millisecond.

		10.5.14.8		4		GPS system will include: GPS Time Synch Unit, cables (cable length will suit the need of the SS and no less than 40 meters), GPS firewall (if needed), GPS antenna and surge arester

		10.5.14.9		4		The digital gas monitoring system will be provided with the required non-volatile memory for storage of at least: 200 time-tagged event records

		10.5.14.10		4		The digital gas monitoring system shall include programmable scheme logic that allows customizing the control functions, gas density level setting and to program the functionality of the optically isolated inputs, relay outputs and LED indications.
The programmable scheme logic comprises gate logic and general-purpose timers. 
The programmable scheme logic configuration-software shall be fully compatible with Microsoft's best of breed (The latest commercial version available upon delivery time) operating system, in English and included in the scope of supply.

		10.5.14.11		4		Voltage  of Power Supply Unit of the digital gas monitoring system will be 220VDC

		10.5.14.12		4		Preferebly each gas modules will be equiped with two redundant Power Supply Units 

		10.5.14.13		4		The control and protection circuits associated with the gas monitoring devices shall be supplied with the switchgear as part of this Contract

		10.5.14.14		4		Complete scheme of SF6 gas monitoring, alarm, indications etc., circuits, as well as the wiring schemes to all devices involved in these circuits, shall be supplied as part of the electrical design of the switchgear and LCCs.

		10.5.15		3		Alarms

		10.5.15.1		4		Each LCC will be equiped with an Alarm Unit mounted on its front panel. The Alarm Unit will have at least 32 seperate channels. The Alarm Unit will display information relating to malfunctions in the switchgear, the equipment installed in the LCC, LCC auxiliary voltages, etc. 

		10.5.15.2		4		The front panel of the Alarm System will be equipped with one high- visibility wide angel LED for each alarm (channel). The LEDs will operate to indicate an alarm position. A legend plate will be located near each LED.  The legends shall be in English


		10.5.15.3		4		Detailed alarm list for each bay type will  be jointly decided  by Contractor and Purchaser

		10.5.15.4		4		3 (three) NO potential free contacts for customer use shall be wired to the terminals of the control cubicle for each alarm;
 1(one) for local alarm (220 V-DC),
 1(one) for remote alarm (220 V-DC),
 1(one) for bay control relay (220 V-DC)  				
©

		10.5.15.5		4		The alarm and trip signals, as well as indications and control on all SF6 gas monitoring circuits from the various compartments of a primary circuit shall be grouped together at the front of the cubicle of the associated primary circuit. Alarm and trip signals shall be displayed separately

		10.5.16		3		Auxiliary And Control Circuits

		10.5.16.1		4		The auxiliary and control circuits and devices, as well as the wiring shall be executed and mounted, acc. to IEC 62271-203/2022 and IEC 62271-1/2021 Subcl. 6.4

		10.5.16.2		4		The graphical symbols for diagrams shall be according to IEC 60617:2025

		10.5.16.3		4		All denominations used by manufacturer shall be according to IEC 81346:2022,the Item Designation in Electro-technology standard

		10.5.16.4		4		Unless otherwise required in this Specification, control wiring, terminal blocks, arrangement of wiring shall be designed according to Israel Electric Co. standard EPD-3/99 Appendix No. 8

		10.5.16.5		4		The Purchaser can furnish the following power supply voltages:

		10.5.16.5.1		5		Heating purposes (V- AC single phase)				230

		10.5.16.5.2		5		Motor of operating mechanism (V -DC)				220
 (+10% -15%)

		10.5.16.5.3		5		Control circuits (V -DC)				220
 (+10% -15%)

		10.5.16.5.4		5		Alarm circuits (V-DC)				220
 (+10% -15%)

		10.5.16.6		4		All wiring and cables from CT's, VT's, gas sensors  and operating mechanisms shall be mounted in screen-covered ducts fixed on supporting structure

		10.5.16.7		4		All wiring for auxiliary equipment and operating devices for connection to Purchaser's cables shall be terminated at terminal blocks in the LCC. Preferebly in the lower part of the LCC.

		10.5.16.8		4		Current circuits and voltage circuits shall be in separate cables

		10.5.16.9		4		Control circuits and power circuits shall be in separate cable

		10.5.16.10		4		D.C. voltage distribution to the control cubicles shall be according to drawing no. EVK- 6862. Separate cables shall be provided for DC1, DC2 and AC circuits

		10.5.16.11		4		Shielding quality - All control and measurement cables will have no less than 80% cover factor

		10.5.16.12		4		Except for DC and AC power supply cables, all control and measurement cables are shielded. The shielding of each cable is grounded on both sides of the cable. The LCC will include all the necessary means for grounding each of the cable shieldings.				yes©

		10.5.16.13		4		All wiring and cables (GIS to LCC) shall not contain a substance that can causes allergic reactionas (e.g fiber glass) a result of the processing of the cable.

		10.5.16.14		4		All wiring and cables (GIS to LCC) shall not causes an environmantal hazard as a result of the processing of the cable.

		10.5.16.15		4		All wiring and cables (GIS to LCC) will have a maximum of 40 cores.				
©

		10.5.16.16		4		Contractor shall supply all the cables between the LCCs and the switchgear.

		10.5.16.17		4		All wires in one cable will belong to one electrical circuit, and will be fed from a common MCB

		10.5.17		3		Terminals

		10.5.17.1		4		Type of terminals shall be as follows:

		10.5.17.1.1		5		Current circuits (6-16 mm2, 500V)				Phoenix UGSK/s

		10.5.17.1.2		5		Voltage circuits (4-16 mm2, 500V)				Phoenix
URTK/s

		10.5.17.1.3		5		Control and alarm circuits (4-10 mm2, 750V)				Phoenix
UK 6N

		10.5.17.1.4		5		Remote signal and alarm circuits (1.5-4 mm2, 750V)				Phoenix
UK 6N

		10.5.17.2		4		Each terminal block shall be provided with at least 10% spare terminals

		10.5.17.3		4		The blocks shall be spaced to allow ample clearance on all sides

		10.5.17.4		4		The terminals shall be with facility for plug connection on both sides for circuit breakers and disconnectors (indicate type)

		10.5.17.5		4		The connection between LCC and Customer's cubicles and/or systems shall be always through terminals

		10.5.18		3		WIRING

		10.5.18.1		4		Wiring shall be carried out with flexible conductors with a preferred cross section as follow:

		10.5.18.1.1		5		Control and alarm circuits with current lower than 0.5 A (mm2)				≥ 1.5

		10.5.18.1.2		5		Control and alarm circuits with current higher than 0.5 A (mm2)				≥ 2.5

		10.5.18.1.3		5		CT secondary circuits (mm2)				≥ 6

		10.5.18.1.4		5		VT secondary circuits (mm2)				≥ 4

		10.5.18.2		4		The wires with XLPE insulation shall be for 1000V rated voltage

		10.5.18.3		4		In case of connection by means of sockets, the Contractor shall supply spare pins (minimum 5) for Purchaser’s spare cores in cables as well as spare wiring (minimum 5) from sockets to bays switchgear. Please indicate the number of spare pins and wiring provided

		10.5.18.4		4		The type of sockets shall be Harting type 				
©

		10.5.18.5		4		EMC requirements shall be taken into consideration in all phases of planning the layout of the GIS equipment acc. to IEC 62271-203:2022 Subcl.7.9

		10.5.18.6		4		The contractor shall use a combined EMC hardened secondary cables and EMC hardened connectors with a minimum transfer impedance

		10.5.18.7		4		All cables shall be screened and the screen shall be earthed at both cable ends. The cables shall be coated with an external PVC sheath

		10.5.18.8		4		All wiring insulation and terminal blocks shall be flameproof protected acc. to ASTM D635

		10.5.18.9		4		The Purchaser reserve himself the right to give his amendments to the design during approval of electrical circuit diagram drawings

		10.5.18.10		4		all cable tray necessary for the completion of GIS project is included

		10.5.19		3		Auxiliary position contacts for circuit breakers, disconnectors and earthing switches:

		10.5.19.1		4		Auxiliary position contacts shall be provided and operated directly by each operating mechanism to indicate positively whether each pole is open or closed.

		10.5.19.2		4		The contacts shall comply with IEC 61810-2/2005 and shall be designed for V- DC				250 ©

		10.5.19.3		4		Auxiliary contacts shall be clearly and durably marked

		10.5.19.4		4		The number of normally open (NO) and normally closed (NC) contacts per each operating mechanism, for customer's use shall not be less than				©
6NO + 6NC

		10.5.19.5		4		These contacts shall be wired to terminals in the LCC

		10.5.19.6		4		Multiply by position repeat relays, of no more than 4NO + 4NC position contacts of the mechanism, out of the total number of the mechanism position auxiliary contacts for the customer's use is acceptable, but only by two separate  position repeat relays. One is powered through NO position contact of themechanism, and the other is powered through NC position contact of the mechanism. In this case the Contractor will prepare via the contacts of theses position repeat relays a supervisory alarm which indicates no voltage or faulty position of the  relays.

		10.5.19.7		4		position contact class				1

		10.5.19.7.1		5		Rated and making current for position contacts shall be continuously at least (A-D.C.)				10

		10.5.19.7.2		5		Rated short time withstand current A DC/msec				100/30

		10.5.19.7.3		5		Breaking current at 220V D.C. with a circuit time constant of a least 20 ms shall be at least (A-D.C.)				2

		10.5.19.8		4		position contacts shall be easily accessible for connection, inspection and adjustment

		10.5.20		3		MCB

		10.5.20.1		4		Suitable MCB's as necessary for protection of the power supply, control, and measuring circuits shall be provided. All MCB's shall be monitored and the tripping of MCB shall be remote signaled

		10.5.20.1.1		5		Data for AC MCB:

		10.5.20.1.1.1		6		Manufacturer/type

		10.5.20.1.1.2		6		Rated current (A)

		10.5.20.1.1.3		6		Short circuit current (kA)				10

		10.5.20.1.1.4		6		Number of auxiliary contacts				2NO +2NC

		10.5.20.1.2		5		Data for DC MCB:

		10.5.20.1.2.1		6		Manufacturer/type

		10.5.20.1.2.2		6		Rated current (A)

		10.5.20.1.2.3		6		Short circuit current (kA)				10

		10.5.20.1.2.4		6		Number of auxiliary contacts				2NO +2NC

		10.5.21		3		Bus Bars

		10.5.21.1		4		Type of bus bar conductors (denomination)

		10.5.21.2		4		Voltage ratings:				©

		10.5.21.2.1		5		Rated voltage (kV)				170

		10.5.21.2.2		5		One-minute power frequency withstand voltage (kV r.m.s.) according to IEC-62271-1 table 1

		10.5.21.2.3		5		Impulse withstand voltage (kV peak) according to IEC-62271-1 table 1

		10.5.21.3		4		Current ratings:				©

		10.5.21.3.1		5		Rated current (A)				4,000

		10.5.21.3.2		5		Rated peak withstand current (dynamic short circuit current) (kA peak)				125

		10.5.21.3.3		5		Rated short time (1sec) current (kA r.m.s.)				50

		10.5.21.4		4		Required bus bar design: each phase in a separate enclosure				©

		10.5.21.5		4		The bus bar conductors connections to be supplied for interconnecting the items of primary equipment, shall be in accordance with the following general requirements:

		10.5.21.5.1		5		Expansion joints shall be provided in the bus bar, conductor and connections wherever they are necessary

		10.5.21.5.2		5		The conductors shall be capable of carrying, without overheating or otherwise deteriorating, the rated current

		10.5.21.5.3		5		The diameter and surface finish of the conductors shall be such as to reduce the electrical surface stresses at maximum rated voltage in order to avoid corona discharges in the SF6 gas. This applies to joints and connections as well

		10.5.21.5.4		5		Mechanical Strength and Supports:

		10.5.21.5.4.1		6		All the conductors shall be sized so as to withstand without any damage or distortion the short-circuit forces

		10.5.21.5.4.2		6		Conductors shall be supported by insulators (or section barriers) spaced at such intervals that under short-circuit fault current conditions any transient reduction in the phase-to-phase or phase to earth clearance of the conductors (as a result of elastic bending or distortion) shall not cause any spark-over

		10.5.21.6		4		Bus bar conductor material

		10.5.21.7		4		General dimensions:

		10.5.21.7.1		5		Conductor outer diameter (mm)

		10.5.21.7.2		5		Conductor inner diameter (mm)

		10.5.21.7.3		5		Conductor cross section (mm²)

		10.5.21.7.4		5		Phase distance of bus bar conductors (mm)

		10.5.21.7.5		5		Length of one bay bus bar section (mm)

		10.5.21.7.6		5		Maximum unsupported length of conductor between insulators:

		10.5.21.7.6.1		6		Main bus bar conductor (mm)

		10.5.21.7.6.2		6		Ducts bus bar conductor (mm)

		10.5.22		3		Requirements For Cable Connections For GIS

		10.5.22.1		4		The 170 kV cable bays items  as indicated in Subcl. 4.5 (some of the items) shall include connections to underground cables by cable connection enclosure

		10.5.22.2		4		The cable connections shall be designed acc. to IEC 62271-209:2022 cable box must be suitable for indoor termination at 170kV.				©

		10.5.22.3		4		The cable connections shall be an integral part of this Specification and the Manufacturer of SF6 switchgear shall supply them including all necessary accessories, insulating, facilities, etc., needed for their operation, commissioning, testing, monitoring and maintenance Requirements and characteristics of cable connection enclosure				©

		10.5.22.4		4		The cable connection will be dry type for XLPE extruded cable acc. to IEC 62271 209:200 Fig. 4 and Fig. 5

		10.5.22.5		4		Rated voltage (kV)				170

		10.5.22.6		4		Number of phases in one enclosure				1

		10.5.22.7		4		Rated insulation level at minimum gas density:

		10.5.22.7.1		5		Lightning impulse withstand voltage (kV peak)				750

		10.5.22.7.2		5		Power frequency withstand voltage, 1min (kV r.m.s)				325

		10.5.22.8		4		Rated normal current (A)				3,150

		10.5.22.9		4		Maximum temperature with no heat transfer from the main circuit end terminal to the cable termination (C°)				90

		10.5.22.10		4		Rated short-time withstand current for 1 sec (kA)				50

		10.5.22.11		4		Rated peak withstand current (kApeak)				125

		10.5.22.12		4		The minimum functional pressure for insulation (pme) at 20 ºC shall be less than (MPa)				<0.35

		10.5.22.13		4		Rated filling pressure (pre) (MPa)				> pme

		10.5.22.14		4		Maximum operating pressure (MPa)				< 0.85

		10.5.22.15		4		Gas-pressure for dielectric test of cable termination at 20 C° (bar)				<pme +0.02

		10.5.22.16		4		Cooperation between SF6 GIS. Manufacturer and Cable Manufacturer is necessary to ensure suitable and safe cable sealing ends. Combined drawing of the cable box with the sealing end of the cable will be provided by the manufacturer of GIS. Confiemation of compatibility of the sealing end with the cable box will be carried out by IECo.

		10.5.22.17		4		The name's Cable Manufacturer will be made known by Purchaser to the SF6 switchgear Manufacturer in due time

		10.5.22.18		4		The cable sealing ends shall include:

		10.5.22.18.1		5		The tubular enclosure and the flanges (one flange to match the flanges of the switchgear and the other to suit the cable insulator, with its base fittings) shall be supplied by the SF6 Switchgear Manufacturer

		10.5.22.18.2		5		Direct connection by 4x35mm2 flexible non insulated Cu wire between GIS enclosure and cable flange shall be supplied by GIS manufacturer acc. to appended drawing no. EVK-8254 
Please send details of mounting 

		10.5.22.18.3		5		If nonlinear resistors are necessary to be connected between GIS enclosure and cable flange, they shall be supplied by the cable manufacture 
Please indicate the type of the recommended nonlinear resistors, number and characteristics and send details of their mounting 

		10.5.22.18.4		5		The cable insulator with the fittings and the head fitting, mounted on the cable conductor, supplied by a Cable Manufacturer

		10.5.22.19		4		The sealing ends shall be submitted to all the type tests or routine tests, according to IEC  62271-203:2022				©

		10.5.22.20		4		Suitable means shall be provided to enable the switchgear to be completely filled with SF6 gas and tested, even when a cable is not available and fitted into the SF6 switchgear

		10.5.22.21		4		The GIS. Manufacturer shall provided for cable connection the disconnecting and earthing facilities from GIS for performing H.V. tests on the power cables

		10.5.22.22		4		The indoor termination  designed for a rated voltage of 170kV, in case that the GIS is designed for a higher rated voltage, adapters must be provided, a ring and a contacts extension, this is to optimally fit the indoor termination to the cable box, according to standard IEC 62271-209:2022.
The GIS manufacturer will provide the adapters  ring and a contacts extension.


		10.5.22.23		4		The distance between a cable interface lower flange and a floor will be not less than (m)				≥3

		10.5.22.24		4		The insulation of the disconnecting facilities from GIS shall be capable of withstanding the following cable test voltage at minimum working density or pressure of SF6 gas in the sealing end. (AC test  - Uo for 24 hours or 150KV for one (1) hour, according to IEC 60840, in case another voltage or time needed, the voltage and time will be determined individually)

		10.5.22.25		4		Double cable connection

		10.5.22.25.1		5		IEC'o is intending to install double cable connections to enhance the transmission capacity of underground lines. The double cabe connections are  not part of the scope of the base order of this tender, but might be ordered in option/extension stages

		10.5.22.25.2		5		The 170 kV cable bay shall include 2(two) parallel connections to underground cables

		10.5.22.25.3		5		The cable connections shall be designed according to IEC 62271- 209:2019				©

		10.5.22.25.4		5		The cable connections shall be supplied including all necessary accessories, insulating, facilities, etc., needed for their operation, commissioning, testing, monitoring and maintenance requirements and characteristics of cable connection enclosure				©

		10.5.22.25.5		5		The cable connection will be dry type for XLPE extruded cable according to  IEC 62271-   209/2019 fig. 4,5

		10.5.22.25.6		5		Rated voltage (kV)				170

		10.5.22.25.7		5		Number of phases in one enclosure				1

		10.5.22.25.8		5		Rated insulation level at minimum gas density:

		10.5.22.25.8.1		6		Lightning impulse withstand voltage (kV peak)				750

		10.5.22.25.8.2		6		Power frequency withstand voltage, 1min (kV r.m.s)				325

		10.5.22.25.9		5		Rated normal current up to (A)				3,150

		10.5.22.26		4		Maximum temperature with no heat transfer from the main circuit end terminal to the cable termination (°C)				90

		10.5.22.27		4		Rated short-time withstand current for 1 sec (kA)				50

		10.5.22.28		4		Rated peak withstand current (kApeak)				125

		10.5.22.29		4		The minimum functional pressure for insulation (pme) at 20 ºC shall be less than (MPa)				<0.35

		10.5.22.30		4		Rated filling pressure (pre) (MPa)				>Pme

		10.5.22.31		4		Maximum operating pressure (MPa)				<0.85

		10.5.22.32		4		Gas-pressure for dielectric test of cable termination at 20 °C (bar)				< Pme+0.02

		10.5.22.33		4		Cooperation between SF6 GIS. Manufacturer and Cable Manufacturer is necessary to ensure suitable and safe cable sealing ends

		10.5.22.34		4		The name's Cable Manufacturer will be made known by Purchaser to the SF6 switchgear Manufacturer in due time

		10.5.22.35		4		The cable sealing ends shall include:

		10.5.22.35.1		5		The tubular enclosure and the flanges (one flange to match the flanges of the switchgear and the two others to suit the cable insulator, with its base fittings) shall be supplied by the SF6 Switchgear Manufacturer

		10.5.22.35.2		5		Direct connection by 4x35mm2 flexible non insulated Cu wire between GIS enclosure and cable flange shall be supplied by GIS manufacturer acc. to appended drawing no. EVK-8254 
Please send details of mounting  

		10.5.22.35.3		5		If nonlinear resistors are necessary to be connected between GIS enclosure and cable flange, they shall be supplied by the cable manufacture 
Please indicate the type of the recommended nonlinear resistors, number and characteristics and send details of their mounting 

		10.5.22.35.4		5		The cable insulator with the fittings and the head fitting, mounted on the cable conductor, supplied by a Cable Manufacturer

		10.5.22.36		4		The cable sealing ends shall be submitted to all the type tests or routine tests, according to IEC 62271 -203:2022				©

		10.5.22.37		4		Suitable means shall be provided to enable the switchgear to be completely filled with SF6 gas and tested, even when a cable is not available and fitted into the SF6 switchgear

		10.5.22.38		4		The G.I.S. Manufacturer shall provide for cable connection the disconnecting and earthing facilities from GIS for performing H.V. tests on the power cables

		10.5.22.39		4		The distance (hight) between cable connection and floor will be higher than (m)				≥3

		10.5.22.40		4		The indoor termination  designed for a rated voltage of 170kV, in case that the GIS is designed for a higher rated voltage, adapters must be provided, a ring and a contacts extension, this is to optimally fit the indoor termination to the cable box, according to standard IEC 62271-209:2022.
The GIS manufacturer will provide the adapters  ring and a contacts extension.


		10.5.22.41		4		The insulation of the disconnecting facilities from GIS shall be capable of withstanding the following cable test voltage at minimum working density or pressure of SF6 gas in the sealing end.(AC test  - Uo for 24 hours or 150KV for one (1) hour, according to IEC 60840, in case another voltage or time needed, the voltage and time will be determined individually)

		10.5.23		3		Requirements For SF6/Air Bushings

		10.5.23.1		4		The 170 kV connection to OH line and transformer bays items (some of the items)  as indicated in Subcl. 4.5, shall include Composite insulator SF6/air bushings.
note:  The terms used are in accordance with the definitions in IEC 61462 for composite insulator.				©

		10.5.23.1.1		5		Composite insulator

		10.5.23.1.1.1		6		Insulator Manufacturer

		10.5.23.1.1.2		6		Type (condenser or gas type)

		10.5.23.1.1.3		6		Rated voltage (kV)				170

		10.5.23.1.1.4		6		Rated insulation level at minimum dielectric gas density:

		10.5.23.1.1.4.1		7		Lightning impulse withstand voltage (kV peak)				750

		10.5.23.1.1.4.2		7		Power frequency withstand voltage, 1 min dry and wet. (kV r.m.s.)
Please describe the procedure of tests and indicate the hydrophobicity class of surface insulator				325

		10.5.23.1.1.5		6		Rated current  (A)				3,150

		10.5.23.1.1.6		6		Rated thermal short-time current (kA)				50

		10.5.23.1.1.7		6		Duration of short-time current (sec)				1

		10.5.23.1.1.8		6		Rated frequency (Hz)				50

		10.5.23.1.1.9		6		Outdoor heavy duty, high grade, high creepage-path type, Composite insulator suitable for the climatic, environmental and atmospheric conditions as described under Subcl. 10.1 shall be provided
note:   Type B of pollution severity and SPS class e (very heavy) as defined by IEC 60815-1/2008				Silicon rubber ©

		10.5.23.1.1.10		6		The insulators shall be "anti-fog" profiles of the alternate sheds or normal sheds type (according to fig. 2a or fig. 6 in IEC 60815-3/2008 and the enclosed drawings on APPENDIX 15) permitting easy access for greasing and cleaning to all surfaces

		10.5.23.1.1.11		6		Mounting of bushing:

		10.5.23.1.1.12		6		The material used in design of composite insulator (For example see drawing on APPENDIX 15)

		10.5.23.1.1.13		6		The insulators shall be only “windformed” type not “drop shaped edge”

		10.5.23.1.1.14		6		Color of insulator				grey

		10.5.23.1.1.15		6		Reference unified specific creepage distance  (RUSCD) (mm)
note:   The required value are for insulator with average diameter Da<300 mm. 				53.7mm/ kVph. to earth
5,280mm

		10.5.23.1.1.16		6		Corrected unified specific creepage distance USCD for insulator diameter (Kad) taking into consideration fig. 7b in IEC 60815-3/2008, for HTM (hydrophobicity transfer materials) with possible loss of hydrophobicity) (mm)

		10.5.23.1.1.17		6		Minimum creepage distance in SF6 (mm)

		10.5.23.1.1.18		6		Arcing distance (A) not less than : (mm)
note:   In case of lower value than 1500mm, the dielectric tests for offered insulator shall be provided to prove that the insulation withstand conditions are fulfilled.				≥1500

		10.5.23.1.1.19		6		Permissible value of loading:

		10.5.23.1.1.19.1		7		Service load (sum of all loads occurring simultaneously in service: conductor pull, conductor weight and wind) in any direction in space not less than (N)				2,700  ©

		10.5.23.1.1.19.2		7		Testing load for 60 sec. applied to the midpoint of the terminal, perpendicular to the bushing axis (N)				4,700  ©

		10.5.23.1.1.19.3		7		Short time load (sum of all loads occurring simultaneously in case of service and short-circuit) in any direction in space not less than (N)				6,700  ©

		10.5.23.1.1.19.4		7		Recommended rope pull (N)

		10.5.23.1.1.20		6		Wind load at wind velocity of 44 m/sec acc. to DIN  1055 (N)

		10.5.23.1.1.21		6		Seismic qualification of bushing acc. to IEC TS 61463 /2000

		10.5.23.1.1.21.1		7		Ground acceleration reference

		10.5.23.1.1.21.2		7		Simultaneous earthquake acceleration applied at the bushing flange taking into consideration seismicity of the site “ag“ acc. to in IEC 61463 Subcl. 6.2

		10.5.23.1.1.21.3		7		Horizontal acceleration “af “ (m/s²)

		10.5.23.1.1.21.4		7		Vertical acceleration (m/s²)

		10.5.23.1.1.21.5		7		Height of mounting of bushing (m)

		10.5.23.1.1.21.6		7		Testing method used

		10.5.23.1.1.22		6		Safety factors of insulator taking into consideration the requirements under Subcl. 10.5.28.2.191 (see Appendix No. 11) in the following conditions:
note:   Safety factor in Alt.B = Damage limit of the tube insulator//Bending moment

		10.5.23.1.1.22.1		7		Condition 1 – routinely expected load including
   - design pressure 100% (if applicable)
   - mass 100%,
   - rated terminal load 100% (tensile force on conductors,     
     weight of conductor and load to wind on conductor)
   - load do to wind on bushing 30%				> 2.1

		10.5.23.1.1.22.2		7		Condition 2– rarely occurring extreme loads including
   - design pressure 100% (if applicable)
   - mass 100%,
   - rated terminal load 50% (tensile force on conductors, 
     weight of conductor and load to wind on conductor)
   - load do to wind on bushing 100%
   - short circuit load 100%				> 1.5

		10.5.23.1.1.22.3		7		Condition 3– rarely occurring extreme loads including
   - design pressure 100% (if applicable)
   - mass 100%,
   - rated terminal load 70% (tensile force on conductors, 
     weight of conductor and load to wind on conductor)
   - load do to wind on bushing 10%
   - seismic load 100%				> 1.2

		10.5.23.1.1.23		6		The design of insulator will be only:				Tube type

		10.5.23.1.1.24		6		Describe the manufacturing process of composite insulator in separate document

		10.5.23.1.1.24.1		7		Method vulcanization				HTV

		10.5.23.1.1.24.2		7		Type of inorganic fillers added to polymer materials and concentration

		10.5.23.1.1.24.3		7		Describe the mechanism of hydrophobicity transfer and recovery and include details in connection with:

		10.5.23.1.1.24.3.1		8		Losing and recovery of hydrophobicity in time

		10.5.23.1.1.24.3.2		8		Losing and recovery of hydrophobicity in polluted conditions

		10.5.23.1.1.24.3.3		8		Losing and recovery of the hydrophobicity under rain conditions

		10.5.23.1.1.24.3.4		8		Changing of dielectric withstand characteristics at losing and recovery of hydrophobicity characteristic

		10.5.23.1.1.25		6		Send drawings with all the dimensions required and with manufacturing tolerances

		10.5.23.1.1.26		6		Materials:

		10.5.23.1.1.26.1		7		Housing:

		10.5.23.1.1.26.1.1		8		Wall thickness of the housing (mm)

		10.5.23.1.1.26.2		7		Interface:

		10.5.23.1.1.26.2.1		8		Between glass fibers and impregnating resin

		10.5.23.1.1.26.2.2		8		Between tube and housing

		10.5.23.1.1.26.2.3		8		Between various parts of the housing: between sheds and sheath

		10.5.23.1.1.26.2.4		8		Between housing, tube and end fittings

		10.5.23.1.1.26.3		7		Tube:

		10.5.23.1.1.26.4		7		End fitting

		10.5.23.1.1.27		6		Indicate if electrode or capacitive foil and film condenser body are provided

		10.5.23.1.1.28		6		Indicate if corona ring is necessary

		10.5.23.1.1.29		6		Specify the surface hydrophobicity level of the hollow insulator material at the time of installation acc. to IEC 62073:2016 
Indicate the measurement method and send test report.
Indicate also the difference between hydrophobicity level of upper and lower shed surface, if applicable 
Send also a graph including hydrophobicity distribution along the length of insulator 

		10.5.23.1.1.30		6		Specify the loss of hydrophobicity of sheds versus time, the loss of hydrophobicity in polluted zone and ability to recover hydrophobicity after loss

		10.5.23.1.1.31		6		Electric field level near end fittings (kV/cm)

		10.5.23.1.1.32		6		Recommended method to detect on site the defective insulators (send details)

		10.5.23.1.1.33		6		Limits of temperature inside the tube (highest/lowest) (°C/°C)

		10.5.23.1.1.34		6		Tube characteristics:

		10.5.23.1.1.34.1		7		External diameter (mm)

		10.5.23.1.1.34.2		7		Internal diameter (mm)

		10.5.23.1.1.34.3		7		Wall thickness (mm)

		10.5.23.1.1.34.4		7		Specified Mechanical load (SML) at room temperature (N)				> 11,175

		10.5.23.1.1.34.4.1		8		Deflection under bending load of SML (tube in irreversible plastic phase) (mm)

		10.5.23.1.1.34.4.2		8		Residual deflection after release of the above load (mm)

		10.5.23.1.1.34.5		7		Maximum Mechanical Load (MML) (N)				> 4,470

		10.5.23.1.1.34.5.1		8		Deflection under bending load (MML) (mm)

		10.5.23.1.1.34.5.2		8		Deflection under bending load 1.5xMML (tube in elastic phase) (mm)

		10.5.23.1.1.34.5.3		8		Residual deflection after release of the above load (mm)

		10.5.23.1.1.34.6		7		Specified internal pressure (SIP) (MPa)

		10.5.23.1.1.34.7		7		Maximum service pressure (MSP) (MPa)

		10.5.23.1.1.34.8		7		Maximum permissible axial stress (MPa)

		10.5.23.1.1.34.9		7		Maximum residual strain after bending load:

		10.5.23.1.1.34.9.1		8		MML load (µm/m)

		10.5.23.1.1.34.9.2		8		Damage limit load (µm/m)

		10.5.23.1.1.34.9.3		8		SML load (µm/m)

		10.5.23.1.1.34.10		7		Maximal tube residual deflection under bending load:

		10.5.23.1.1.34.10.1		8		MML load (mm)

		10.5.23.1.1.34.10.2		8		Damage limit load (mm)

		10.5.23.1.1.34.10.3		8		SML load (mm)

		10.5.23.1.1.34.11		7		Other method to determine the onset of deterioration (if applicable)

		10.5.23.1.1.35		6		Indicate if the influence of solar radiation is included in calculation of MSP

		10.5.23.1.1.36		6		Indicate method of attaching the metal end-fitting to the tube 
Describe also the checking methods 

		10.5.23.1.1.37		6		Indicate method of attaching the metal end-fitting to the tube 
Describe also the checking methods 

		10.5.23.1.1.38		6		Indicate if decomposition product resulted from interactions between interior surface of the tube and gaseous or liquid insulation materials

		10.5.23.1.1.39		6		Weight (kg)

		10.5.23.1.1.40		6		Required minimum air clearance "phase to phase/phase to earth" (m/m)

		10.5.23.1.1.41		6		Full type, sample and routine test reports shall be supplied acc. to IEC 61462:2023 and IEC 60137:2017

		10.5.23.1.2		5		Fill in APPENDIX 15

		10.5.24		3		REQUIREMENTS FOR CIRCUITS BREAKERS

		10.5.24.1		4		Type

		10.5.24.1.1		5		Type of circuit breaker (denomination):

		10.5.24.1.2		5		Type of mounting (horizontal preferable or vertical)

		10.5.24.1.3		5		The circuit breaker shall supplied in accordance with the requirements of IEC 62271-100:2021 and IEC 62271-203:2021 
Indicate the type of interrupting chamber 				©

		10.5.24.1.4		5		The circuit breaker shall be capable to break and make the capacitor banks (indicate max. value in MVAR)				©

		10.5.24.2		4		Electrical Data

		10.5.24.2.1		5		Breaking Capacity:				©

		10.5.24.2.1.1		6		Circuit breakers shall be ample and safe for protecting and instantly interrupting their circuit as specified in Subcl. 10.4.1 and 11 - “Properties” and “Tests &Inspections”, respectively

		10.5.24.2.1.2		6		The circuit breakers shall be substantially in the same mechanical conditions at the termination, as at the beginning, of the specified test duties

		10.5.24.2.1.3		6		Circuit breakers shall be capable for carrying rated voltage and their main current carrying parts shall be at the termination of the specified tests substantially in the same condition as at the beginning

		10.5.24.2.1.4		6		The breakers shall be restrike free for all operating duties except capacitive current breaking (see Subcl. 10.5.24.2.16). They shall be able to break any current up to the rated breaking current at any voltage up to maximum rated voltage

		10.5.24.2.1.5		6		The breakers shall be type C2 (very low expected probability of restrike during capacitive current breaking). This restrike performance in service shall be demonstrated by specific type test

		10.5.24.2.1.6		6		The breakers shall be class M2 proved by mechanical endurance test consist of 10,000 operating sequences without changing of the contacts

		10.5.24.2.1.7		6		Number of series connected breaking units per pole				1

		10.5.24.2.2		5		The circuit breaker shall have a monitoring system to ensure that all breaker poles are either open or closed

		10.5.24.2.3		5		Auto-Reclosing: The breakers shall be supplied suitable for single and three-phase rapid auto-reclosing duty, acc. to IEC 62271-100:2021 Subcl. 5.104				©

		10.5.24.2.4		5		Rated voltage Un (kV)				170

		10.5.24.2.5		5		Rated insulation level acc. to IEC 62271-100:2021 Subcl.5.3 				©

		10.5.24.2.5.1		6		Rated lightning impulse withstand voltage  1.2/50 sec full wave, both polarities “to earth/across open contacts” Up (kV peak)				750/860 

		10.5.24.2.5.2		6		Rated short duration power frequency withstand voltage 1 min. “to earth/across open contacts” Ud(kV r.m.s.)				325/375

		10.5.24.2.6		5		Rated normal current Ir. Indicate the overcurrent capability of the CB (if applicable)
note:   See one line diagrams in APPENDIX 17

		10.5.24.2.6.1		6		OH line, cable line and transformer bays (A)				3,150

		10.5.24.2.6.2		6		Transversal coupler bays (A)				4,000

		10.5.24.2.7		5		Rated short time withstand current (kA)				50

		10.5.24.2.7.1		6		Rated peak withstand current (kA peak)				125

		10.5.24.2.7.2		6		Rated duration of short circuit (sec) 				1

		10.5.24.2.8		5		Rated short-circuit breaking current at 170 kV:

		10.5.24.2.8.1		6		Value of A.C. component, not less than (kA r.m.s.)				50

		10.5.24.2.8.2		6		Maximum permissible percentage of the D.C. component at taking into account a time constant of 45 msec (%)

		10.5.24.2.8.3		6		Minimum opening time of the first opening pole top (ms)

		10.5.24.2.9		5		Breaking capacities not less than:

		10.5.24.2.9.1		6		Asymmetrical (MVA)

		10.5.24.2.9.2		6		Symmetrical (MVA)				14,720 ©

		10.5.24.2.10		5		Rated short circuit making current acc. to:(kA peak)				125 ©

		10.5.24.2.11		5		Rated operating sequence for CB with three operating mechanisms suitable for single and three phase rapid auto-reclosing				O-0.3sec-CO- 3min.-CO ©

		10.5.24.2.12		5		If the dead time is adjustable indicate the adjustment limits

		10.5.24.2.13		5		Rated transient recovery voltage characteristics for terminal faults, acc. to IEC 62271-100:2021 Table 9 Subcl. 5.102 and Subcl. 7.103 (a previous version was: IEC 62271-100:2012 Table 3 Subcl. 4.102 and Subcl. 6.106)				©

		10.5.24.2.13.1		6		At breaking capacity in percent at 170 kV (%)						100 │60 │30 │10



		10.5.24.2.13.2		6		First pole to clear factor				1.3

		10.5.24.2.13.3		6		Standard value of TRV:

		10.5.24.2.13.3.1		7		u1 = first reference voltage (kV)

		10.5.24.2.13.3.2		7		t1 = time to reach U1 (μs).

		10.5.24.2.13.3.3		7		uc = second reference voltage (TRV peak value) (kV peak)

		10.5.24.2.13.3.4		7		T2 = time to reach Uc (μs)

		10.5.24.2.13.3.5		7		td = time delay (μs)

		10.5.24.2.13.3.6		7		u1/ t1 = rate of rise (kV/μs)

		10.5.24.2.13.4		6		TRV characteristics for 2nd and 3rd clearing poles acc. to :IEC 62271-100:2021 Table 9 Subcl. 5.102 and Subcl. 7.103 (a previous version was: IEC 62271-100/2012 table 6  Subcl. 4.102.3)

		10.5.24.2.13.4.1		7		Rate of rise of recovery voltage (RRRV)

		10.5.24.2.13.4.1.1		8		2nd clearing pole (kV/μs)

		10.5.24.2.13.4.1.2		8		3rd clearing pole (kV/μs)

		10.5.24.2.13.4.2		7		uc – second reference voltage:

		10.5.24.2.13.4.2.1		8		2nd clearing pole (kV peak)

		10.5.24.2.13.4.2.2		8		3rd clearing pole (kV peak)

		10.5.24.2.14		5		Rated transient recovery voltage (TRV) characteristics for short-line faults, acc. to IEC 62271-100:2021 Table 27 and Subcl. 7.109, Subcl.9.103, Annex A				90+2/75±4

		10.5.24.2.14.1		6		Fault current in percent of rated symmetrical breaking current (%)

		10.5.24.2.14.2		6		First pole to clear factor				1

		10.5.24.2.14.3		6		Standard values of transient recovery voltage of the supply circuit for short line faults

		10.5.24.2.14.3.1		7		Td = time delay (μs)

		10.5.24.2.14.3.2		7		Rate of rise at rated short circuit breaking current Isc (du/dt)TF (kV/μs)

		10.5.24.2.14.3.3		7		Rate of rise at short-line fault breaking current
 IL (du/dt)SLF (kV/μs) 

		10.5.24.2.14.3.4		7		Voltage at instant of current interruption Ux (kV)

		10.5.24.2.14.3.5		7		Transient peak voltage Um (kV)

		10.5.24.2.14.4		6		Values of TRV on line side:

		10.5.24.2.14.4.1		7		Voltage at instant of current interruption Uo (kV)

		10.5.24.2.14.4.2		7		Peak factor (p.u.)

		10.5.24.2.14.4.3		7		Peak value of first peak of line side TRV UL (kV)

		10.5.24.2.14.4.4		7		Time delay tdL (μs)

		10.5.24.2.14.4.5		7		Rate of rise of line side TRV (duL/dt) (kV/μs)

		10.5.24.2.14.5		6		Total first peak voltage across the CB:

		10.5.24.2.14.5.1		7		Time coordinate tT= tL+ 2tDL to first peak (μs) 

		10.5.24.2.14.5.2		7		Source side voltage contribution uS to TRV at tT (kV)

		10.5.24.2.14.5.3		7		First peak voltage uT = uL* + uS*(kV)

		10.5.24.2.15		5		Rated out-of-phase making and breaking current acc. to IEC 62271-100:2021 Subcl. 5.105 and Subcl. 7.110

		10.5.24.2.15.1		6		Value of out-of-phase breaking current Iop (kA)				12.5

		10.5.24.2.15.2		6		Value of out-of-phase making current Iop (kA)				17.6

		10.5.24.2.15.3		6		Symmetrical breaking current in percent of the assigned out of phase breaking capacity (%  Iop)						Test Duty
OP1    OP2

		10.5.24.2.15.4		6		D.C component of the breaking current shall be less than of the A.C. component (%)				20

		10.5.24.2.15.5		6		Transient recovery voltage characteristics for out-of-phase breaking, acc. to IEC 62271-100:2021 Subcl. 7.105.5 Table 27 

		10.5.24.2.15.5.1		7		First pole to clear factor				2

		10.5.24.2.15.5.2		7		u1 = first reference voltage (kV)

		10.5.24.2.15.5.3		7		t1 = time to reach u1 (μs)

		10.5.24.2.15.5.4		7		uC = TRV peak value (kV)

		10.5.24.2.15.5.5		7		t2 = time to reach uC (μs)

		10.5.24.2.15.5.6		7		td = time delay (μs)

		10.5.24.2.15.5.7		7		u1/ t1 = rate of rise (kV/μs)

		10.5.24.2.15.6		6		Out-of-phase power frequency recovery voltage (kV)				2Un/√3= 196.5

		10.5.24.2.16		5		Rated capacitive switching currents acc. to: IEC 62271-100:2021 Subcl. 5.106 				©

		10.5.24.2.16.1		6		Class of CB in connection to restrike performance				Class C2

		10.5.24.2.16.2		6		Rated line charging breaking current  (A)				63

		10.5.24.2.16.3		6		Rated cable charging breaking current (A)				160

		10.5.24.2.16.4		6		Rated single capacitor bank breaking current (A)				400

		10.5.24.2.16.5		6		Rated back to back capacitor bank breaking current (A)

		10.5.24.2.16.6		6		Rated back-to-back capacitor bank inrush making current (current/frequency) (kA peak/Hz)				20/4250

		10.5.24.2.17		5		Inductive load switching acc. to IEC 62271-110:2023

		10.5.24.2.17.1		6		Shunt reactor switching current (A)

		10.5.24.2.17.2		6		Motor Current switching (A)

		10.5.24.2.18		5		Rated Time Quantities of main contacts acc. to IEC 62271-100:2021 Subcl. 6.105

		10.5.24.2.18.1		6		Opening time (no load) (ms ±  tolerance)

		10.5.24.2.18.2		6		Arcing time (ms ±  tolerance)

		10.5.24.2.18.3		6		Break time not more than (ms ±  tolerance)				< 50  ©

		10.5.24.2.18.4		6		Pre-arcing time (ms ±  tolerance)

		10.5.24.2.18.5		6		Closing time (no load) (ms ±  tolerance)

		10.5.24.2.18.6		6		Dead time (ms ±  tolerance)

		10.5.24.2.18.7		6		Close-open time (no load) (ms ±  tolerance)

		10.5.24.2.18.8		6		Reclosing time (no load) (ms ±  tolerance)

		10.5.24.2.18.9		6		Open-Close-Open time (no load) (ms ±  tolerance)

		10.5.24.2.18.10		6		Operating time diversion between breaker poles on closing or/and tripping shall not exceed :

		10.5.24.2.18.10.1		7		Open (ms)				3.3

		10.5.24.2.18.10.2		7		Close (ms)				5

		10.5.24.2.18.10.3		7		Close-open (ms)

		10.5.24.2.18.10.4		7		Open-close (ms)

		10.5.24.2.19		5		Time quantities of auxiliary contacts:

		10.5.24.2.19.1		6		Closing time of:

		10.5.24.2.19.1.1		7		Auxiliary switch break contact (ms ±  tolerance)

		10.5.24.2.19.1.2		7		Auxiliary switch make contact (ms ±  tolerance)

		10.5.24.2.19.1.3		7		Auxiliary switch wiping contact (ms ± tolerance)

		10.5.24.2.19.2		6		Opening time of:

		10.5.24.2.19.2.1		7		Auxiliary switch break contact (ms ±  tolerance)

		10.5.24.2.19.2.2		7		Auxiliary switch make contact (ms ±  tolerance)

		10.5.24.2.19.2.3		7		Auxiliary switch wiping contact (ms ± tolerance)

		10.5.24.2.19.3		6		Operating time diversion between NO/NC auxiliary contacts and main contact at:

		10.5.24.2.19.3.1		7		Closing operation (ms ±  tolerance)

		10.5.24.2.19.3.2		7		Opening operation (ms ±  tolerance)

		10.5.24.2.20		5		Additional time quantities required by Purchaser:

		10.5.24.2.20.1		6		Minimum time open command (ms ±  tolerance)

		10.5.24.2.20.2		6		Minimum time close command (ms ±  tolerance)

		10.5.24.2.20.3		6		Time delay between close-open command  (ms ±  tolerance)

		10.5.24.2.20.4		6		Time delay between open-close command (ms ±  tolerance)

		10.5.24.2.21		5		Class of CB taking into account the number of mechanical operation which will be able to perform in concordance with manufacturer maintenance program IEC 62271-100:2021 Subcl.6.107.2 table 4 Class M2				© (10000 CO)

		10.5.24.2.22		5		Sound pressure level :

		10.5.24.2.22.1		6		Sound pressure level shall be measured according to IEC/IEEE 62271-37-082:2012 

		10.5.24.2.22.2		6		Near field measurement with fully opened control cabinets doors:

		10.5.24.2.22.2.1		7		Sound pressure level at 0.6 m distance from tested circuit breaker, during tripping operation (dB)

		10.5.24.2.22.2.2		7		Sound pressure level at 0.6 m distance from tested circuit breaker, during closing operation (dB)

		10.5.24.2.22.3		6		Near field measurement with fully closed control cabinets doors:

		10.5.24.2.22.3.1		7		Sound pressure level at 0.9 m distance from tested circuit breaker, during tripping operation (dB)

		10.5.24.2.22.3.2		7		Sound pressure level at 0.9 m distance from tested circuit breaker, during closing operation (dB)

		10.5.24.2.22.4		6		Far field measurements:

		10.5.24.2.22.4.1		7		Sound pressure level at 45.7 m distance from tested circuit breaker, during tripping operation (dB)

		10.5.24.2.22.4.2		7		Sound pressure level at 45.7 m distance from tested circuit breaker, during closing operation (dB)

		10.5.24.3		4		Operating Mechanism

		10.5.24.3.1		5		Type of operating mechanism (spring, spring-hydraulic, hydraulic) 
Spring operating mechanism is preferable 

		10.5.24.3.2		5		The breakers shall be supplied with 3 (three) operating mechanisms, suitable for single and three phase rapid auto-reclosing duty, without derating

		10.5.24.3.3		5		The circuit breaker mechanism shall be designed to absorb any shock incident to the operation of the breaker with minimum resultant disturbance, jar and noise

		10.5.24.3.4		5		Steps to prevent undesirable operation due to stresses, vibrations etc. shall be provided by the design. Please give details

		10.5.24.3.5		5		System of blocking main contacts in closed position (latching) and in open position. Please send description and drawings

		10.5.24.3.6		5		Please indicate method of damping the energy of moving parts at closing and tripping

		10.5.24.3.7		5		Operating mechanism shall be designed for successful local and remote electrical and local manual control for emergency operation

		10.5.24.3.8		5		The manual tripping device shall be protected against accidental operation (description to be included)

		10.5.24.3.9		5		The stored energy shall be sufficient to provide for the performance of the rated operating sequence at all currents up to the rated short circuit currents

		10.5.24.3.10		5		In case the stored energy is not sufficient for the completion of a closing (tripping) operation, the operating mechanism shall be blocked and an alarm shall be given. A closing operation already started shall be carried out to the end

		10.5.24.3.11		5		Automatic recharging of the closing mechanism shall be provided for renewed operation immediately after completion of a closing operation

		10.5.24.3.12		5		Manual charging of the energy accumulators shall be possible in the event of failure of the motor drive				©

		10.5.24.3.13		5		Crank for emergency manual operation shall be supplied

		10.5.24.3.14		5		Each pump motor shall be protected with a thermal magnetic type overload protection device and with an open phase protection, not enclosed in the motor

		10.5.24.3.15		5		Each pump shall be provided with a running time meter, to stop the motor if the normal running time is exceeded, in case of leakage (if applicable)

		10.5.24.3.16		5		Each motor circuit shall be provided with means for disconnecting the motor and the protection devices from the power supply The disconnecting means (socket and plug) shall be enclosed in suitable housing, even if located inside the operating mechanism cabinet

		10.5.24.3.17		5		The operating mechanism shall be provided with push buttons located inside the operating mechanism cabinet for local opening and closing of circuit breaker

		10.5.24.3.18		5		Motor drive mechanism shall be accommodated in vermin proof and weatherproof operating mechanism cabinet with degree of protection				IP 54

		10.5.24.3.19		5		Operating mechanism cabinet shall be designed bottom closed with plated provided with cable glands

		10.5.24.3.20		5		Local/remote selector switch (located in bay control cubicle) shall interrupt all circuits, including those of the trip coil for control purposes, but shall not interrupt the circuits used for protection purposes to both trip coils. A normally closed alarm contact, in "local" position shall be provided and wired to the terminals of control cubicle

		10.5.24.3.21		5		In control cubicle an electrical position indicating device shall be provided for CB position with the following functions:

		10.5.24.3.21.1		6		position 1 – CB closed

		10.5.24.3.21.2		6		position 2 – CB open

		10.5.24.3.21.3		6		position 3 – no voltage

		10.5.24.3.22		5		A mechanical position indicating device shall be provided on operating mechanism of each CB

		10.5.24.3.23		5		The operating mechanism with its control relays shall afford the equivalent of trip-free and anti-pump features

		10.5.24.3.24		5		Control relays supplied with the circuit breakers shall be heavy-duty, plug-in-type, with dust tight covers. Where practical, they shall be arranged to break both polarities of the control circuit

		10.5.24.3.25		5		All the three poles shall be tripped automatically if any one pole fails to close following a closing pulse. Phase disagreement relays or other devices shall be provided by Manufacturer

		10.5.24.3.26		5		Phase disagreement relay shall command both trip coils

		10.5.24.3.27		5		The control cubicles will include synchronous relay, pressure and temperature transducers for capacitor bank application				©

		10.5.24.3.28		5		Power supply voltage:

		10.5.24.3.28.1		6		Control circuit (V-D.C.)				220 (+10%)
(-15%)

		10.5.24.3.28.2		6		Alarm circuit (V-D.C.)				60 (+10%)
(-15%)

		10.5.24.3.29		5		The operating mechanism shall be capable of closing and opening the circuit breaker for any value of supply voltage between 85% and 110% of the rated value

		10.5.24.3.30		5		The operating mechanism shall be capable of closing and opening the circuit breaker for any value of supply pressure between 85% and 110% of the rated value

		10.5.24.3.31		5		The  closing coil shall operate correctly between 85% and 110% of the rated supply voltage of the closing device

		10.5.24.3.32		5		The opening coil shall operate correctly between 70% and 110% of the rated supply voltage of the opening device

		10.5.24.3.33		5		Number of closing coils per breaker.(per phase):				1

		10.5.24.3.33.1		6		Maximum power rating per closing coil at 220V D.C. (W/phase)

		10.5.24.3.33.2		6		Permissible duration of total current by closing circuit (s)

		10.5.24.3.33.3		6		Resistance of closing coil (Ω)

		10.5.24.3.34		5		Please indicate if a special type of closing coil shall be used in CB for capacitor bank application. In the affirmative please fill in the data under Subcl. 10.5.24.3.37.1 to 10.5.24.37.3:

		10.5.24.3.34.1		6		Maximum power rating per closing coil at 220 V-DC (W/phase)

		10.5.24.3.34.2		6		Permissible duration of total current by closing circuit (s)

		10.5.24.3.34.3		6		Resistance of closing coil (Ω)

		10.5.24.3.35		5		Number of tripping coils per breaker (per phase)				2

		10.5.24.3.35.1		6		Maximum power rating per tripping coil at 220V-DC (W/phase)

		10.5.24.3.35.2		6		Rated trip current at 220 V-DC (A/phase)

		10.5.24.3.35.3		6		Tripping peak current when tripping circuits are energized at 220 V-DC (A/phase)

		10.5.24.3.35.4		6		Permissible duration of total current by tripping circuit (s)

		10.5.24.3.35.5		6		Resistance of tripping coil (Ω)

		10.5.24.3.35.6		6		Each tripping coil shall be mounted on separated armature of magnet

		10.5.24.3.36		5		Maximum cable resistance at 220 V-DC of the tripping circuit for which trip coil operation is assured (Ω/phase)

		10.5.24.3.37		5		Facilities shall be provided to enable travel and timing measurements to be carried out after the switchgear has been filled with SF6 gas. The test connections shall be possible without opening of any gas section 

		10.5.24.3.38		5		The full routine test report of each CB shall include contact movement diagram (contact displacement as against time) for main contact and auxiliary switches. The Manufacturer shall indicate method of plotting, list of apparatus used and information about possible modification of the curves

		10.5.24.3.39		5		The Contractor shall propose a type of travel-time recorder (with the possibility to obtain travel-time and acceleration curves of the contacts) to be included in his scope of supply. Indicate type

		10.5.24.3.40		5		Minimum SF6 gas pressure or density for which circuit breakers operation is allowed without mechanical damages (bar or g/l)

		10.5.24.3.41		5		The following alarms shall be provided as a minimum: (indicate corresponding values)

		10.5.24.3.41.1		6		Abnormal density of SF6 gas system (low density, minimum breaking density /pressure, minimum dielectric density)

		10.5.24.3.41.2		6		Abnormal pressure of the operating mechanism at 20 °C (If applicable)

		10.5.24.3.41.2.1		7		Low/high pressure with time delay (bar/bar)

		10.5.24.3.41.2.2		7		Minimum Auto-reclosing pressure (bar)

		10.5.24.3.41.2.3		7		Minimum closing pressure (bar)

		10.5.24.3.41.2.4		7		Minimum tripping pressure if applicable (bar)

		10.5.24.3.41.3		6		Under-voltage for pumps (with time delay)

		10.5.24.3.41.4		6		Under-voltage for direct current control circuits

		10.5.24.3.41.5		6		Failure of any essential part of the operating mechanism and motor protection

		10.5.24.3.41.6		6		Operating time diversion between breaker poles on closing or tripping greater than indicated values

		10.5.24.3.42		5		Facilities shall be provided to enable travel and timing measurements with CB analyzer
Indicate the type  of CB analyzer

		10.5.24.3.43		5		The following data shall be indicated by Manufacturer:

		10.5.24.3.43.1		6		Travel specifications under rated conditions:

		10.5.24.3.43.1.1		7		Total travel (mm +/- tolerance)

		10.5.24.3.43.1.2		7		Over travel open (mm +/- tolerance)

		10.5.24.3.43.1.3		7		Over travel close (mm +/- tolerance)

		10.5.24.3.43.1.4		7		Rebound open (mm +/- tolerance)

		10.5.24.3.43.1.5		7		Rebound close (mm +/- tolerance)

		10.5.24.3.43.1.6		7		Contact wipe (mm +/- tolerance)

		10.5.24.3.43.2		6		Velocity specification under rated conditions:

		10.5.24.3.43.2.1		7		Closing operation (mm/s  +/- tolerance)

		10.5.24.3.43.2.2		7		Opening operation (mm/s  +/- tolerance)

		10.5.24.3.44		5		Spring Mechanism

		10.5.24.3.44.1		6		Number of mechanisms per breaker				3

		10.5.24.3.44.2		6		Motor reset and hand reset

		10.5.24.3.44.3		6		Motor voltage (V-DC)				220

		10.5.24.3.44.4		6		Rated motor power (W)

		10.5.24.3.44.5		6		Starting motor current (A –DC)

		10.5.24.3.44.6		6		Steady motor current (A)

		10.5.24.3.44.7		6		Total running time required for spring loading:

		10.5.24.3.44.7.1		7		After 1 ON operation (sec)

		10.5.24.3.44.7.2		7		After CO operation (sec)

		10.5.24.3.44.7.3		7		After OCO operation (sec)

		10.5.24.3.44.8		6		Total spring loading of closing mechanism (kJ)

		10.5.24.3.44.9		6		Number of turns per closing operation

		10.5.24.3.44.10		6		Spring mechanisms shall be provided with electrical and mechanical interlocks against undesired operation resulting from a mechanical fault

		10.5.24.3.44.11		6		For hand reset the direction of motion of the handle shall be marked

		10.5.24.3.44.12		6		Actuating force required for manually charging (N)				< 250

		10.5.24.3.45		5		Spring Hydraulic Mechanism

		10.5.24.3.45.1		6		Number of mechanisms per breaker				3

		10.5.24.3.45.2		6		Spring-hydraulic mechanism shall be complete with pump, accumulator, necessary controls, piping, valves and wiring

		10.5.24.3.45.3		6		Operating oil pressure shall be maintained automatically and a pressure gauge shall be provided to give indication of the pressure

		10.5.24.3.45.4		6		Motor reset and hand reset

		10.5.24.3.45.5		6		Motor voltage (V-DC)				220

		10.5.24.3.45.6		6		Rated motor power (W)

		10.5.24.3.45.7		6		Starting motor current/elapsed time until steady current (A/msec)

		10.5.24.3.45.8		6		Steady motor current (A)

		10.5.24.3.45.9		6		Delivery rate (m³/h)

		10.5.24.3.45.10		6		Total running time required for spring loading:

		10.5.24.3.45.10.1		7		After 1 ON operation (sec)

		10.5.24.3.45.10.2		7		After CO operation (sec)

		10.5.24.3.45.10.3		7		After OCO operation (sec)

		10.5.24.3.45.11		6		Stored operations

		10.5.24.3.45.12		6		Spring-hydraulic mechanisms shall be provided with electrical and mechanical interlocks against undesired operation resulting from a mechanical fault

		10.5.24.3.45.13		6		Blocking shall apply on all three phases, even if the pressure is low in only one or two phase mechanism (s)

		10.5.24.3.45.14		6		Material of:

		10.5.24.3.45.14.1		7		High and low hydraulic piping

		10.5.24.3.45.14.2		7		Connection between piping and control cabinet

		10.5.24.3.45.15		6		Spring-hydraulic mechanisms shall be provided with a counter for oil-pump start and an oil fault alarm relay

		10.5.24.3.46		5		Hydraulic Mechanism

		10.5.24.3.46.1		6		Number of mechanisms per breaker				3

		10.5.24.3.46.2		6		Hydraulic mechanism shall be complete with pump, accumulator, necessary controls, piping, valves and wiring

		10.5.24.3.46.3		6		Operating oil pressure shall be maintained automatically and a pressure gauge shall be provided to give indication of the pressure

		10.5.24.3.46.4		6		Hydraulic mechanisms shall be provided with a counter for oil-pump start and an oil fault alarm relay

		10.5.24.3.46.5		6		A counter for pil pump start shall be provided

		10.5.24.3.46.6		6		An adjustable time relay for oil delivery faulted shall be provided

		10.5.24.3.46.7		6		In case of low oil delivery faulted shall be provided

		10.5.24.3.46.8		6		In case of low oil pressure in one or more of the operating mechanisms the following operation shall be possible on all phases (indicate corresponding pressure):

		10.5.24.3.46.8.1		7		Start pump motor(bar)

		10.5.24.3.46.8.2		7		Block auto-reclosing if the pressure is insufficient for an OCO cycle (bar)

		10.5.24.3.46.8.3		7		Block closing if the pressure is insufficient for CO (ber)

		10.5.24.3.46.8.4		7		Block closing if the pressure is insufficient for break operation (ber)

		10.5.24.3.46.9		6		Blocking shall apply on all three phases, even if the pressure is low in only one or two phase mechanism (s)

		10.5.24.3.46.10		6		Loss of nitogen (or other accumulator gas) shall be monitored and the circuit breaker shall be blocked (and an alarm shall be given) if gas loss is excessive

		10.5.24.3.46.11		6		The limit switches operated by the main piston to indicate a drop in nitrogen shall be provided

		10.5.24.3.46.12		6		Pick-up pressure values of safety valve:

		10.5.24.3.46.12.1		7		Open (ber)

		10.5.24.3.46.12.2		7		Close (ber)

		10.5.24.3.46.13		6		Rated operating pressure (ber)

		10.5.24.3.46.14		6		Storage capacity (m³)

		10.5.24.3.46.15		6		Srored operations

		10.5.24.3.46.16		6		Supply voltage(V-DC)				220

		10.5.24.3.46.17		6		Power consumption (W)

		10.5.24.3.46.18		6		Normal current (A)

		10.5.24.3.46.19		6		Starting current (A)

		10.5.24.3.46.20		6		Delivery rate (m³/h)

		10.5.24.3.46.21		6		Recharging time:

		10.5.24.3.46.21.1		7		After 1 ON operation (sec)

		10.5.24.3.46.21.2		7		After 1 OFF operation (sec)

		10.5.24.3.46.21.3		7		After CO operation (sec)

		10.5.24.3.46.21.4		7		After OCO operation (sec)

		10.5.24.3.46.22		6		Charging time of storage cylinder after CO operation (min)

		10.5.24.3.46.23		6		Charging time from pressure less state until controlled stop of pump

		10.5.24.3.46.24		6		Meterial of:

		10.5.24.3.46.24.1		7		High and low hydraulic piping

		10.5.24.3.46.24.2		7		Connection between piping and control cabinet

		10.5.24.4		4		Accessories And Fittings

		10.5.24.4.1		5		Each 3-phase circuit-breaker shall be equipped with a complete set of necessary accessories for operation, including  the following:

		10.5.24.4.1.1		6		Position indicators				3

		10.5.24.4.1.2		6		Operation counter to indicate the number of trip operations				3

		10.5.24.4.1.3		6		Gas density sensors  and visual manometer				3

		10.5.24.4.2		5		The electromagnetic compatibility requirements shall be taken into account in design of counter and digital breaker control system

		10.5.24.4.3		5		The CB shall have a monitoring system to ensure that all breaker poles are either open or closed (please give details)

		10.5.24.4.4		5		Indicate the recommended method for synchronous contact closing of CB which gives the best transient suppression at closing of capacitor banks (please give details)

		10.5.24.4.5		5		If the synchronous switching relay requires additional pressure and temperature transducers (to measure the ambient temperature changes and changes in operating mechanism pressure), special fast closing coil and assemblies materials, its will be supplied by Contractor

		10.5.24.5		4		Heaters

		10.5.24.5.1		5		Heaters shall be provided in operating mechanism cabinet for heating and to prevent condensation

		10.5.24.5.2		5		Heaters shall be provided with thermostats

		10.5.24.5.3		5		Number of heaters

		10.5.24.5.4		5		Rated voltage (V)				230

		10.5.24.5.5		5		Rated power (W/heater)

		10.5.24.5.6		5		Total power required by all heaters for one three phase CB (W)

		10.5.24.5.7		5		AC power supplies shall be provided with breakers with one NC alarm contact each

		10.5.25		3		REQUIREMENTS FOR DISCONNECTORS & EARTHING SWITCHES

		10.5.25.1		4		Type And General Requirements

		10.5.25.1.1		5		Type of disconnector

		10.5.25.1.1.1		6		Item 1 – Disconnectors for cable and transformer bays (Q1, Q2, Q9)

		10.5.25.1.1.2		6		Item 2 – Disconnectors for coupler bays(Q1, Q2)

		10.5.25.1.1.3		6		Item 3 – Disconnectors for bus bar extension, hand operated (Q10, Q20)

		10.5.25.1.1.4		6		Item 4 – The disconnectors Q1, Q2 and Q9 can be offered as combined disconnectors with LSES Q51, Q52 respectively. (if applicable indicate type  and send single line diagram modified accordingly)

		10.5.25.1.2		5		Type of earthing switches:
note:   See one line diagrams in APPENDIX 17

		10.5.25.1.2.1		6		Item 1 – High speed earthing switches (Q8, Q15, Q25)

		10.5.25.1.2.2		6		Item 2 – Low speed earthing switches (Q51, Q52)

		10.5.25.1.3		5		The disconnectors and earthing switches shall be designed acc. to IEC 62271-102:2022 and IEC 62271- 203:2021

		10.5.25.1.4		5		All high and low speed earthing switches close to the circuit breakers and current transformers in all bays shall be designed as insulated earthing switches in order to enable current injection test, without removing SF6 gas or other components

		10.5.25.1.5		5		The insulated earthing switches shall be designed to have an insulation level of minimum 2 kV and shall be able to carry a continuous current of 400 A 

		10.5.25.1.6		5		The earthing switches shall be provided with an indicating pointer linked directly to the operating shaft of the moving contact of each phase, in order to indicate the OPEN and CLOSE position of the earthing switches				©

		10.5.25.1.7		5		In case that the requirement under Subcl. 10.5.25.1 can't be fulfilled, windows shall be supplied for all low and high speed earthing switches

		10.5.25.1.8		5		The inspection windows shall be so designed to assure an easy and reliable checking of contact position

		10.5.25.1.9		5		Manufacturer shall submit with the proposal the relevant drawing for the above required pointer

		10.5.25.1.10		5		Easy access to indicating position device and mechanical interlocks shall be provided

		10.5.25.2		4		Electrical Data				©

		10.5.25.2.1		5		Rated voltage (kV)				170

		10.5.25.2.2		5		Rated frequency (Hz)				50

		10.5.25.2.3		5		Rated normal current for all disconnectors at maximum ambient temperature +50ºc:				©

		10.5.25.2.3.1		6		Item 1 – OH line, Cable line and transformer bays  (A)				3,150

		10.5.25.2.3.2		6		Item 2 - Coupler bays (A)				4000

		10.5.25.2.3.3		6		Item 3 – Disconnecting bays (A)				4000

		10.5.25.2.4		5		Rated insulation level:

		10.5.25.2.4.1		6		Rated lightning impulse withstand voltage full wave 1.2/50 μsec, both polarities:				©

		10.5.25.2.4.1.1		7		To earth (kV peak)				750

		10.5.25.2.4.1.2		7		Across the isolating distance (kV peak)				860

		10.5.25.2.4.2		6		Rated power frequency (50 Hz) withstand voltage  1 min:

		10.5.25.2.4.2.1		7		To earth (kV r.m.s.)				325

		10.5.25.2.4.2.2		7		Across the isolating distance (kV r.m.s.)				375

		10.5.25.2.5		5		Rated short-time withstand current for disconnectors and earthing switches for 1 sec (kA r.m.s.)				50

		10.5.25.2.6		5		Rated peak withstand current for disconnectors and earthing switches (kA peak)				125

		10.5.25.2.7		5		Rated short circuit making current for high speed earthing  switches (kA peak)				125

		10.5.25.2.8		5		Rated bus charging current switching capability of disconnectors acc. to IEC 62271-102:2022 Subcl. 5.110 (A r.m.s)				0.1

		10.5.25.2.9		5		Rated bus transfer current switching capability of disconnector acc. to IEC 62271-102:2022 Subcl. 5.108

		10.5.25.2.9.1		6		Rated bus-transfer current (A)				1,600

		10.5.25.2.9.2		6		Rated bus-transfer voltage (V r.m.s)				10

		10.5.25.2.10		5		Rated induced current switching capability of earthing switches acc. to IEC 62271-102:2022 Subcl. 5.109

		10.5.25.2.10.1		6		Class of high speed earthing switches				B

		10.5.25.2.10.1.1		7		Electromagnetically induced current:

		10.5.25.2.10.1.1.1		8		Rated induced current for high earthing switches (A r.m.s)				80

		10.5.25.2.10.1.1.2		8		Rated induced voltage for high earthing switches (kV r.m.s)				2

		10.5.25.2.10.1.2		7		Electrostatically induced current:

		10.5.25.2.10.1.2.1		8		Rated induced current for high earthing switches (A r.m.s)				3

		10.5.25.2.10.1.2.2		8		Rated induced voltage for high earthing switches (kV r.m.s)				9

		10.5.25.2.10.2		6		Class of Low speed earthing switches				A

		10.5.25.2.10.2.1		7		Electromagnetically induced current:

		10.5.25.2.10.2.1.1		8		Rated induced current for high earthing switches (A r.m.s)				50

		10.5.25.2.10.2.1.2		8		Rated induced voltage for high earthing switches (kV r.m.s)				1

		10.5.25.2.10.2.2		7		Electrostatically induced current:

		10.5.25.2.10.2.2.1		8		Rated induced current for high earthing switches (A r.m.s)				0.4

		10.5.25.2.10.2.2.2		8		Rated induced voltage for high earthing switches (kV r.m.s)				3

		10.5.25.2.11		5		Classification of disconnectors for mechanical endurance				M2
(10000 CO)

		10.5.25.2.12		5		Classification of earthing switches  for mechanical endurance				M1
(2000 CO)

		10.5.25.2.13		5		Classification of high speed earthing switches for electrical  endurance				E1

		10.5.25.2.14		5		Opening/closing time of:

		10.5.25.2.14.1		6		Disconnectors (msec/msec)

		10.5.25.2.14.2		6		Low speed earthing switch (msec/msec)

		10.5.25.2.14.3		6		High speed earthing switch (msec/msec)

		10.5.25.2.14.4		6		Combined disconnectors and ES (if applicable) (msec/msec)

		10.5.25.3		4		Contacts

		10.5.25.3.1		5		Contacts shall be of the high pressure contact type, and shall open and close with sufficient positive action but shall not cause galling of the contact surface

		10.5.25.3.2		5		Full contact and current carrying capacity shall be secured during reasonable over-travel and under-travel of the mechanism

		10.5.25.3.3		5		All contact surfaces shall be silver plated with minimum thickness of silver plating (mm)				20

		10.5.25.3.4		5		Contact pressure (N/cm²)

		10.5.25.4		4		Operating Mechanism

		10.5.25.4.1		5		Type of disconnector operating mechanism

		10.5.25.4.1.1		6		Item 1 (number/denomination)

		10.5.25.4.1.2		6		Item 2 (number/denomination)

		10.5.25.4.1.3		6		Item 3 (number/denomination)

		10.5.25.4.1.4		6		Item 4 (number/denomination)

		10.5.25.4.2		5		Type of earthing switch operating mechanism (number/denomination):

		10.5.25.4.2.1		6		Item 1 - High speed earthing switches

		10.5.25.4.2.2		6		Item 2 – Low speed earthing switches

		10.5.25.4.3		5		Control of disconnector Items 1,2 and earthing switches shall be arranged for local (manual and electrical) and remote control

		10.5.25.4.4		5		Control of disconnector Item 3 shall be arranged only for local manual control

		10.5.25.4.5		5		The three phases of each disconnector or earthing switch shall be operated simultaneously

		10.5.25.4.6		5		Once the electrical command of an operation has been initiated, the power mechanism shall complete the open or close operation without requiring the electrical command to be held closed

		10.5.25.4.7		5		The disconnectors and the earthing switches with single-phase operating mechanisms shall be provided with a time delayed discrepancy alarm to indicate that one or more phases failed to operate correctly

		10.5.25.4.8		5		Local/remote  selector switch shall be provided in the control cubicles for selecting the desired mode of operation of disconnectors in each bay (see Subcl. 10.5.12.18)

		10.5.25.4.9		5		The operating mechanism shall be provided with push buttons located inside the operating mechanism cabinet for local opening and closing of isolator (see Subcl. 10.5.12.18)

		10.5.25.4.10		5		A local control key shall be provided in control cubicle for operation of each HS earthing switch (see Subcl. 10.5.12.18.4)

		10.5.25.4.11		5		Crank for emergency manual operation shall be supplied

		10.5.25.4.12		5		A normally closed alarm contact in "local" position shall be provided and wired to the terminals

		10.5.25.4.13		5		In case of loss of auxiliary D.C. voltage for blocking purposes, the disconnector shall be blocked until unlocked with key to allow insertion of handle for manual operation

		10.5.25.4.14		5		In control cubicle an electrical position indicating devices shall be provided for disconnector and earthing switch, with the following functions:

		10.5.25.4.14.1		6		Position 1 – closed 

		10.5.25.4.14.2		6		Position 2 – open

		10.5.25.4.14.3		6		Position 3 - no voltage

		10.5.25.4.15		5		Mechanical position indicating device shall also be provided on operating mechanism of disconnector and earthing switch

		10.5.25.4.16		5		Manufacturer may also propose his own solution for a clear and reliable indication of the operating position of disconnector and earthing switches for approval by Purchaser

		10.5.25.4.17		5		Control relays supplied with the disconnector and the earthing switches shall be heavy-duty type, with dust tight covers. Where practical, they shall be arranged to break both polarities of the control circuit

		10.5.25.4.18		5		Relay contacts shall be rated as indicated in Subcl. 10.5.19 (Auxiliary switches)

		10.5.25.4.19		5		Maximum force and number of revolutions required for manual operation (N/no. of revolutions)

		10.5.25.4.20		5		Each electrical motor for power operation shall be protected with a thermal-magnetic type overload protection device

		10.5.25.4.21		5		Each motor circuit shall be provided with means for disconnecting the motor and the protection devices from the power supply (indicate type)

		10.5.25.4.22		5		The disconnecting means shall be enclosed in suitable housing, even if located inside the operating mechanism cabinet

		10.5.25.4.23		5		Rating of motor drive:

		10.5.25.4.23.1		6		Rated power (kW)

		10.5.25.4.23.2		6		Rated voltage (V. D.C.)				220
(+10% -15%)

		10.5.25.4.23.3		6		Rated current (A)

		10.5.25.4.23.4		6		Starting current / elapsed time until steady current (A/msec):

		10.5.25.4.23.5		6		Total running time (sec)

		10.5.25.4.24		5		Number of mechanisms per disconnector

		10.5.25.4.25		5		Number of mechanisms per Earthing Switch

		10.5.25.4.26		5		Number of mechanisms per combined disconnector & Earthing Switch (if applicable)

		10.5.25.4.27		5		The digital disconnector control and monitoring system shall be  include the following modules:

		10.5.25.4.27.1		6		Module for overload operation

		10.5.25.4.27.2		6		Module for analysis of SF6 gas density characteristics   Indicate the number of gas compartments which can be monitored

		10.5.25.4.27.3		6		Module for checks AC+DC auxiliary power supply

		10.5.25.4.27.4		6		Additional modules proposed by Manufacturer (if applicable)

		10.5.25.4.28		5		Indicate if the above sensors or other components for analog values measuring and processing are required for mounting in control cubicle

		10.5.25.5		4		Interlocks

		10.5.25.5.1		5		Disconnectors and earthing switches shall have provision for locking in both the open and closed positions

		10.5.25.5.2		5		When the disconnector is locked in either the open or closed position, the short-circuit or other cause shall not bring it out of this position

		10.5.25.5.3		5		Disconnector and its associated earthing switch shall be electrically interlocked to prevent either of them closing unless the other is open. In case of combined DS&ES, mechanical interlocking shall be provided as well

		10.5.25.5.4		5		In addition,  mechanical interlock with padlock shall be used

		10.5.25.5.5		5		Disconnector and earthing switches shall each have their own separate electrical interlocking devices

		10.5.25.5.6		5		Blocking of either electrical or manual operation by an NC auxiliary contact of a circuit breaker or another disconnector shall be provided

		10.5.25.5.7		5		The locking positions shall be provided with labels "open" and "closed" respectively

		10.5.25.5.8		5		Interlocking between secondary voltage of VT's line and high speed line earthing switch shall be provided

		10.5.25.5.9		5		Blocking in case of hand operation shall be identical to blocking in case of electrical operation

		10.5.25.5.9.0.0.1		8		REQUIRED						OFFERED
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		10.5.26		3		REQUIREMENTS FOR CURRENT TRANSFORMERS

		10.5.26.1		4		Type

		10.5.26.1.1		5		Types of current transformer (denomination)

		10.5.26.1.2		5		The current transformer shall be supplied in accordance with IEC 61869-2:2012 and IEC 61869-1:2023

		10.5.26.1.3		5		The manufacturer may offer an ECT (Electronic Current Transformer) device demonstrating the electrical requirements set in the following clauses and designed acc.

		10.5.26.1.4		5		Class of protective current transformer				P

		10.5.26.2		4		ELECTRICAL DATA ITEM T1 CORE NO. 1,2,3,4		©		©

		10.5.26.2.1		5		Number of cores		1		3

		10.5.26.2.2		5		Primary current Ipr (A)		2,000-4,000		2,000-4,000

		10.5.26.2.3		5		Rated continuous thermal current I1 (A)		2,400-4,800		2,400-4,800

		10.5.26.2.4		5		Rated short time thermal current for 1sec Ith (kA r.m.s.)		50		50

		10.5.26.2.5		5		Rated dynamic current Idyn (kA peak)		125		125

		10.5.26.2.6		5		Rated primary short circuit current Ipsc (kA r.m.s.)		50		50

		10.5.26.2.7		5		Secondary current Isr(A)		5		5/5/5

		10.5.26.2.8		5		Extended current rating (%)		120		N.A.

		10.5.26.2.9		5		Rated burden (VA)		30		30/60

		10.5.26.2.10		5		Accuracy class		0.2S		5P

		10.5.26.2.11		5		Instrument security factor		2.5-5		N.A.

		10.5.26.2.12		5		Accuracy limit factor		N.A.		30

		10.5.26.2.13		5		Current error at rated primary current (%)		±0.2		±1

		10.5.26.2.14		5		Phase displacement at rated primary current (min)		±10		±60

		10.5.26.2.15		5		Composite error (%)		>10		5

		10.5.26.2.16		5		Maximum secondary resistance (Ω)

		10.5.26.2.17		5		Knee point voltage (V)

		10.5.26.2.18		5		Exciting current at knee point voltage (A)

		10.5.26.2.19		5		Maximum permissible density current taking into consideration the rated short-time thermal current 50kA/1sec and maximum winding temperature 200°C for aluminum or 250°C for cooper:

		10.5.26.2.19.1		6		Primary winding, including also the skin effect (A/mm²)

		10.5.26.2.19.2		6		Secondary winding, including also the skin effect (A/mm²)

		10.5.26.2.19.3		6		Safety factor taking into consideration maximum permissible density current and actual density current for each winding:

		10.5.26.2.19.3.1		7		Primary winding

		10.5.26.2.19.3.2		7		Secondary winding (indicate also the cross section)

		10.5.26.3		4		ELECTRICAL DATA ITEM T2 CORE NO. 1,2,3,4		©		©

		10.5.26.3.1		5		Number of cores		1		3

		10.5.26.3.2		5		Primary current (A)		400		400

		10.5.26.3.3		5		Rated continuous thermal current 1.2 x I1 (A)		480		480

		10.5.26.3.4		5		Rated short time thermal current for 1sec Ith (kA r.m.s.)		50		50

		10.5.26.3.5		5		Rated dynamic current Idyn (kA peak)		125		125

		10.5.26.3.6		5		Rated primary short circuit current Ipsc (kA r.m.s.)		50		50

		10.5.26.3.7		5		Secondary current (A)		5		5/5/5

		10.5.26.3.8		5		Extended current rating (%)		120		N.A.

		10.5.26.3.9		5		Rated burden (VA)		30		30

		10.5.26.3.10		5		Accuracy class		0.2S		5P

		10.5.26.3.11		5		Instrument security factor		5		N.A.

		10.5.26.3.12		5		Accuracy limit factor		N.A.		30

		10.5.26.3.13		5		Current error at rated primary current (%)		±0.2		±1

		10.5.26.3.14		5		Phase displacement at rated primary current (min)		±10		±60

		10.5.26.3.15		5		Composite error (%)		>10		5

		10.5.26.3.16		5		Maximum secondary resistance (Ω)

		10.5.26.3.17		5		Knee point voltage (V)

		10.5.26.3.18		5		Exciting current at knee point voltage (A)

		10.5.26.3.19		5		Maximum permissible density current taking into consideration the rated short-time thermal current 50kA/1sec and maximum winding temperature 200°C for aluminum or 250°C for cooper:

		10.5.26.3.19.1		6		Primary winding, including also the skin effect (A/mm²)

		10.5.26.3.19.2		6		Secondary winding, including also the skin effect (A/mm²)

		10.5.26.3.19.3		6		Safety factor taking into consideration maximum permissible density current and actual density current for each winding:

		10.5.26.3.19.3.1		7		Primary winding

		10.5.26.3.19.3.2		7		Secondary winding 
(indicate also the cross section)

		10.5.26.4		4		Insulation Requirements

		10.5.26.4.1		5		Lightning impulse withstand voltage test 1.2/50 msec full wave, both polarities (kV-peak)		750

		10.5.26.4.2		5		One minute power frequency test on primary winding (kV-r.m.s.)		325

		10.5.26.4.3		5		Partial discharge test acc. to IEC 62271 203/2022 Subcl.7.2.10

		10.5.26.4.4		5		PD level at 1.2xUm/√3 kV (pC)		<5

		10.5.26.4.5		5		Class of insulation acc. to IEC 60085/2007		E

		10.5.26.4.6		5		Rated power frequency voltage withstand for secondary windings and between sections (kV r.m.s)		3

		10.5.26.4.7		5		Rated withstand voltage for inter-turn insulation (kV peak)		4.5

		10.5.26.4.8		5		The overvoltage transmitted from the primary to secondary terminals for impulse type B acc. to IEC 61869-1:2023 Table 27 
shall not exceed (kV peak)		1.6

		10.5.26.5		4		General Requirements

		10.5.26.5.1		5		The secondary windings (including taps) shall be wired to barrier type terminals accommodated in a terminal box mounted directly on the current transformer section of the GIS and in control cubicle

		10.5.26.5.2		5		Provisions shall be made for earthing of the secondary  windings inside the terminal box

		10.5.26.5.3		5		The position of the primary terminals in the current transformer section of the GIS shall be clearly marked by plates permanently fixed to the enclosure

		10.5.26.5.4		5		Indicate if return primary conductor has any influence on CT's composite error

		10.5.26.5.5		5		The primary terminal P1 shall be in the CB's direction

		10.5.26.5.6		5		Indicate if CT's have turn correction. In the affirmative indicate turn correction ratio

		10.5.26.5.6.0.0.1		8		REQUIRED						OFFERED

		10.5.27		3		REQUIREMENTS FOR VOLTAGE TRANSFORMERS

		10.5.27.1		4		Type And General Requirements

		10.5.27.1.1		5		Type of voltage transformer (denomination) 
(Indicate if the VT is air gap core type)

		10.5.27.1.1.1		6		Line and bus bar VT's (T5, T15, T25)

		10.5.27.1.2		5		The voltage transformers shall be supplied in accordance with IEC 61869-3:2011

		10.5.27.1.3		5		The voltage transformer must be according to BusBar rated voltage.				©

		10.5.27.1.4		5		The voltage transformers will be connected line-to-ground

		10.5.27.1.5		5		The VT's should be of either plug-in construction or the disconnect link type

		10.5.27.1.6		5		Special covers and shields should be supplied so that the station can be pressurized and dielectrically tested after removal of the VT's

		10.5.27.1.7		5		The manufacturer may offer an EVT (Electronic Voltage Transformer) device demonstrating the electrical requirements set in the following clauses and designed acc. to

		10.5.27.2		4		Electrical Data
note:  In case that the bidder can't design a VT with three secondary windings, due to space limitations, the bidder can suggest a VT with two secondary windings with Voltage - 115/√3/ 115/√3/, Accuracy Class - 0.2 (3P) /0.5 (3P) and Output - 40/40VA. 				©

		10.5.27.2.1		5		Rated primary voltage (kV)				161/√3

		10.5.27.2.2		5		Rated secondary voltages (one of the secondary will be open delta) (V)				115/√3/
115/√3/
115/√3

		10.5.27.2.3		5		Accuracy class				0.2 (3P) /0.5 (3P) /0.5 (3P)

		10.5.27.2.4		5		Rated voltage factor:

		10.5.27.2.4.1		6		Continuous, not less than				1.2

		10.5.27.2.4.2		6		30 sec, not less than				1.5

		10.5.27.2.5		5		Rated output for each secondary winding (VA)				40/40/40

		10.5.27.2.6		5		Total simultaneous burden in specified accuracy class (VA)				120

		10.5.27.2.7		5		Class of insulation acc. to IEC 60085/2007				E

		10.5.27.2.8		5		Thermal limiting output for each secondary winding without exceeding the limits of temperature rise:

		10.5.27.2.8.1		6		 Secondary windings (kVA/kVA/kVA)

		10.5.27.2.8.2		6		Total simultaneous burden (kVA)

		10.5.27.2.9		5		Rated insulation level:

		10.5.27.2.9.1		6		Lightning impulse withstand voltage - 1.2/50  μsec full wave, both polarities (kV peak) 				750

		10.5.27.2.9.2		6		One minute power frequency withstand voltage   on primary winding (kV r.m.s.)				325

		10.5.27.2.10		5		The partial discharge level acc. to. IEC 61869-1:2023 table 4

		10.5.27.2.10.1		6		PD level at 1.2xUm/√3 (pC) 				<5

		10.5.27.2.11		5		The overvoltage transmitted from the primary to secondary terminals for impulse type B acc. to: IEC 61869 Table 9 shall not exceed (kV peak)				1.6

		10.5.27.2.12		5		The rated power frequency withstand voltage for secondary windings and between sections (kV r.m.s)				3

		10.5.27.2.13		5		The rated power frequency  short duration withstand voltage for the earthed terminal shall be (kV r.m.s)				3

		10.5.27.2.14		5		Each winding shall fulfill its respective accuracy requirements within its output range, while at the same time other winding has an output of any value from 0 to 100% of the upper limit of the output range specified for the other winding

		10.5.27.2.15		5		The VT shall be designed to withstand without damage when energized at rated voltage, the mechanical and thermal effects of an external short-circuit for the duration of 1sec acc. to IEC 61869-3:2011 Subcl. 6.301

		10.5.27.3		4		Special Requirements

		10.5.27.3.1		5		All inductive VT’s must be designed so as to be able when connected directly to a 170 kV line up to 100 km long  or cable line up to 20 km long to drain the trapped charge, initially assumed to be 1.5 p.u to values lower than 0.2 p.u. Indicate time period for draining the trapped charge from the moment of line or cable disconnection

		10.5.27.3.2		5		The VT’s shall have the capability to withstand thermally and mechanically two successive drainages of the line, the second of which occurs immediately after the first one

		10.5.27.3.3		5		Typical characteristics of the 170 kV double circuit transmission lines or cable lines, to which VT’s will be connected are as follow:

		10.5.27.3.3.1		6		Overhead line:
   R1 = 0.0400 Ω/km
   X1 = 0.3830 Ω/km
   R0 = 0.1860 Ω/km
   X0  = 1.4790 Ω/km
   RM = 0.0487 Ω/km
   XM = 0.3653 Ω/km
   C1 = 9.6820 nF/km
   C0 = 6.1450 nF/km

		10.5.27.3.3.2		6		Cable line
   R1 = 0.0138 Ω/km
   X1 = 0.1856 Ω/km
   R0 = 0.0639 Ω/km
   X0  = 0.0517 Ω/km
   CE = 288 nF/km

		10.5.27.3.4		5		Maximum energy which the voltage transformer may absorb in a period of 2 sec. during transient ferroresonance occurrence without any damage (kJ)

		10.5.27.3.5		5		Discharge withstand capability test will be performed. Describe method and supply the test report

		10.5.27.3.6		5		Voltage transformer is guaranteed suitable for discharge withstand capability taking into account line characteristics as stated above

		10.5.27.3.7		5		The following data shall be supplied by Manufacturer for first manufactured VT:

		10.5.27.3.7.1		6		Leakage inductance for primary winding (H)

		10.5.27.3.7.2		6		Leakage inductance for secondary windings (H/H/H)

		10.5.27.3.7.3		6		Resistance for primary winding (Ω)

		10.5.27.3.7.4		6		Resistance for secondary windings (Ω/Ω/Ω)

		10.5.27.3.7.5		6		Magnetizing curve taking into consideration the following:

		10.5.27.3.7.5.1		7		The uniform scale representation is preferred instead of logarithmic one

		10.5.27.3.7.5.2		7		The magnetizing curve shall be measured directly on the core and not on the assembled VT (without the influence of primary winding capacitance)

		10.5.27.3.7.5.3		7		Magnetizing curve will be sent as Upeak (or Fpeak) versus I peak

		10.5.27.3.7.5.4		7		Magnetizing curve up to 2 p.u. (measured values and extrapolated up to 4 p.u. of the magnetic flux or dynamic saturation inductivity for 3.5 - 4 p.u 

		10.5.27.3.7.5.5		7		Hysteresis curve

		10.5.27.3.7.6		6		Equivalent resistance of the magnetic core power losses or magnetic core power losses dependence on the peak value of the magnetizing branch voltage taking into consideration the following:

		10.5.27.3.7.6.1		7		The uniform scale representation is preferred instead the logarithmic one 

		10.5.27.3.7.6.2		7		Rfe = f( Upeak) or Pfe = f1( Upeak) where  Upeak is the peak value of the magnetizing branch voltage

		10.5.27.3.7.6.3		7		Core power losses including both eddy-current and hysteresis power losses 

		10.5.27.3.7.7		6		Secondary loads (indicate the respective power factor cos. Ф)

		10.5.27.3.8		5		Indicate if steps shall be taken (screenings, special type of earthing) to reduce overvoltage between terminals of secondary windings and earth to safe value on switching the VT on and off at rated voltage and during atmospheric over-voltages

		10.5.27.3.9		5		Each VT should be equipped with one ferroresonance protection device using a resistor or reactor to be connected across one secondary winding. The final data about value of resistor/reactor and duration of resistor/reactor connection will be decided after results of ferroresonance study by VT's Manufacturer and in parallel by IECo. The results of the two studies should be compared and a final decision will be taken. All necessary electrical data and drawings for the ferroresonance damping device and required automation shall be supplied 

		10.5.27.3.10		5		Maximum time allowed between last circuit breaker opening time to all isolators opening time, without any damage caused to the ferroresonance protective device (sec)  

		10.5.27.3.11		5		Miniature circuit breakers for protection of secondary side of VT's should be provided  in control cubicle as follows:

		10.5.27.3.11.1		6		4 (four) three phase MCB and 1 (one) phase MCB for one secondary winding of bus bar VT’s

		10.5.27.3.11.2		6		1 (one) phase MCB and auxiliary resistance for second secondary winding of bus bar VT’s

		10.5.27.3.11.3		6		2 (two) three phase MCB and 1 (one) two phase MCB for one secondary winding of line VT’s

		10.5.27.3.11.4		6		1 (one) three phase MCB for second secondary winding of line VT’s

		10.5.27.3.11.5		6		Each MCB shall be equipped with auxiliary contacts				2NC and
 2NO

		10.5.28		3		REQUIREMENTS FOR ZnO SURGE ARRESTERS

		10.5.28.1		4		Type And General Requirements

		10.5.28.1.1		5		Type of surge arrester (denomination)

		10.5.28.1.2		5		The surge arrester shall be supplied in accordance with				IEC 60099-4 /2014

		10.5.28.1.3		5		The insulation medium of surge arrester will be				SF6

		10.5.28.1.4		5		Number of columns

		10.5.28.1.5		5		Mounting position – connection to busbar on top of SA enclosure (preferable)

		10.5.28.1.6		5		The surge arrester and accessories shall be suitable for indoor application

		10.5.28.1.7		5		The SA should be of disconnect link type

		10.5.28.1.8		5		Special covers and shields should be supplied so that the station can be pressurized and dielectrically tested after removal of the SA

		10.5.28.2		4		ELECTRICAL DATA				©

		10.5.28.2.1		5		Rated arrester voltage Ur (kV r.m.s)				132

		10.5.28.2.2		5		Continuous operating voltage Uc (kV r.m.s)

		10.5.28.2.3		5		Continuous current of arrester at Uc (mA)

		10.5.28.2.3.1		6		Resistive component of continuous current (mA)

		10.5.28.2.3.2		6		Capacitive  component of continuous current (mA)

		10.5.28.2.4		5		Reference voltage Uref (kV)

		10.5.28.2.5		5		Reference current Iref (mA peak)

		10.5.28.2.6		5		Permissible temporary overvoltage (with prior duty corresponding to Wth) The power frequency voltage versus time characteristics will be supplied

		10.5.28.2.6.1		6		At 1.05 Ur (sec)

		10.5.28.2.6.2		6		At 1.10 Ur (sec)

		10.5.28.2.6.3		6		At 1.15 Ur (sec)

		10.5.28.2.7		5		Rated discharge current 8/20 μsec wave (kA peak)				20

		10.5.28.2.8		5		Thermal energy rating Wth [kJ/kV]				>10

		10.5.28.2.9		5		Rated repetitive charge transfer Qrs[C]				2.4

		10.5.28.2.10		5		Minimum prospective symmetrical fault current (kA r.m.s)				50

		10.5.28.2.11		5		Protective levels:

		10.5.28.2.11.1		6		Maximum residual voltage at 8/20 µs lightning impulse current wave

		10.5.28.2.11.1.1		7		At 0.1 kA (kV peak)

		10.5.28.2.11.1.2		7		At 0.5 kA (kV peak)

		10.5.28.2.11.1.3		7		At 1 kA (kV peak)

		10.5.28.2.11.1.4		7		At 3 kA (kV peak)

		10.5.28.2.11.1.5		7		At 5 kA (kV peak)

		10.5.28.2.11.1.6		7		At 10 kA (kV peak)

		10.5.28.2.11.1.7		7		At 15 kA (kV peak)

		10.5.28.2.11.1.8		7		At 20 kA (kV peak)

		10.5.28.2.11.1.9		7		At 40 kA (kV peak)

		10.5.28.2.11.2		6		Maximum residual voltage at 30/60 µs switching impulse current wave

		10.5.28.2.11.2.1		7		At 2 kA (kV peak)

		10.5.28.2.11.3		6		Maximum residual voltage for steep current impulse with 1 μsec virtual front time, virtual time to half value on the tail is not longer than 20 μsec and the peak value equal to the rated discharge current ±5% (kV peak)

		10.5.28.2.12		5		The insulation level between internal parts and metal housing shall be:

		10.5.28.2.12.1		6		Lightning impulse withstand voltage phase to earth (kV peak)				750

		10.5.28.2.12.2		6		Power frequency  withstand voltage phase to earth (kV peak)				325

		10.5.28.2.13		5		SF6 pressure for insulation at 20 °C

		10.5.28.2.14		5		PD level at 1.05 Uc (pC)				<5

		10.5.28.3		4		OTHER REQUIREMENTS

		10.5.28.3.1		5		Each arrester compartment is fitted with gas connection for gas monitoring devices and for SF6 maintenance, like in other GIS compartments

		10.5.28.3.2		5		The surge arrester compartment shall be provided with an access opening closed with cover including pressure relief device and filter

		10.5.28.3.3		5		Please indicate the used method for electrical field control along the axis of active parts and between active parts and earthed encapsulation (send details)

		10.5.28.3.4		5		The bottom plate of the arrester housing shall be removable and provided with bushing for the insulated connection to earth

		10.5.28.3.5		5		Two earthing terminals shall be provided in the bottom plate of the arrester housing (indicate type, dimensions, material)

		10.5.28.3.6		5		The conductor used for connection of SA to earthing system will be supplied by Manufacturer:

		10.5.28.3.6.1		6		Type and size of conductor (mm²)

		10.5.28.3.6.2		6		Length/phase (m)

		10.5.28.3.6.3		6		Insulation (kV r.m.s)

		10.5.28.3.6.4		6		Maximum permissible length of lead between SA enclosure and earth (mm)

		10.5.28.3.6.5		6		Type and material of terminals

		10.5.28.3.7		5		The manufacturer will supply all covers for closing the apertures in GIS enclosure for performing of HV test on site of GIS without surge arrester

		10.5.28.3.8		5		The manufacturer will supply all surge arresters including enclosure, cross, elbows and  all the equipment/parts/accessories required for complete installation ( for underground cable connection only)				©

		10.5.28.3.9		5		Please indicate if special provisions are required during shipment and storage of surge arrester

		10.5.28.3.10		5		Indicate if the surge arrester will be assembled in factory or in site by Purchaser’s personnel

		10.5.28.4		4		Nameplate

		10.5.28.4.1		5		The surge arresters shall be provided with a nameplate of suitable material including the data indicated  in :				IEC 60099-4:2014 subcl. 3.1

		10.5.28.4.2		5		In addition the following data shall be indicated:

		10.5.28.4.3		5		SF6 pressure for insulation at 20 °C

		10.5.28.4.4		5		Total leakage current at Uc

		10.5.28.4.5		5		Energy capability

		10.5.28.4.6		5		Name and number of standard

		10.5.29		3		DIMENSIONS AND WEIGHTS

		10.5.29.1		4		Dimensions

		10.5.29.1.1		5		"Substation Type A1" substation:

		10.5.29.1.1.1		6		Dimensions of 170 kV GIS :

		10.5.29.1.1.1.1		7		Overall length (m)

		10.5.29.1.1.1.2		7		Overall width (m)

		10.5.29.1.1.1.3		7		Maximum height (m)

		10.5.29.1.1.1.4		7		Distance between axes of adjacent bays (m)

		10.5.29.1.1.2		6		The recommended dimensions of the GIS room:

		10.5.29.1.1.2.1		7		Length (m)

		10.5.29.1.1.2.2		7		Width (inside columns) (m)

		10.5.29.1.1.2.3		7		Height to crane hook (m)

		10.5.29.1.1.2.4		7		Recommended height for crane mounting (m)

		10.5.29.1.1.2.5		7		Minimum distance between crane and walls building (m)

		10.5.29.1.1.2.6		7		The distance between SF6 ducts axis parallel with the wall and wall's building shall be higher than (mm)				650

		10.5.29.1.1.2.7		7		The distance between GIS and the control cubicles in front of it will ensure easy extraction/insertion of the bay parts and shall be minimum (m)				2 ©

		10.5.29.1.1.2.8		7		The distance between the GIS running bus ducts and the crane should be at least (m)				2 ©

		10.5.29.1.1.2.9		7		The distance between running bus ducts, parallel to the GIS room walls should be at least (m)				1 ©

		10.5.29.1.1.3		6		If a basement is needed the height of the ceiling will be minimum (m)

		10.5.29.1.1.4		6		Gas Filling, Evacuation and Processing Equipment:

		10.5.29.1.1.4.1		7		Length (m)

		10.5.29.1.1.4.2		7		Width  (m)

		10.5.29.1.1.4.3		7		Height (m)

		10.5.29.1.1.5		6		Typical dimensions of a local control cubicle:

		10.5.29.1.1.5.1		7		Length (m)

		10.5.29.1.1.5.2		7		Width (m)

		10.5.29.1.1.5.3		7		Height (m)				2.2

		10.5.29.1.1.6		6		Dimensions required for opening in the building for introducing SF6 equipment:

		10.5.29.1.1.6.1		7		Width (m)

		10.5.29.1.1.6.2		7		Height (m)

		10.5.29.1.2		5		"Substation Type B1" substation:

		10.5.29.1.2.1		6		Dimensions of 170 kV GIS :

		10.5.29.1.2.1.1		7		Overall length (m)

		10.5.29.1.2.1.2		7		Overall width (m)

		10.5.29.1.2.1.3		7		Maximum height (m)

		10.5.29.1.2.1.4		7		Distance between axes of adjacent bays (m)

		10.5.29.1.2.2		6		The recommended dimensions of the GIS room:

		10.5.29.1.2.2.1		7		Length (m)

		10.5.29.1.2.2.2		7		Width (inside columns) (m)

		10.5.29.1.2.2.3		7		Height to crane hook (m)

		10.5.29.1.2.2.4		7		Recommended height for crane mounting (m)

		10.5.29.1.2.2.5		7		Minimum distance between crane and walls building (m)

		10.5.29.1.2.2.6		7		The distance between SF6 ducts axis parallel with the wall and wall's building shall be higher than (mm)				650

		10.5.29.1.2.2.7		7		The distance between GIS and the control cubicles in front of it will ensure easy extraction/insertion of the bay parts and shall be minimum (m)				2 ©

		10.5.29.1.2.2.8		7		The distance between the GIS running bus ducts and the crane should be at least (m)				2 ©

		10.5.29.1.2.2.9		7		The distance between running bus ducts, parallel to the GIS room walls should be at least (m)				1 ©

		10.5.29.1.2.3		6		If a basement is needed the height of the ceiling will be minimum (m)

		10.5.29.1.2.4		6		Gas Filling, Evacuation and Processing Equipment:

		10.5.29.1.2.4.1		7		Length (m)

		10.5.29.1.2.4.2		7		Width  (m)

		10.5.29.1.2.4.3		7		Height (m)

		10.5.29.1.2.5		6		Typical dimensions of a local control cubicle:

		10.5.29.1.2.5.1		7		Length (m)

		10.5.29.1.2.5.2		7		Width (m)

		10.5.29.1.2.5.3		7		Height (m)				2.2

		10.5.29.1.2.6		6		Dimensions required for opening in the building for introducing SF6 equipment:

		10.5.29.1.2.6.1		7		Width (m)

		10.5.29.1.2.6.2		7		Height (m)

		10.5.29.1.3		5		"KIRYAT ARBA" substation:

		10.5.29.1.3.1		6		Dimensions of 170 kV GIS :

		10.5.29.1.3.1.1		7		Overall length (m)

		10.5.29.1.3.1.2		7		Overall width (m)

		10.5.29.1.3.1.3		7		Maximum height (m)

		10.5.29.1.3.1.4		7		Distance between axes of adjacent bays (m)

		10.5.29.1.3.2		6		The recommended dimensions of the GIS room:

		10.5.29.1.3.2.1		7		Length (m)

		10.5.29.1.3.2.2		7		Width (inside columns) (m)

		10.5.29.1.3.2.3		7		Height to crane hook (m)

		10.5.29.1.3.2.4		7		Recommended height for crane mounting (m)

		10.5.29.1.3.2.5		7		Minimum distance between crane and walls building (m)

		10.5.29.1.3.2.6		7		The distance between SF6 ducts axis parallel with the wall and wall's building shall be higher than (mm)				650

		10.5.29.1.3.2.7		7		The distance between GIS and the control cubicles in front of it will ensure easy extraction/insertion of the bay parts and shall be minimum (m)				2 ©

		10.5.29.1.3.2.8		7		The distance between the GIS running bus ducts and the crane should be at least (m)				2 ©

		10.5.29.1.3.2.9		7		The distance between running bus ducts, parallel to the GIS room walls should be at least (m)				1 ©

		10.5.29.1.3.3		6		If a basement is needed the height of the ceiling will be minimum (m)

		10.5.29.1.3.4		6		Gas Filling, Evacuation and Processing Equipment:

		10.5.29.1.3.4.1		7		Length (m)

		10.5.29.1.3.4.2		7		Width  (m)

		10.5.29.1.3.4.3		7		Height (m)

		10.5.29.1.3.5		6		Typical dimensions of a local control cubicle:

		10.5.29.1.3.5.1		7		Length (m)

		10.5.29.1.3.5.2		7		Width (m)

		10.5.29.1.3.5.3		7		Height (m)				2.2

		10.5.29.1.3.6		6		Dimensions required for opening in the building for introducing SF6 equipment:

		10.5.29.1.3.6.1		7		Width (m)

		10.5.29.1.3.6.2		7		Height (m)

		10.5.29.1.4		5		"HOLON TAASIYA" substation:

		10.5.29.1.4.1		6		Dimensions of 170 kV GIS :

		10.5.29.1.4.1.1		7		Overall length (m)

		10.5.29.1.4.1.2		7		Overall width (m)

		10.5.29.1.4.1.3		7		Maximum height (m)

		10.5.29.1.4.1.4		7		Distance between axes of adjacent bays (m)

		10.5.29.1.4.2		6		The recommended dimensions of the GIS room:

		10.5.29.1.4.2.1		7		Length (m)

		10.5.29.1.4.2.2		7		Width (inside columns) (m)

		10.5.29.1.4.2.3		7		Height to crane hook (m)

		10.5.29.1.4.2.4		7		Recommended height for crane mounting (m)

		10.5.29.1.4.2.5		7		Minimum distance between crane and walls building (m)

		10.5.29.1.4.2.6		7		The distance between SF6 ducts axis parallel with the wall and wall's building shall be higher than (mm)				650

		10.5.29.1.4.2.7		7		The distance between GIS and the control cubicles in front of it will ensure easy extraction/insertion of the bay parts and shall be minimum (m)				2 ©

		10.5.29.1.4.2.8		7		The distance between the GIS running bus ducts and the crane should be at least (m)				2 ©

		10.5.29.1.4.2.9		7		The distance between running bus ducts, parallel to the GIS room walls should be at least (m)				1 ©

		10.5.29.1.4.3		6		If a basement is needed the height of the ceiling will be minimum (m)

		10.5.29.1.4.4		6		Gas Filling, Evacuation and Processing Equipment:

		10.5.29.1.4.4.1		7		Length (m)

		10.5.29.1.4.4.2		7		Width  (m)

		10.5.29.1.4.4.3		7		Height (m)

		10.5.29.1.4.5		6		Typical dimensions of a local control cubicle:

		10.5.29.1.4.5.1		7		Length (m)

		10.5.29.1.4.5.2		7		Width (m)

		10.5.29.1.4.5.3		7		Height (m)				2.2

		10.5.29.1.4.6		6		Dimensions required for opening in the building for introducing SF6 equipment:

		10.5.29.1.4.6.1		7		Width (m)

		10.5.29.1.4.6.2		7		Height (m)

		10.5.29.2		4		Weights

		10.5.29.2.1		5		"Substation Type A1" substation:

		10.5.29.2.1.1		6		Weight of heaviest bay (fully equipped) (ton)

		10.5.29.2.1.2		6		Total weight of installations (ton)

		10.5.29.2.1.3		6		Weight of heaviest piece to be handled (kg)

		10.5.29.2.1.4		6		Weight of control panels:

		10.5.29.2.1.4.1		7		One unit (Kg)

		10.5.29.2.1.4.2		7		Total (in substation) (kg)

		10.5.29.2.1.5		6		Weight of Gas Filling, Evacuation and Processing Equipment (ton)

		10.5.29.2.1.6		6		Total mass of SF6 gas in the complete installation (kg)

		10.5.29.2.1.7		6		The mass of gas in the largest/smallest gas sections (kg/kg)

		10.5.29.2.1.8		6		Mass of reserve SF6 gas supplied by Contractor shall be 10% from total mass of SF6 gas in GIS installation (kg)

		10.5.29.2.1.9		6		Rated load of recommended crane, in the GIS. room (ton)

		10.5.29.2.1.10		6		Shipping weight of heaviest transportable assembly (ton)

		10.5.29.2.2		5		"Substation Type B1" substation:

		10.5.29.2.2.1		6		Weight of heaviest bay (fully equipped) (ton)

		10.5.29.2.2.2		6		Total weight of installations (ton)

		10.5.29.2.2.3		6		Weight of heaviest piece to be handled (kg)

		10.5.29.2.2.4		6		Weight of control panels:

		10.5.29.2.2.4.1		7		One unit (Kg)

		10.5.29.2.2.4.2		7		Total (in substation) (kg)

		10.5.29.2.2.5		6		Weight of Gas Filling, Evacuation and Processing Equipment (ton)

		10.5.29.2.2.6		6		Total mass of SF6 gas in the complete installation (kg)

		10.5.29.2.2.7		6		The mass of gas in the largest/smallest gas sections (kg/kg)

		10.5.29.2.2.8		6		Mass of reserve SF6 gas supplied by Contractor shall be 10% from total mass of SF6 gas in GIS installation (kg)

		10.5.29.2.2.9		6		Rated load of recommended crane, in the GIS. room (ton)

		10.5.29.2.2.10		6		Shipping weight of heaviest transportable assembly (ton)

		10.5.29.2.3		5		"KIRYAT ARBA" substation:

		10.5.29.2.3.1		6		Weight of heaviest bay (fully equipped) (ton)

		10.5.29.2.3.2		6		Total weight of installations (ton)

		10.5.29.2.3.3		6		Weight of heaviest piece to be handled (kg)

		10.5.29.2.3.4		6		Weight of control panels:

		10.5.29.2.3.4.1		7		One unit (Kg)

		10.5.29.2.3.4.2		7		Total (in substation) (kg)

		10.5.29.2.3.5		6		Weight of Gas Filling, Evacuation and Processing Equipment (ton)

		10.5.29.2.3.6		6		Total mass of SF6 gas in the complete installation (kg)

		10.5.29.2.3.7		6		The mass of gas in the largest/smallest gas sections (kg/kg)

		10.5.29.2.3.8		6		Mass of reserve SF6 gas supplied by Contractor shall be 10% from total mass of SF6 gas in GIS installation (kg)

		10.5.29.2.3.9		6		Rated load of recommended crane, in the GIS. room (ton)

		10.5.29.2.3.10		6		Shipping weight of heaviest transportable assembly (ton)

		10.5.29.2.4		5		"HOLON TAASIYA" substation:

		10.5.29.2.4.1		6		Weight of heaviest bay (fully equipped) (ton)

		10.5.29.2.4.2		6		Total weight of installations (ton)

		10.5.29.2.4.3		6		Weight of heaviest piece to be handled (kg)

		10.5.29.2.4.4		6		Weight of control panels:

		10.5.29.2.4.4.1		7		One unit (Kg)

		10.5.29.2.4.4.2		7		Total (in substation) (kg)

		10.5.29.2.4.5		6		Weight of Gas Filling, Evacuation and Processing Equipment (ton)

		10.5.29.2.4.6		6		Total mass of SF6 gas in the complete installation (kg)

		10.5.29.2.4.7		6		The mass of gas in the largest/smallest gas sections (kg/kg)

		10.5.29.2.4.8		6		Mass of reserve SF6 gas supplied by Contractor shall be 10% from total mass of SF6 gas in GIS installation (kg)

		10.5.29.2.4.9		6		Rated load of recommended crane, in the GIS. room (ton)

		10.5.29.2.4.10		6		Shipping weight of heaviest transportable assembly (ton)

		10.5.29.3		4		Loads On Concrete Floor

		10.5.29.3.1		5		Static (kN)

		10.5.29.3.2		5		Dynamic impulse forces in all relevant directions during switching operation of CB's (kN)

		10.5.29.3.3		5		If a basement is necessary please indicate the maximum load of the transport vehicle equipment on the basement floor

		10.5.29.3.4		5		Number of drawing including diagram of forces and explanations

		10.6		2		INSTALLATION AND COMMISSIONING

		10.6.1		3		The installation and the commissioning of all equipment covered by Contract will be performed by the Purchaser in the presence and under responsibility of Contractor's delegate (one chief erector and one commissioning engineer).

		10.6.1.1		4		The bidder may propose an alternative to the requirement for supervision of IEC's installation and commissioning on site (by remote or otherwise) provided that said proposition will not affect contractor's responsibility within the contract. This, to be valid for a "force majeur" 
event such as war in Israel, if bidder feels that he may not be able to perform required supervision in Israel.


		10.6.2		3		The Manufacturer shall provide with the proposal a Gant chart for installation and commissioning including description of each step, duration of each step and local personnel required by Manufacturer for each step  

		10.6.3		3		Please include the manpower diagram for the substation and indicate:

		10.6.3.1		4		Substation type A1 170kV GIS

		10.6.3.1.1		5		Number of men-days required for installation

		10.6.3.1.2		5		Number of men-days required for commissioning

		10.6.3.1.3		5		Number of men-days required for Tests on site

		10.6.3.2		4		Substation type B1 170kV  GIS

		10.6.3.2.1		5		Number of men-days required for installation

		10.6.3.2.2		5		Number of men-days required for commissioning

		10.6.3.2.3		5		Number of men-days required for Tests on site

		10.6.3.3		4		"KIRYAT ARBA" substation:

		10.6.3.3.1		5		Number of men-days required for installation

		10.6.3.3.2		5		Number of men-days required for commissioning

		10.6.3.3.3		5		Number of men-days required for Tests on site

		10.6.3.4		4		"HOLON TAASIYA" substation:

		10.6.3.4.1		5		Number of men-days required for installation

		10.6.3.4.2		5		Number of men-days required for commissioning

		10.6.3.4.3		5		Number of men-days required for Tests on site

		10.6.4		3		Indicate if special equipment is required during installation and commissioning and testing 

		10.6.5		3		The Contractor shall be responsible for the commissioning of all equipment covered under his contract 

		10.6.6		3		The Contractor shall prepare according to data indicated under Subcl. 10.6.2 and 10.6.3, and submit three months prior to the start, an Installation and Commissioning Program for approval by Purchaser,  The Purchaser will not accept any deviation from the data indicated under Subcl. 10.6.2 and 10.6.3 and signed in the Contract

		10.6.7		3		 The bidder will provide with proposal submitted in the tender process, a detailed list of requirements that must be met before the expert/specialists arrival for IEC's approval.

		10.6.8		3		The supervisor/ expert/ speciallist will arrive to site  with all the appurtenances and tools required for erection commissioning and tests  (special tools etc) . 

		10.6.9		3		The Commissioning Program shall include indications for:

		10.6.9.1		4		Commissioning inspection to detect faults which have occurred during transportation, storing or during assembly at its final location 

		10.6.9.2		4		Preparation for use and procedures to describe the activities required to prepare systems for testing and operation 

		10.6.9.3		4		Checking of rated data, connection, loading, etc. of the new equipment and necessary interface with the existing equipment supplied by others 

		10.6.9.4		4		Checking of indicating meters, relays, control and communications equipment and similar functions associated with the existing equipment 

		10.6.9.5		4		Checking of station auxiliaries associated with the new equipment as A.C. supply, batteries and chargers etc 

		10.6.9.6		4		Testing as detailed in tests on site program, including the following:

		10.6.9.6.1		5		The test objective 

		10.6.9.6.2		5		Test intent 

		10.6.9.6.3		5		Required performance data 

		10.6.9.6.4		5		Prerequisites 

		10.6.9.6.5		5		Sequence of activities 

		10.6.9.6.6		5		Putting the equipment into service 

		10.6.9.6.7		5		Final check 

		10.6.9.7		4		The following issues are to be defined with Contractor:

		10.6.9.7.1		5		Technical support to be provided by the supplier during the erection

		10.6.9.7.2		5		Drawings, documentation, special tools that are required to perform the works 

		10.6.9.8		4		During installation and commissioning period the following local personnel will be at the disposal of the Contractor supervisor:
 - 1 (one) local engineer
 - 5 (five) skilled mechanics          
 - 5 (five) skilled electricians        
 - 4 (four) unskilled labors            

		10.6.10		3		The test program after installation on site shall be acc. to IEC 62271-203:2022 Subcl. 11.101, Annex C and Appendix No. 4 The electromagnetic compatibility site measurements will be acc. to IEC 62271-1:2021 Annex .H

		10.6.11		3		Additional tests and checks proposed by Manufacturer…………

		10.6.12		3		The Contractor shall supply all materials necessary to perform the Commissioning program 

		10.6.13		3		Changes and modifications to the Commissioning Program shall also be approved by Purchaser 

		10.6.14		3		Commissioning results shall be witnessed by the Purchaser and documented on forms to be agreed upon by the Contractor. The record shall include other such as omissions or unsatisfactory test results 

		10.6.15		3		The Contractor shall maintain an up to date record of all inspections and tests, which shall be handed over to the Purchaser at the completion of the site testing and commissioning 

		10.6.16		3		The Purchaser shall be responsible for the connection and disconnection of the new equipment to and from system, including first energization of new equipment, but with the advice and technical assistance of the Contractor ( if required ) 

		10.6.17		3		The Contractor shall be responsible for supplying commissioning personnel with a good knowledge in all relevant operations prior and for commissioning and will be requested to submit a list giving name, experience and proposed duration on site 

		10.6.18		3		The Contractor shall be responsible for safety of personnel, ours or his own, involved in commissioning and shall take all possible precautions and be fully aware of the dangers involved in testing. Contractor's personnel should also be insured against death,  personal accident and health while in Israel and be covered by Employers Liability insurance applicable in their country of origin 

		10.6.19		3		Major failure or damage to equipment will require either its return to the factory or assignment of a special crew to carry out repairs 

		10.6.20		3		Commissioning personnel shall repair minor failure as failures in metering and relaying control. All expensive (including transport to factory and return) in connection with damages and repairs as described above shall be paid by Contractor 

		10.6.21		3		The Contractor shall be responsible for making available to Purchaser a minimum of two complete sets of marked up "as built" drawing before leaving the site. Contractor shall correct and reissue the original drawings as soon as possible 

		10.6.22		3		The lead time for onsite technical support by The Manufacturer/Supplier's expert for troubleshooting/technical faults during the Commissioning and Installation phase shall not exceed:				© 30 working days from the date of notification

		10.6.23		3		The lead time for the replacement or fulfillment of Shortages, Dead on Arrival (DOA), or Defective/Damaged equipment shall not exceed:				© 45 working days from the date of notification

		10.6.24		3		Further to the above, Commissioning Program will be in accordance with the Appendix No. 20

		10.6.25		3		Training shall be performed for 5 (five) of Purchaser’s erection and maintenance personnel in the Contractor’s manufacturing facilities for a period:

		10.6.25.1		4		One week for GIS equipment including gas monitoirng 

		10.6.25.2		4		One week for digital equipment

		10.6.25.3		4		further to the avove, training cuorses will be in accordance with the Appendix No. 21

		10.7		2		OPERATION & MAINTENANCE

		10.7.1		3		General

		10.7.1.1		4		The overall design of the GIS of primary components should be such as to allow the removal of any defective component with the minimum disturbance to the adjacent components and without requiring an outage of more than one section of bus bar and of one circuit 

		10.7.1.2		4		The design of GIS shall ensure fully safe conditions during performance

		10.7.1.2.1		5		A repair procedure near an open disconnector with alive voltage on its opposite side 

		10.7.1.2.2		5		A repair procedure over a circuit breaker while at least one bus bar remains energized 

		10.7.1.2.3		5		A repair procedure over one bus bar while the other busbar remains energized  

		10.7.1.3		4		All mechanical couplings, contacts and other mechanisms shall be pre-adjusted and tested at the factory so that no such work is necessary in the field 

		10.7.1.4		4		Manufacturer shall send for supervision on installation a specialist with a good knowledge in all relevant operations prior to commissioning.

		10.7.1.5		4		Specify which individual part should be adjusted, regulated or tested in the field before and during assembling 

		10.7.1.6		4		Indicate adjustment methods, tolerances, etc., for operations under 10.7.1.5 

		10.7.1.7		4		Necessary maintenance work. (please give details) Indicate also the maintenance work for digital control equipment 

		10.7.1.8		4		Number of months under normal service conditions between successive SF6 gas replacement 

		10.7.1.9		4		Number of months under normal service conditions between successive checking of contacts of:

		10.7.1.9.1		5		Circuit breakers 

		10.7.1.9.2		5		Disconnectors 

		10.7.1.9.3		5		Low speed earthing switches 

		10.7.1.9.4		5		High speed earthing switches 

		10.7.1.10		4		Checking of contacts:

		10.7.1.10.1		5		Value of resistance of main circuit contacts for:

		10.7.1.10.1.1		6		Circuit breaker (Ω) 

		10.7.1.10.1.2		6		Disconnectors (Ω) 

		10.7.1.10.1.3		6		Low speed earthing switches (Ω) 

		10.7.1.10.1.4		6		High speed earthing switches (Ω) 

		10.7.1.10.1.5		6		Combined disconnector & earthing switch (if applicable) 

		10.7.1.10.2		5		Value of resistance of main circuit contacts at which contact maintenance shall be performed for:

		10.7.1.10.2.1		6		Circuit breaker (Ω) 

		10.7.1.10.2.2		6		Disconnectors (Ω) 

		10.7.1.10.2.3		6		Low speed earthing switches (Ω) 

		10.7.1.10.2.4		6		High speed earthing switches (Ω) 

		10.7.1.10.2.5		6		Combined disconnector & earthing switch (if applicable) 

		10.7.1.11		4		Number of months under normal service conditions between successive checking of operating mechanism of:

		10.7.1.11.1		5		Circuit breaker

		10.7.1.11.2		5		Disconnectors

		10.7.1.11.3		5		Low speed earthing switches

		10.7.1.11.4		5		High speed earthing switches

		10.7.1.11.5		5		Combined disconnector & earthing switch (if applicable) 

		10.7.1.12		4		Number of months between successive cleaning, painting and rust proofing of metal parts 

		10.7.1.13		4		Number of interruptions or cycles (CO) after which CB's contacts should be changed at following fault currents: 

		10.7.1.13.1		5		At 50 kA r.m.s 

		10.7.1.13.2		5		At 40 kA  r.m.s  

		10.7.1.13.3		5		At 30 kA  r.m.s  

		10.7.1.13.4		5		At 20 kA  r.m.s  

		10.7.1.13.5		5		At 10 kA  r.m.s  

		10.7.1.13.6		5		At 5 kA  r.m.s  

		10.7.1.13.7		5		At 3.15 kA  r.m.s  

		10.7.1.14		4		Maximum permissible cumulative switching currents for checking of contacts (indicate the method of calculation) 

		10.7.1.15		4		Indicate when breaking chamber should be replaced. 

		10.7.1.16		4		Number of makings on to short-circuit of high speed earthing switches after the contact is to be inspected. 

		10.7.1.17		4		Duration of time under service conditions before an overhaul is required 

		10.7.1.18		4		Time interval inspection of digital control equipment 

		10.7.1.19		4		Maintenance requirements of digital control equipment 

		10.7.1.20		4		Recommended maintenance works for Composite bushings (please give details)

		10.7.1.20.1		5		Intervals between checking's (years) Indicate the characteristics which will be checked and maximum permissible values.

		10.7.1.20.2		5		Intervals between cleaning (years)  Indicate also the method (automatic or manual)  

		10.7.1.20.3		5		Number of man-hours for checking and cleaning 

		10.7.1.21		4		Recommended maintenance works for silicon rubber bushings (please give details) 

		10.7.1.21.1		5		Intervals between checking's (years)  Indicate the characteristics which will be checked and maximum permissible values.

		10.7.1.21.2		5		Intervals between cleaning, if applicable (years)  Indicate also the method (automatic or manual) 

		10.7.1.21.3		5		Number of man-hours for checking and cleaning 

		10.7.1.22		4		Taking into consideration the washing method, indicate the reduction of hydrophobic properties during washing and ability to recover it after washing 

		10.7.1.23		4		Recommended resistivity of water in order to minimize the reducing withstand voltage during the washing 

		10.7.1.24		4		Recommended method to detect on site the defective insulators  

		10.7.1.25		4		Expected man-hours required for periodical inspection and maintenance (CB/others) (hours/hours) 

		10.7.1.26		4		Life duration of:

		10.7.1.26.1		5		GIS equipment (years) 

		10.7.1.26.2		5		Digital control unit (years) 

		10.7.1.26.3		5		silicon rubber bushings (years) 

		10.7.1.27		4		The supplier will provide all the necessary software, licenses and access permissions for all levels (Including access to administrator level) to allow full maintenance, troubleshooting and configuration changes 				©

		10.7.2		3		Spare Parts & Renewal Parts

		10.7.2.1		4		Manufacturer shall ensure spare parts for GIS. including control equipment for life duration of the GIS 

		10.7.2.2		4		The manufacturer shall propose detailed list of spare parts recommended for:

		10.7.2.2.1		5		Commissioning 

		10.7.2.2.2		5		The first five (5) years operation 

		10.7.2.2.3		5		Long term operation -10 years  

		10.7.2.2.4		5		Long term operation - 20 years 

		10.7.2.3		4		The recommended list of spare parts shall include also: 

		10.7.2.3.1		5		One (1) SF6 air bushing 

		10.7.2.3.2		5		One (1) single phase of the CB 

		10.7.2.3.3		5		VT's one of each type 

		10.7.2.3.4		5		CT's one of each type 

		10.7.2.3.5		5		One (1) Operating mechanism of CB 

		10.7.2.3.6		5		Operating mechanism of disconnector (one of each type) 

		10.7.2.3.7		5		Operating mechanism of ES (one of each type) 

		10.7.2.3.8		5		Six (6) covers and shields for closing the apertures in GIS enclosures of main bus bars, necessary in case of bus bar separation by disconnecting link, so that the remaining bay under voltage can operate 

		10.7.2.3.9		5		Main contacts of CB 

		10.7.2.3.10		5		Main contacts of disconnectors and ES 

		10.7.2.3.11		5		The SF6 gas (10% from the total quantity) as spare parts will be delivered in 40 kg bottles 

		10.7.2.3.12		5		One set of gaskets 

		10.7.2.3.13		5		One set of spare parts for digital control equipment (indicate detailed list) 

		10.7.2.3.14		5		One set of spare parts for digital gas monitoring equipment (indicate detailed list) 

		10.7.2.4		4		The list of spare parts shall include for each item: 

		10.7.2.4.1		5		Item designation 

		10.7.2.4.2		5		Type  

		10.7.2.4.3		5		Recommended possible manufacturers 

		10.7.2.4.4		5		Catalogue data for separate order 

		10.7.2.4.5		5		Price  

		10.7.2.4.6		5		If the supply is from stock or by manufacturing after order 

		10.7.2.4.7		5		Lead time before supply (including transport time to Israel) 

		10.7.2.5		4		For items manufactured by a third party: Vendors spare parts lists will specify the name of the item manufacturer and the manufacturer part number 

		10.7.3		3		Tools

		10.7.3.1		4		The manufacturer shall propose detailed list of tools recommended for:

		10.7.3.1.1		5		Installation 

		10.7.3.1.2		5		Commissioning 

		10.7.3.1.3		5		The first five (5) years operation 

		10.7.3.1.4		5		Long term operation -10 years  

		10.7.3.1.5		5		Long term operation - 20 years 

		10.7.3.2		4		The list of tools shall include for each item:

		10.7.3.2.1		5		Item designation 

		10.7.3.2.2		5		Type 

		10.7.3.2.3		5		Recommended possible manufacturers 

		10.7.3.2.4		5		Catalogue data for separate order

		10.7.3.2.5		5		Price

		10.7.4		3		Rent tools for Installation and Commissioning of Switchgear should include at least follows:

		10.7.4.1		4		Lifting, Leveling & Structures

		10.7.4.1.1		5		Breaker Lifting / Spreader Beam

		10.7.4.1.2		5		Heavy-duty Transport Skates and Shifting Tools

		10.7.4.1.3		5		Precision Leveling & Alignment Measurement Tools

		10.7.4.1.4		5		Torque gauge with appropriate size

		10.7.4.1.5		5		Steel Structure Assembly Tool Kit

		10.7.4.1.6		5		Surge Arrester (SA) Installation Tools

		10.7.4.1.7		5		Temporary Blanking Flange (for Overvoltage)

		10.7.4.1.8		5		VT Lifting & Installation Rigging Equipment

		10.7.4.2		4		SF6 Gas & Vacuum Handling

		10.7.4.2.1		5		SF6 Service Cart (Dilo type) for Gas Handling

		10.7.4.2.2		5		5 High-Pressure Hoses, 5-Port Manifold, and all required connection adapters

		10.7.4.2.3		5		High-Capacity Vacuum Pump Station

		10.7.4.2.4		5		5 High-Pressure Hoses, 5-Port Manifold, and all required connection adapters

		10.7.4.2.5		5		Gas Hoses with Manifolds for all auxiliary units (length 10 meter each)

		10.7.4.2.6		5		SF6 Gas Adapters (for machine-to-GIS connection)

		10.7.4.2.7		5		Complete Set of Gas Fittings & Connectors

		10.7.4.2.8		5		Electronic Gas Cylinder Scale (up to 1.5T)

		10.7.4.2.9		5		Gas Filling Regulator with Israeli Standard Connection

		10.7.4.2.10		5		8 units of Adapters (Hose to Vacuum/Gas Plant connection)

		10.7.4.2.11		5		Precision Digital Gas Pressure Manometer

		10.7.4.3		4		Gas Quality & Leak Detection

		10.7.4.3.1		5		SF6 Gas Multi-Analyzer (Purity, Dew point, Decomposition)

		10.7.4.3.2		5		Vacuum Quality Tester / Pirani Gauge

		10.7.4.3.3		5		Portable SF6 Leak Detector

		10.7.4.4		4		Manual Operations & Calibration

		10.7.4.4.1		5		Manual Operating Handles for Disconnectors & Earthing Switches

		10.7.4.4.2		5		Circuit Breaker Spring Charging Handle

		10.7.4.4.3		5		Circuit Breaker Calibration & Adjustment Kit

		10.7.4.4.4		5		DS/ES Mechanical Calibration Tools

		10.7.4.4.5		5		Bus Wire (BW) System Calibration & Test Equipment

		10.7.4.5		4		Electrical Testing & Control Systems

		10.7.4.5.1		5		Contact Resistance Tester (Micro-Ohmmeter)

		10.7.4.5.2		5		Circuit Breaker Timing / Analyzer Test Set

		10.7.4.5.3		5		CT Testing & Injection Equipment

		10.7.4.5.4		5		DCS Control System Test Equipment

		10.7.4.5.5		5		Gas Pressure Control Testing Kit

		10.7.4.6		4		Auxiliary Equipment & Cleaning

		10.7.4.6.1		5		Industrial Vacuum Cleaner

		10.7.4.6.2		5		Soft Brushes & Lint-free Cleaning Kit

		10.7.4.7		4		All tools and testing equipment must remain on site for the entire duration of the project, from day one until successful commissioning.

		11		1		TESTS & INSPECTIONS

		11.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS

		11.1		2		TESTS GENERAL

		11.1.1		3		Contractor shall perform Production Tests to check the quality and uniformity of the workmanship and materials used in the manufacture of the equipment 

		11.1.2		3		The Manufacturer is required to submit with the proposal type test reports of the GIS offered type, performed by a neutral* laboratory (e.g. Kema) accredited to ISO/IEC 17025:2017 by an accreditation body which is a member of ILACMRA (eg. APLAC, EA, IAAC, A2LA). 
Furthermore the Laboratory scope of accreditation must include the required specific test methods used for the above mentioned type tests.                                                                  *Neutral laboratory : Laboratory which does not belong to an equipment manufacturer or to an utility entity 

		11.1.3		3		The Contractor shall submit an acceptance test plan (type, routine, and special) acc. to the requirements of this Specification for the Purchaser's approval at least (eight) (8) weeks before the testing 

		11.1.4		3		The Contractor shall notify the Purchaser of the exact test date at least four (4) weeks before to the test performance 

		11.1.5		3		The tests shall be carried out in the presence of the Purchaser's representatives


		11.1.6		3		The Contractor shall submit a Test report including all performed tests with permissible tolerances. The Test report shall include tests reports for all equipment components/accessories. The Test report shall include references to relevant test equipment and its calibration certificates 

		11.1.7		3		The electronic copy of the Test report +  (one) CD shall be submitted to the Purchaser for  approval as soon as it is ready but not later than three (3) weeks before shipment. 				©

		11.1.8		3		The Type test report should include Spare part list with filled in requested information acc.to APPENDIX 18				©

		11.1.9		3		The Contractor shall provide a list of recommended site tests 

		11.1.10		3		An unprotected type of equipment cannot be used and supplied to the purchaser 

		11.1.11		3		Tests shall be carried out according to requirements further specified and 1 (one) CD of the relevant test report of the equipment shall be submitted to Purchaser. 

		11.1.12		3		Contractor shall also submit test data to prove that the design has the capability to meet all the ratings as specified in Annexure "B" as well as relevant test report 

		11.1.13		3		8 (eight) weeks prior to the execution of the routine tests the Contractor shall notify the Purchaser of its commencement. The exact date of performing of the routine tests shall be indicated to the Purchaser 3(three) weeks before its commence. 

		11.1.14		3		Contractor shall submit with the test reports a list of all measuring instruments, including their accuracy class and type, test equipment and test circuits 

		11.1.15		3		Contractor shall submit a list of all tests to be performed on site, after mounting of the equipment and during operation

		11.1.16		3		Contractor shall indicate permissible tolerances for each test value 

		11.1.17		3		The equipment type tested cannot be used and supplied to the purchaser 

		11.1.18		3		The missing type tests shall be performed in a neutral laboratory approved by the purchaser acc. to this specification requirements and presence of purchasers representatives  

		11.2		2		ROUTINE TESTS				©

		11.2.1		3		Contractor shall perform all Routine Tests for each component (circuit breaker, disconnector, earthing switch etc.) of the installation according to the provisions of the latest relevant issue of IEC Recommendations and submit all full test reports, acc.to: IEC 62271-203:2022 Subcl.8 

		11.2.2		3		Contractor shall submit to Purchaser in 1 (one) CD with the full routine test reports for approval, one month prior to the delivery. The equipment can be delivered only after approval of routine test reports 

		11.2.3		3		Routine tests shall be performed on all transportable assemblies. 

		11.2.4		3		Power frequency voltage 1min, dry test, on the main circuit, at minimum functional pressure, with switching devices (CB and disconnectors) closed and open, acc.to IEC 62271-203:2022 Subcl.8.2.101 (kV r.m.s.) 
note:   The CB’s and disconnectors will be tested also in open position with 375 kV r.m.s, if will be supplied as transportable units.				325

		11.2.5		3		Measurement of the resistance of the main circuits, acc. to IEC 62271-203:2022 Subcl. 8.4  Overall  resistance on transport units measured with the equipment in closed position (ohm)
note:   Ru = Sum of the resistance of relevant components (CB, disconnectors, etc..) during the type test.				
≤ 1.2 Ru

		11.2.6		3		Partial discharge measurements on transport units or components acc. to IEC 62271-203:2022 Subcl. 8.2.102 , IEC TS 62478-2016 Subcl.4 (UHF method)

		11.2.6.1		4		IECo will be prioritizing manufacturers who perform Partial Discharge (PD) testing using the Ultra High Frequency (UHF) method according  IEC TS 62478-2016 Subcl.4. 

		11.2.6.2		4		Pre-stress voltage/duration (kV r.m.s./sec) 				325 kV /1min

		11.2.6.3		4		Measuring voltage / duration (kV r.m.s./sec) 				1.2 Ur/√3
> 1 min

		11.2.6.4		4		Partial discharge level for all assemblies not more than (pC) Contractor shall  indicate a list of all components subjected to partial discharge test 				5

		11.2.6.5		4		No partial discharge up to (kV r.m.s.), using UHF measuring method				1.2 Ur/√3

		11.2.6.6		4		Extinction voltage (kV r.m.s) 

		11.2.7		3		Voltage tests (1 sec.) for the auxiliary and control circuits, acc. to IEC 62271-203:2022 subcl . 8.3 (kV r.m.s.) 				1

		11.2.7.1		4		Tests on auxiliary and control circuits acc. to: 
shall include:

		11.2.7.1.1		5		Inspection and verification of conformity to the circuit diagrams and wiring diagrams 

		11.2.7.1.2		5		Functional tests 

		11.2.7.1.3		5		Verification of protection against electrical shock 

		11.2.7.1.4		5		Verification of the electrical continuity of earthed metallic parts (if not possible only visual inspection) 

		11.2.8		3		Measurement of the resistance of the main circuits, acc. to IEC 62271-203:2022 Subcl. 8.4 Overall  resistance on transport units measured with the equipment in closed position (ohm) 
note:   Ru = Sum of the resistance of relevant components (CB, disconnectors, etc.) during the type test.

		11.2.9		3		Gas tightness tests acc. to IEC 62271-203:2022 Subcl. 8.5 

		11.2.10		3		Visual check, verification of design and checking of nameplate, in order to prove the compliance with Specification STR-2013 acc. to IEC 62271-203:2022 Subcl. 8.6

		11.2.11		3		Pressure tests of enclosures acc. to IEC 62271-203:2022 Subcl. 8.101 

		11.2.11.1		4		Welded aluminum/steel enclosures (bar) 

		11.2.11.2		4		Cast aluminum and composite aluminum enclosures (bar)  
note:   P = design pressure of enclosure				1.3 x p / ≥ 1min 

		11.2.12		3		Mechanical operation tests, acc. to IEC 62271-203:2022 Subcl. 8.102 
Number of operating cycles for:				2 x p / ≥ 1min 

		11.2.12.1		4		Circuit breaker at:

		11.2.12.1.1		5		Rated supply voltage and rated pressure for operation (if applicable) 				5 X (C-O) 5X(O-to-C) 
to=0.3 s 

		11.2.12.1.2		5		Minimum supply voltage and minimum pressure for operation (if applicable) 				5  X  C
5  X  O 

		11.2.12.1.3		5		Maximum supply voltage and maximum pressure for operation (if applicable) 				5  X  C
5  X  O 

		11.2.12.1.4		5		The SF6 pressure and pressure of operating mechanism (if applicable), operating times and mechanical travel characteristics shall be noted during the test   

		11.2.12.2		4		Disconnectors and Earthing Switches at:

		11.2.12.2.1		5		Rated supply voltage  				5X(C-O)

		11.2.12.2.2		5		Minimum supply voltage 				5X(C-O)

		11.2.12.2.3		5		Maximum supply voltage 				5X(C-O)

		11.2.12.2.4		5		Operating time and maximum energy consumption shall be recorded during the test Operation of auxiliary contacts and position indication device shall be verified For manual mechanism, the max. forces shall be recorded

		11.2.12.3		4		All switching device fitted with interlocks (Contractor shall indicate a list) 				5X(C-O)

		11.2.12.4		4		Operating time measurements of main contact of CB at rated conditions (SF6 pressure, pressure of operating mechanism, control voltage) including contact movement diagram for each phase and each tripping coil:

		11.2.12.4.1		5		Closing time 

		11.2.12.4.2		5		Closing time difference 

		11.2.12.4.3		5		Opening time with each tripping coil 

		11.2.12.4.4		5		Opening time difference with each tripping coil 

		11.2.12.4.5		5		Close-open time 

		11.2.12.4.6		5		Close-open time difference 

		11.2.12.4.7		5		Open-close-open time 

		11.2.12.4.8		5		Open-close-open time difference 

		11.2.12.4.9		5		Dead time 

		11.2.12.5		4		Operating time measurements of auxiliary contacts of circuit breaker closing/opening times 

		11.2.12.6		4		Checking of CB operating mechanism characteristics and monitoring system of operating mechanism 

		11.2.12.7		4		Operation of electrical and mechanical interlocks 

		11.2.12.8		4		Operation of anti-pumping device 

		11.2.13		3		Tests on auxiliary circuits, equipment and interlocks in the control mechanisms acc. to IEC 62271-203:2022 Subcl. 8.103 

		11.2.14		3		Routine tests of partitions and support insulators acc. to IEC 62271-203:2022 Subcl.8.104 and BS 50089 

		11.2.14.1		4		Power frequency voltage test (kV r.m.s) 

		11.2.14.2		4		Visual inspection 

		11.2.14.3		4		Nondestructive examination (indicate method) 

		11.2.14.4		4		Partial discharge test 

		11.2.14.5		4		Pressure test 
Indicate also the design pressure (bar) 				2x design pressure, 1min

		11.2.14.6		4		Production consistency pressure test acc. to: BS 50089 Subcl.7.2.5 

		11.2.14.7		4		Permissible leakage rate Fp(%) 

		11.2.15		3		LCC tests acc. to IEC 61439-1:2020, IEC 60439-1/2004, IEC 60204-1/2005 and IEC 60255-1:2022

		11.2.16		3		The digital interfaces based on IEC 61850 shall be tested acc. to IEC 62271-3 Subcl.8 

		11.2.17		3		Check of the pick-up values of the pressure and density of SF6 gas monitoring 

		11.2.18		3		Check of pressure relief device 

		11.2.19		3		UHF coupler test 

		11.2.20		3		Measurement of heater resistance 

		11.2.21		3		Resistance measurement of control coils of CB 

		11.2.22		3		Tests of current transformers acc. to IEC 61869-:/2012 

		11.2.22.1		4		Power frequency, 1min duration, on the primary terminals and earth acc. to: IEC 61869-2:2012 Subcl.7.3.1 (kV r.m.s.) 				325

		11.2.22.2		4		Power frequency voltage test between sections acc. to IEC 61869-1:2023 Subcl. 7.3.3 (If applicable) 

		11.2.22.2.1		5		One minute power frequency test between sections (kV r.m.s) 				3

		11.2.22.3		4		One minute, power frequency test on between the secondary terminals of each winding and earth acc. to IEC 61869-1:2023 Subcl. 7.3.4: (kV r.m.s) 				3

		11.2.22.4		4		Test for accuracy acc. to IEC 61869-2:2012 Subcl. 7.3.5:

		11.2.22.4.1		5		Routine test for ratio error and phase displacement of measuring current transformer acc. to IEC 61869-2:2012 Subcl. 7.3.5.201: 

		11.2.22.4.2		5		Routine test for accuracy of protective current transformer acc. to: 

		11.2.22.4.2.1		6		Test for ratio error and phase displacement acc. to IEC 61869-2:2012 Subcl. 7.3.5.202: 

		11.2.22.4.2.2		6		Test for composite error acc. to IEC 61869-2:2012 Subcl. 7.3.5.203 

		11.2.22.5		4		Veriffication of markings acc. to: IEC 61869-1:2023 Subcl. 7.3.7 and IEC 61869-:/2012 Subcl. 6.13 

		11.2.22.6		4		Measurement of the secondary winding resistance of each core acc. to: IEC 61869-2:2012 Subcl. 7.3.201 

		11.2.22.7		4		Test for verifying the knee-point voltage by measuring the exciting current and voltage for two points of the magnetization curve close to the knee point acc. to: IEC 61869-2:2012 Subcl. 7.3.203 

		11.2.22.8		4		Inter-turn overvoltage test IEC 61869-2:2012 Subcl. 7.3.204 

		11.2.22.8.1		5		Procedure A: With the secondary winding open circuited and rated extended current applied for 1min to the primary winding. Indicate the voltage at the secondary winding terminals (kV peak) and the test frequency (Hz) 

		11.2.22.8.2		5		Procedure B: With the primary winding open circuited and test voltage applied to the secondary winding terminals for 1min (kV peak) Frequency (Hz) 				4.5

		11.2.22.9		4		Transmitted over voltage test, with pulse of type B acc. to IEC 61869-1:2023 Subcl. 7.4.2 and Subcl. 6.11.4 The peak voltage shall not accede (kV peak)  				1.6

		11.2.23		3		Tests of voltage transformers acc. to IEC 61869-3:2011 

		11.2.23.1		4		Power frequency voltage withstand test on primary terminals for 1min, between phase and ground, acc. to IEC 61869-3:2011 Subcl. 7.3.1 (kV r.m.s) 				325

		11.2.23.2		4		Induced voltage withstand test acc. to IEC 61869-3:2011 Subcl. 7.3.1.303 

		11.2.23.2.1		5		Test voltage (kV r.m.s) 

		11.2.23.2.2		5		Frequency (Hz) 

		11.2.23.2.3		5		Duration (sec) 

		11.2.23.3		4		Power frequency voltage test between sections acc. to IEC 61869-3:2011 Subcl. 7.3.3 (If applicable) 

		11.2.23.3.1		5		One minute power frequency test between sections (kV r.m.s) 

		11.2.23.4		4		One minute, power frequency test between the secondary terminals of each winding and earth acc. to IEC 61869-1:2023 Subcl. 7.3.4: (kV r.m.s) 				3

		11.2.23.5		4		Test for accuracy acc. to IEC 61869-3:2011 Subcl. 7.3.5:

		11.2.23.5.1		5		Routine test for accuracy of measuring voltage transformers acc. to IEC 61869-3:2011 Subcl. 7.3.5.301

		11.2.23.5.2		5		Routine test for accuracy of protective  voltage transformers acc. to IEC 61869-3:2011 Subcl. 7.3.5.302

		11.2.23.6		4		Verification of markings acc. to: IEC 61869-1:2023 Subcl. 7.3.7 and IEC 61869-2:2012 Subcl. 6.13 

		11.2.23.7		4		Measurement of the primary and the secondary winding resistance IEEE C57.13:2008 Subcl. 8.5 

		11.2.23.8		4		Measurements of the magnetization curve at 50Hz on one VT of each delivery acc. to IEEE C57.13:2008 Subcl. 8.3

		11.2.23.9		4		Transmitted over voltage test, with pulse of type B acc. to IEC 61869-1:2023 Subcl. 7.4.2 and Subcl. 6.11.4: 
The peak voltage shall not accede (kV peak)				1.6

		11.2.24		3		Tests of ferroresonance protection device (if applicable) 

		11.2.25		3		Routine and sample tests of composite air/SF6 bushings acc. to IEC 61462:2023 Subcl.9 and 10:

		11.2.25.1		4		Sample tests acc. to Subcl. 9:

		11.2.25.1.1		5		Verification of dimensions acc. to: Subcl. 9.3 

		11.2.25.1.2		5		Mechanical tests acc. to: Subcl. 9.4 

		11.2.25.1.3		5		Galvanizing test acc. to: Subcl. 9.5 

		11.2.25.1.4		5		Check of the interface between end fittings and the housing acc. to: Subcl. 9.6 

		11.2.25.2		4		Routine test acc. to: Subcl. 10:

		11.2.25.2.1		5		Visual examination acc. to: Subcl. 10.2 

		11.2.25.2.2		5		Routine pressure test acc. to: Subcl. 10.3 

		11.2.25.2.3		5		Routine mechanical test acc. to: Subcl. 10.4 

		11.2.25.2.4		5		Routine tightness test acc. to: Subcl. 10.5 

		11.2.26		3		Cross-cut test of painting acc. to: ISO 2409  grad 0 

		11.2.27		3		Completeness and packing check 

		11.2.28		3		Test certificate of SF6 gas acc. to IEC 60376:2018

		11.3		2		TYPE TESTS				©

		11.3.1		3		Type test reports for the offered type, according to the provisions of the latest relevant issue of IEC Recommendations, shall be supplied with the proposal, or the supplier shall provide inspection certificates (type test reports) as specified, upon award of contract. In any case, submission of the required type test reports shall be completed within six (6) months from the date of contract signing. (See also Appendix No. 3)
Note:   Indicate number of each test report.

		11.3.2		3		At least the following type and special tests shall be performed by the neutral Laboratory which is a member of STL (Short-Circuit Testing Liaison) international forum:
Dielectric tests (see Appendix № 3 – List of required tests, Table № 1 cl. 1, Table № 2 cl. 1, Table № 3 cl. 1.2, Table № 4 cl. 1.2, Table № 5 cl. 1, Table № 6 cl. 1, Table № 9 cl. 1)
Temperature rise tests and Measuring of the resistance of main circuits (see Appendix № 3 – List of required tests, Table № 1 cl. 2 and cl. 3, Table № 2 cl. 2 and cl. 3, Table № 3 cl. 1.1, Table № 4 cl. 1.1, Table № 6 cl. 2 and cl. 3, Table № 9 cl. 2 and cl. 3 )
Short-circuit tests and Making and Breaking tests ((see Appendix № 3 – List of required tests, Table № 1 cl. 6 and cl. 11, Table № 2 cl. 5 and cl. 7,  Table № 3 cl. 1.8, Table № 4 cl. 1.8,  Table № 5 cl. 8, Table № 6 cl. 4, Table № 9 cl. 4)
Switching tests (see Appendix № 3 – List of required tests, Table № 1 cl. 14, Table № 2 cl. 8)
Internal arc tests (see Appendix № 3 – List of required tests, Table № 3 cl. 2.2, Table № 4 cl. 2.2, Table № 6 cl. 5) 


		11.3.3		3		The rest of the type and special tests (required in Appendix № 3) may be performed by the neutral* Laboratory which is not a member of STL, but authorized in accordance with ISO 17025 by an Accreditation body which is a member of ILAC (International Laboratory Accreditation Cooperation).                                                                                                                                  *Neutral laboratory : Laboratory which does not belong to an equipment manufacturer or to an utility entity

		11.3.4		3		All the type tests shall be performed for all offered types of the equipment (Items 1-9) according to the Appendix № 3 and to the provisions of the latest relevant issue of IEC Standards and shall be submitted to Purchaser in 4 (four) copies with the proposal (tender) 

		11.3.5		3		Purchaser can require from Contractor to perform again type tests, which are not performed according to the requirements in this specification without extra price and in presence of IEC'o representatives. 

		11.3.6		3		Lightning impulse withstand voltage test 1.2/50 μsec. full wave, both polarities, acc. to IEC 62271-203:2022 Subcl. 7.2.7.3 

		11.3.6.1		4		To earth and between phases (kV peak) 				750

		11.3.6.2		4		Across isolating distance and across open switching device(kV-peak) 				860

		11.3.7		3		Power frequency (50-Hz) withstand voltage test 1 min, on the main circuit acc.to IEC 62271-203:2022 Subcl. 7.2.7.2 

		11.3.7.1		4		Option 1: Power frequency Power frequency (50Hz) voltage withstand test, 1min. wet conditions:

		11.3.7.1.1		5		To earth and between phases (kV r.m.s.) 				325

		11.3.7.1.2		5		Across isolating distance and across open switching device (kV-r.m.s.) 				375

		11.3.7.2		4		Option 2: Switching impulse voltage test 250/4,000 μs:

		11.3.7.2.1		5		To earth and between phases (kV r.m.s.) 				504

		11.3.7.2.2		5		Across isolating distance and across open switching device (kV r.m.s.)  				582

		11.3.7.3		4		Power frequency (50 Hz) withstand voltage test, 1 min, wet conditions for bushings (kV r.m.s.) IEC 62271-203:2022 Subcl. 7.2.3 

		11.3.8		3		Power frequency withstand voltage at atmospheric pressure and 60 sec/Continuous 				IEC'o spec.

		11.3.8.1		4		To earth and between phases (kV r.m.s/ kV r.m.s) 

		11.3.8.2		4		Across open CB (kV r.m.s/ kV r.m.s) 

		11.3.9		3		Artificial pollution test for composite outdoor bushings acc. to IEC 60507:2013: 

		11.3.9.1		4		Test procedure 

		11.3.9.2		4		Acceptance criteria 

		11.3.9.3		4		Conclusion 

		11.3.10		3		Partial discharge tests acc. to IEC 62271-203:2022 Subcl. 7.2.10 

		11.3.10.1		4		Maximum permissible PD level at 1.2Ur/√3/>1min (pC) 				<5

		11.3.11		3		Dielectric type test of cable termination in a single phase at minimum functional pressure for insulation acc. to IEC 62271-209:2022  The tests will be performed at max. SF6 gas pressures 0.35 MPa.

		11.3.12		3		Dielectric tests on auxiliary and control circuits acc. to IEC 62271-203:2022 Subcl.7.2.11 and IEC 62271-1:2021 Subcl.7.10.5 

		11.3.12.1		4		Power frequency voltage withstand test (50 Hz) 1 min. (kV r.m.s.) If electronic components are used indicate the testing procedure and test value 				2

		11.3.13		3		Radio interference voltage (RIV) tests (for external bushings) acc.to: IEC 62271-203:2022 Subcl. 7.3  Radio interference level at 1.1 Ur/√3 does not exceed maximum value (μV) 				2,500

		11.3.14		3		Measurement of the resistance of circuits:

		11.3.14.1		4		Measurement of the resistance of the main circuit acc. to: IEC 62271-203:2022 Subcl. 7.4.4 Acceptance test value will be supplied 

		11.3.14.2		4		Measurement of the resistance of auxiliary contacts class 1 acc. to: IEC 62271-1:2022 Subcl. 7.4.1

		11.3.15		3		Temperature rise test on main circuit and on auxiliary and control equipment acc. to IEC 62271 -203 /2022 Subcl. 7.5 

		11.3.15.1		4		The resistance value measured prior and after temperature rise test will not differ by more (%) 				20

		11.3.16		3		Short time current tests on main circuit including earthing circuits acc. to IEC 62271-203:2022 Subcl. 7.6 

		11.3.16.1		4		Rated short-time withstand current (kA r.m.s./sec) 				50/1

		11.3.16.2		4		Rated peak withstand current (kA peak) 				125

		11.3.17		3		Verification of degree of protection for auxiliary and control circuits acc. To IEC 62271-203:2022 Subcl. 7.7 and IEC 60529/2007 

		11.3.17.1		4		Verification of the IP coding acc. to IEC 60529/2013 

		11.3.17.2		4		Mechanical impact test acc. To IEC 62262:2021 Subcl.6 

		11.3.18		3		Gas tightness test acc. to IEC 62271-203:2022 Subcl. 7.8 
Indicate if the proposed equipment is closed or sealed pressure system

		11.3.19		3		ELECTROMAGNETIC  COMPATIBILITY TESTS				IEC 62271 -203 /2022
Subcl. 7.9

		11.3.19.1		4		Emission tests from the auxiliary and control circuits

		11.3.19.2		4		Immunity tests on auxiliary and control circuits which include electronic equipment:

		11.3.19.2.1		5		Electric fast transient/burst test acc. to IEC 62271-1:2021 Subcl. 7.9.2.2
Test voltage kV 				2

		11.3.19.2.2		5		Oscillatory wave immunity test acc. to IEC 62271-1:2021 Subcl. 7.9.2.3

		11.3.19.2.3		5		Electrostatic discharge test (ESD) on electronic equipment 

		11.3.19.3		4		Ripple on DC input power port immunity test IEC 61000-4-17 

		11.3.19.4		4		Voltage dips, short interruptions and voltage variations on DC input power port immunity test IEC 61000-4-11 and IEC 61000-4-29 

		11.3.19.5		4		Indicate the tested sub-assemblies 

		11.3.20		3		Additional tests on auxiliary and control circuits acc. to IEC 62271-203:2022 Subcl. 7.10:

		11.3.20.1		4		Functional tests 

		11.3.20.2		4		Electrical continuity of earthed metallic parts test 

		11.3.20.3		4		Verification of the operational characteristics of auxiliary contacts 

		11.3.20.4		4		Environmental tests including:

		11.3.20.4.1		5		Cold test acc. to: IEC 60068-2-1 

		11.3.20.4.2		5		Dry heat test acc. to: IEC 60068-2-2 

		11.3.20.4.3		5		Damp heat acc. to: IEC 60068-2-3 

		11.3.20.4.4		5		cyclic test acc. to: IEC 60068-2-30 

		11.3.20.4.5		5		Vibration response and seismic test acc. to: IEC 60068-2-6

		11.3.20.4.6		5		Other environmental tests acc. to: IEC 60068-2  Please indicate

		11.3.21		3		Verification of making and breaking capacities acc. to: IEC 62271 -102:2022 Subcl. 7.101 

		11.3.21.1		4		Circuit breakers acc. to: IEC 62271 -100:2021 Subcl. 7.102-7.112 and IEEE C37.06 

		11.3.21.2		4		Earthing switches and disconnectors acc. to: IEC 62271-102:2022

		11.3.21.2.1		5		Short circuit making capability of HSES acc. to: Subcl. 7.101 class E1

		11.3.21.2.2		5		Bus transfer current switching capability of disconnectors acc. to: Subcl. 7.106 & Annex B 

		11.3.21.2.3		5		Induced current switching capability of ES acc. to: Subcl. 7.107 & Annex C 

		11.3.21.2.4		5		Bus charging switching capability of disconnectors acc. to: Subcl. 7.108 & Annex .F 

		11.3.22		3		Mechanical and environmental tests acc. to. IEC 62271-102:2022 Subcl. 7.102  Number of operating cycles for 

		11.3.22.1		4		Circuit breakers class M2 acc. to IEC 62271-100:2021 Subcl. 7.101.2.4 
Five times the following test series shall be performed:

		11.3.22.1.1		5		Circuit breaker at minimum supply voltage and operating pressure 				500x(C–O)

		11.3.22.1.2		5		Circuit breaker at rated supply voltage and operating pressure 				500x(C–O)

		11.3.22.1.3		5		Circuit breaker at maximum supply voltage and operating pressure 				500x(C–O)

		11.3.22.1.4		5		Circuit breaker at rated supply voltage and operating pressure 				250 x 
(C–0.3s–CO-3min-C)

		11.3.22.2		4		Disconnectors class M2 and Earthing Switches class M1 acc. to: IEC 62271-102:2022 Subcl.7.102 
Ten times for disconnectors and two times for ES the following series will be performed:

		11.3.22.2.1		5		Disconnectors and ES at rated supply voltage and for hand operated 				900x(C–O)

		11.3.22.2.2		5		Disconnectors and ES at minimum supply voltage  				50X (C–O)

		11.3.22.2.3		5		Disconnectors and ES at maximum supply voltage  				50X (C–O)

		11.3.22.3		4		Operation test at limit temperatures acc. to IEC 62271-203:2022 Subcl. 7.102.2 

		11.3.22.3.1		5		Operation test at high temperature (°C) 				50

		11.3.22.3.2		5		Operation test at low temperature (°C) 				-5

		11.3.22.4		4		Operating time, maximum energy consumption, operation of auxiliary contacts, position indicating device shall be verified  

		11.3.22.5		4		The main circuit resistance shall not increase after test more than 				20%

		11.3.22.6		4		All other elements comprising interlocks  Contractor shall indicate a list.				50X (C–O)

		11.3.22.7		4		A tightness test shall be performed before and after mechanical endurance test IEC 62271-203:2022 Subcl. 7.8 

		11.3.23		3		Voltage test as condition check, after breaking and mechanical tests acc. to: IEC 62271-1:2022Subcl. 7.2.12 

		11.3.24		3		Proof tests for enclosures, acc. to: IEC 62271-203:2022 Subcl. 7.103   

		11.3.24.1		4		Bursting pressure test acc. to: IEC 62271-203:2022 Subcl. 7.103.2 

		11.3.24.1.1		5		Pressure rise (kPa/min)				≤  400

		11.3.24.1.2		5		Bursting pressure for cast aluminum or composite aluminum enclosures 
note:    p – design pressure (in bar relative or absolute)				5  x  p

		11.3.24.1.3		5		Bursting pressure for welded aluminum or steel enclosures
note:     v – welding coefficient, σt – design stress at test temperature,  σa – design stress at design temperature 				(2.3v)(σt/σa)p

		11.3.24.2		4		Non-destructive pressure test acc.to: IEC 62271-203:2022 Subcl. 7.103.3 

		11.3.24.2.1		5		Test pressure for cast aluminum or composite aluminum enclosures

		11.3.24.2.2		5		Test pressure for welded aluminum or steel enclosures  

		11.3.24.2.3		5		Alternative procedures for non-destructive pressure test may be indicated 

		11.3.25		3		Test for support insulators and partitions acc. to IEC 62271-203:2022 Subcl.7.104, 7.106 and IEEE C37-122 and BS 50089. Please indicate other standards and describe test method

		11.3.25.1		4		Bursting test at: 
Indicate design pressure "p" 				> 3p

		11.3.25.2		4		Thermal performance

		11.3.25.3		4		Tightness test acc. to IEC 62271-203:2022 Subcl. 7. 8 

		11.3.26		3		Internal arc test or calculation, at 50 kA and 0.5 sec. arc duration acc. to: IEC 62271-203:2022 Subcl. 7.105 and Annex B  

		11.3.27		3		Corrosion test on earthing connections acc. to: IEC 62271-203:2011 Subcl. 7.107 

		11.3.28		3		Corrosion test on enclosures acc. to: IEC 62271-203:2022 Subcl. 7.108 

		11.3.29		3		Electrical endurance testing of CB acc. to: IEC 62271-310:2008 

		11.3.30		3		Type tests of CT’s acc. to: IEC 61869-1:2023,IEC 61869-2:2012  (See Appendix No.3 table no.3) 

		11.3.31		3		Type tests of VT’s acc. to: IEC 61869-1:2023,IEC 61869-3:2011 (See Appendix No. 3 table No. 4) 

		11.3.32		3		Type tests of composite air/SF6 bushing acc. to: IEC 61462:2023 and IEC 60137:2017

		11.3.32.1		4		Design tests acc. to: IEC 61462 Subcl.7 and table 3

		11.3.32.1.1		5		Tests on interface and connections acc. to: IEC 61462 Subcl.7.2 

		11.3.32.1.2		5		Tests on shed and housing material acc. to: IEC 62217 Subcl.9.3

		11.3.32.1.3		5		Tests on tube material acc. to: IEC 62217 Subcl.9.4

		11.3.32.2		4		Mechanical tests acc. to: IEC 61462:2023 Subcl.8

		11.3.32.3		4		Sample tests acc. to: IEC 61462:2023 Subcl.9

		11.3.32.4		4		Special tests:

		11.3.32.4.1		5		Accelerated aging test

		11.3.32.4.2		5		Power arc test

		11.3.32.4.3		5		Tests on insulating materials acc. to: IEC 62039:2021

		11.3.32.4.3.1		6		Tests on housing materials

		11.3.32.4.3.2		6		Core

		11.3.32.4.3.3		6		Structural materials

		11.3.33		3		Type tests for cable connection acc. to: IEC 62271-209:2022

		11.3.34		3		Seismic qualification of the GIS shall be performed acc. to: IEC 62271-207:2023

		11.3.34.1		4		The qualification shall be performed by Test or a combination of Test and analysis

		11.3.34.2		4		The qualification level according to IEC 62271-207:2023				Moderate level

		11.3.34.3		4		The qualification shall consider the as built condition of the GIS, including supports and structure in defining the excitation for test and analysis 

		11.3.34.4		4		Auxiliary and control equipment which is independent of the GIS shall be qualified independently

		11.3.34.5		4		The damping level shall be:				2%

		11.3.34.6		4		Time history parameters according to IEC 62271-207:2023 Subcl. 5.5.2

		11.3.34.7		4		The test sequence shall be according to IEC 62271-207:2023 Subcl. 5.5.4 and shall include:

		11.3.34.7.1		5		Functional checks before testing 

		11.3.34.7.2		5		Vibration response investigation 

		11.3.34.7.3		5		Seismic qualification test

		11.3.34.7.4		5		Functional checks after testing

		11.3.34.8		4		Qualification by combined test and numerical analysis shall be performed according to IEC 62271-207:2023 Subcl. 6.

		11.3.34.9		4		Documentation for test and analysis report shall be according to IEC 62271-207:2023 Subcl. 8

		11.3.35		3		Electrical and mechanical life tests of bellows, elbows or expansion joints: IEEE C37.122 

		11.3.36		3		Welding and pressure testing performed on the pressure vessels: CENELEC 50069 and 50064 (Welded) CENELEC EN 50052 (Cast) 

		11.3.37		3		Tests on digital interfaces based on IEC 61850 and IEC 62271-3 Subcl. 7

		11.3.38		3		Cross cut test of painting ISO 2409 grad 0

		11.4		2		TESTS AFTER ERECTION ON SITE				©

		11.4.1		3		The field tests will be performed by the Purchaser, in the presence and under responsibility of Contractor's delegate, shall include:
note:   Manufacturer may suggest alternatives for test on site however the final test program shall be agreed between Purchaser and Contractor program. If rated voltage (Ur) of offered equipment is higher than 170 kV the test values will be changed accordingly.

		11.4.2		3		Voltage tests on the main circuits shall be according to attached Appendix No. 4 and according to IEC 62271-203:2022 Subcl. 11.101.2

		11.4.3		3		Power frequency voltage test for the auxiliary and control circuits, acc. to: IEC 62271-203:2022 Subcl. 11.101.3

		11.4.4		3		Measurement of the resistance of the main circuits of the complete equipment, acc. to: IEC 62271-203:2022 Subcl. 11.101.4

		11.4.5		3		Gas tightness tests acc. to: IEC 62271-203:2022 Subcl. 11.101.5

		11.4.6		3		Checks and verifications of correct wiring, proper function of the interlocks, proper function of the control, measuring and regulating equipment including heating and lighting acc. to IEC 62271-203:2022 Subcl. 11.101.6

		11.4.7		3		Measurement of gas condition, acc. to  IEC 62271-203:2022 Subcl. 11.101.7
Indicate the maximum permissible moisture content (ppm) 

		11.4.8		3		Mechanical operation tests for the various components (circuit breakers, isolators, earthing switches)

		11.4.9		3		EMC compatibility site measurements shall be performed acc. to: IEC 62271-1:2021   Annex H

		12		1		PACKING & DELIVERY

		12.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS.

		12.1		2		Packing

		12.1.1		3		With regard to the shipment and handling of all the equipment to be provided by the contractor to the purchaser, the contractor shall be responsible for ensuring that the shipment and handling shall be wholly in conformance with article 8 of the IEC Ltd. General conditions for equipment and material purchases attached to this specification as "Annexure A" 

		12.1.2		3		Manufacturer is required to use seaworthy packing

		12.1.3		3		The spare parts shall be packed separately 

		12.1.4		3		Each shipment container shall contain a packing list and, in addition, shall be marked with the following information:

		12.1.4.1		4		Descriptive name/s of the equipment or supplies contained 

		12.1.4.2		4		Quantity packed in container 

		12.1.4.3		4		Serial numbers, if any, of the equipment contained 

		12.1.4.4		4		Contract number

		12.1.4.5		4		Contractor’s name and address (city, state, country) 

		12.1.4.6		4		Gross weight of container 

		12.1.4.7		4		Cubic volume of container 

		12.1.4.8		4		Complete destination marking 

		12.1.5		3		In addition to the provisions of the general conditions Annexure "A", contractor shall pack all shipment in such a manner as required to prevent any damage to the equipment during prolonged storage (3 years) under the climatic and the environmental conditions described under sub clause 10.1 				©

		12.1.6		3		Manufacturer shall submit detailed drawings of packing cases including design of side and head battens, top cover, bottom skids and cross beams. The Manufacturer shall indicate the corrosion protection of equipment during transport, desiccant method and humidity indicator type. The drawings shall be submitted to Purchaser before equipment shipment 

		12.1.7		3		Each shipment container will send with a packing list, the packing list will be attached to the outside of  each shipment container, in a way that will ensure that it will not be damaged until it reaches its destination.  The list will detail: item description, quantity and catalog number.

		12.1.8		3		Inspection windows in packing cases shall be provided to allow visual inspection of the humidity indicator 

		12.1.9		3		The manufacturer shall provide in the packing cases shock indicators. The shock indicators shall be indicated in the case drawing.
Indicate the type of used shock indicators

		12.1.10		3		Dimensions of each type of packing crate supplied by Manufacturer:

		12.1.10.1		4		Length (m)   

		12.1.10.2		4		Width (m)  

		12.1.10.3		4		Height (m)  

		12.1.11		3		Recommended rope length for each type of packing crate 

		12.2		2		Delivery

		12.2.1		3		The Contractor shall package all shipments so as to be completely air, moisture and water tight in order to prevent any damage during shipment. During shipment, the GIS shall be filled with gas according to Manufacturer's practice  

		12.2.2		3		Contractor shall submit, prior to erection, a detailed tabulation of all field mounted items with at least the following information:

		12.2.2.1		4		Item number consistent with Contractor's Bill of Materials  

		12.2.2.2		4		Contractor's shop order numbers (if any) 

		12.2.2.3		4		Number of items 

		12.2.2.4		4		Manufacturer and/or supplier, if other than Contractor 

		12.2.2.5		4		Type or catalogue number, if listed 

		12.2.2.6		4		Short description, including service and on what device it is mounted 

		12.2.2.7		4		Shipping date 

		12.2.2.8		4		Shipping details 

		12.2.3		3		Contractor shall submit three months prior to the shipment a list of all shipping containers, which exceed 15 meters in length or 30 metric tons in weight. Contractor shall also provide appropriate drawings showing the outline dimensions, lifting points and weights of shipping containers exceeding 30 metric tons in weight

		12.2.4		3		The Contractor shall include in the Proposal a complete schedule of parts delivery 

		12.2.5		3		Shipping weight for each type of container (kg) 

		12.2.6		3		Shipping volume for each type of container (m³) 

		12.2.7		3		Total shipping weight (t):  

		12.2.8		3		Total shipping volume (m³):  

		12.2.9		3		Contractor shall supply three (3) months before the shipment of the equipment two (2) sets of the complete Bill of Materials to enable checking and identification of the equipment upon reception 

		12.2.10		3		Contractor shall mail before shipment of the equipment one (1) copy of the relevant test reports and one (1) copy of the shipment inspections report   

		12.2.11		3		The Contractor shall include a Bill of Materials with the shipment to enable the Purchaser to determine that all disassembled items have been received 

		12.2.12		3		The Manufacturer/Contractor will be allowed to ship the equipment and its accessories after approval of all documentation acc. to subcl. 11.1.7, 11.1.8 and receiving written confirmation from IECo. 				©

		13		1		STORAGE  & HANDLING

		13.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS.

		13.1		2		Contractor shall submit detailed storage instructions for special equipment and other items, that cannot be stored outdoors. Such information shall be available to the Purchaser in ample time to prepare the required facilities

		14		1		NAMEPLATES

		14.0.0.0.0.0.0.1		8		MANUFACTURER’S OFFERED DATA AND PARAMETERS SHOULD BE FILLED IN AGAINST PURCHASER’S REQUIRED VALUES - AS WELL AS IN THE ABSENCE THEREOF UNDER ALL RELEVANT PARAGRAPHS IN THE FREE COLUMNS ON THE RIGHT HAND SIDE.
A DEFINITE ANSWER (YES OR NO) OR APPROPRIATE COMMENTS SHALL BE GIVEN TO ALL OTHER REQUIREMENTS

		14.1		2		The following types of nameplates shall be provided:

		14.1.1		3		One line diagram nameplate 				©

		14.1.1.1		4		The one line diagram plate shall be centrally located, not more than 1.80m above floor level and shall contain the following minimum information 

		14.1.1.1.1		5		Legend and symbol table 

		14.1.1.1.2		5		Manufacturer's name or trademark and country of origin

		14.1.1.1.3		5		Manufacturer's type designation 

		14.1.1.1.4		5		Manufacturer's serial number and year of manufacture 

		14.1.1.1.5		5		Rated voltage (maximum operating voltage-Ur) 

		14.1.1.1.6		5		Rated insulation level (lightning impulse withstand voltage, power frequency withstand voltage) (Up, Ud) 

		14.1.1.1.7		5		A listing of current ratings (Ir) 

		14.1.1.1.8		5		Rated Frequency (fr) 

		14.1.1.1.9		5		Rated short-time withstand currents and fault duration (Ik, Ip, tk)

		14.1.1.1.10		5		Rated auxiliary voltage (Ua) 

		14.1.1.1.11		5		Seismic qualification level 

		14.1.1.1.12		5		Instruction book number 

		14.1.2		3		Gas system nameplate 

		14.1.2.1		4		The gas system nameplate shall be mounted adjacent to the one line diagram name plate and shall contain the following minimum information including a schematic physical representation of the gas system:

		14.1.2.1.1		5		Each gas compartment and each gas monitoring zone (if any), in the schematic physical representation 

		14.1.2.1.2		5		Each gas barrier insulator 

		14.1.2.1.3		5		Each gas bypass (if any) and fill point 

		14.1.2.1.4		5		Rated density/pressure for insulation and/or switching (p re) 

		14.1.2.1.5		5		Alarm pressure/density for insulation and/or switching (p ae)   

		14.1.2.1.6		5		Minimum functional pressure/density for insulation and/or switching (p me)  

		14.1.2.1.7		5		Volume of each gas compartment or gas monitoring zone 

		14.1.3		3		Equipment nameplates 

		14.1.4		3		NAME PLATE FOR CIRCUIT BEAKERS 

		14.1.4.1		4		Each circuit breaker shall be provided with a nameplate, of suitable material including the data, acc. to: IEC 62271-100:2021 Subcl.  6.11 Table 2

		14.1.4.1.1		5		In addition the following data shall be included:

		14.1.4.1.1.1		6		Year of manufacture 

		14.1.4.1.1.2		6		Rated frequency 

		14.1.4.1.1.3		6		Rated duration of short circuit 

		14.1.4.1.1.4		6		DC component of rated short circuit breaking current 

		14.1.4.1.1.5		6		First pole to clear factor 

		14.1.4.1.1.6		6		Rated out of phase breaking current 

		14.1.4.1.1.7		6		Rated single capacitor bank breaking current 

		14.1.4.1.1.8		6		Rated filling pressure for interruption 

		14.1.4.1.1.9		6		Mass 

		14.1.4.1.1.10		6		Mass of SF6 

		14.1.4.1.1.11		6		Classification (C2, M2) 

		14.1.4.1.1.12		6		Name and number of standards 

		14.1.5		3		Each operating mechanism shall be provided with a nameplate acc. to: IEC 62271-100:2021 Table 2 

		14.1.5.1		4		In addition the following data shall be included:

		14.1.5.1.1		5		Rated filling pressure for operation 

		14.1.5.1.2		5		Rated supply voltage of auxiliary circuits 

		14.1.5.1.3		5		 Mass (kg) 

		14.1.6		3		NAME PLATE FOR DISCONNECTORS AND EARTHING SWITCHES 

		14.1.6.1		4		Each disconnector, earthing switch and their operating devices shall be provided with a corrosion-proof nameplate, made of suitable material, acc. to IEC 62271-102:2022 Subcl. 6.11 Table 12 

		14.1.6.1.1		5		In addition the following data shall be included:

		14.1.6.1.1.1		6		Name and number of standard (publication) 

		14.1.6.1.1.2		6		Rated duration of short-circuit 

		14.1.6.1.1.3		6		Bus transfer current making and breaking capability of disconnectors 

		14.1.6.1.1.4		6		Class designation for induced currents switching capability of high speed earthing switches  

		14.1.6.1.1.5		6		Class of mechanical endurance for disconnectors 

		14.1.6.1.1.6		6		Class of electrical endurance for earthing switches 

		14.1.7		3		RATING PLATE AND MARKINGS FOR CURRENT TRANSFORMERS

		14.1.7.1		4		All current transformers shall carry the markings specified in IEC 61869-2:2012 Subcl. 6.13.202

		14.1.7.2		4		In addition the following data shall be included:

		14.1.7.2.1		5		A diagram showing the use of each secondary winding and its corresponding terminal markings 

		14.1.7.2.2		5		Name and number of standard (publication) 

		14.1.7.2.3		5		Extended current rating (%) 

		14.1.8		3		RATING PLATE AND MARKINGS FOR VOLTAGE TRANSFORMERS

		14.1.8.1		4		All voltage transformers shall carry the markings specified in IEC 61869-3:2011 

		14.1.8.2		4		In addition the following data shall be included:

		14.1.8.2.1		5		A diagram showing the use of each secondary winding and its corresponding terminal markings 

		14.1.8.2.2		5		Name and number of standard (publication) 

		14.1.9		3		NAMEPLATE FOR VOLTAGE SURGE ARRESTERS

		14.1.9.1		4		Each surge arrester shall be identified according to IEC 60099-4:2014 Subcl. 4.1 

		14.1.9.2		4		In addition the following data shall be included:

		14.1.9.2.1		5		Thermal energy rating Wth 

		14.1.9.2.2		5		Service conditions

		14.1.9.2.3		5		SF6 pressure

		14.1.9.2.4		5		Leakage current

		14.1.9.2.5		5		No/ of standard

		14.1.10		3		NAME PLATE FOR SF6/AIR COMPOSITE BUSHING

		14.1.10.1		4		Nameplate of SF6 gas insulated composite bushings acc. to IEC 60137:2017 including:

		14.1.10.1.1		5		Rated (1 sec) short-time current 

		14.1.10.1.2		5		Creepage distance 

		14.1.10.1.3		5		Rated pressure and reference temperature for the pressure 

		14.1.10.1.4		5		Maximum mechanical load (MML) 

		14.1.11		3		NAME PLATE FOR CABLE CONNECTION

		14.1.11.1		4		Cable connection nameplate shall be according to IEC 62271-209:2022 

		14.1.12		3		General Requirements:

		14.1.12.1		4		The nameplates shall be written in English with metric units, with all symbols in accordance with the latest IEC recommendations 

		14.1.12.2		4		The nameplates shall be made of none corrosive stainless steel and shall be mounted with the use of none corrosive stainless steel screws bolts and/or rivets, mounting of the nameplates with adhesive materials isn’t acceptable 

		14.1.12.3		4		The nameplates shall be engraved by laser 

		14.1.12.4		4		Equipment nameplates shall contain the information required in this Specification for each type of equipment 

		14.1.12.5		4		Phases on each GIS bay shall be identified with phase referencing

		14.1.12.6		4		Each density/pressure sensor shall be provided with a label identifying the parameter it is reading 

		14.1.12.7		4		Each valve carries a label identifying its gas zone 

		14.1.12.8		4		Identification plates for bays, gas compartments, CB's, disconnectors, earthing switches, UHF couplers 

		14.1.12.9		4		SF6 Kyoto plate 

		14.1.12.10		4		The equipment nameplates may be mounted on the equipment itself, or only one name plate may be provided, for each type of equipment, mounted adjacent to the one line diagram nameplate. In this latter case, an identification symbol or number shall be written on each apparatus and nameplate for identification 

		14.2		2		The LCC shall be provided with labels for cubicle destination as well as for all main cubicle components 

		14.3		2		All the nameplates shall be subject to Purchaser's approval 

		15		1		NOTES

		15.1		2		TERMS AND CONDITIONS

		15.1.1		3		The list of subcontractors shall be approved by Purchaser.

		15.1.2		3		The missing type tests will be performed in a neutral laboratory approved by Purchaser, according to Specification STR-2013 in presence of Purchaser's representatives.

		15.1.3		3		The GIS shall be supplied only after approval of all type and routine test reports. 

		15.1.4		3		The type tested equipment cannot be used in GIS that is supplied to Purchaser.

		15.1.5		3		The terminology, used in this specification is, except where otherwise indicated, in accordance with the latest IEC publication 62271-203.

		15.1.6		3		The switchgear shall be designed for indoor installation, except the outgoing ducts and the associated steel works and outdoor bushings, which are to be designed for outdoor installation.

		15.1.7		3		The switchgears shall be of a modular design, with segregated phases, and  as such, it shall offer maximum flexibility from the point of design, operation, maintenance and extension

		15.1.8		3		Delivery date is limited to 10 months after placing of the order.

		15.1.9		3		The delivery of Option shall be limited to 10 months after placing the order for the Option.

		15.1.10		3		The Contractor shall include in Annexure "C" the prices for the basic scope and option.

		15.2		2		EVALUATION OF CONTRACTOR’S TECHNICAL PROPOSAL

		15.2.1		3		Contractor’s offered data and parameters contained in its offer, as well as definite answers or comments, will be evaluated from a technical point of view, using an expert computer program for decision making. The decision-making process consists of identification of all the relevant criteria and attaching to each criterion an appropriate weight for technical evaluation. All proposals (alternatives) made by different contractors will be evaluated considering the same relevant criteria.  The computer program uses a pair wise comparison technique based on statistical analysis to evaluate criteria importance and to rank alternatives (proposals).

		15.2.2		3		The main criteria used for the technical evaluation are according to the main paragraphs in this Specification as follows: Electrical Data, Design and Construction, Tests Requirements, RAM & Maintenance Requirements, Operating Experience (in the world and in Israel), Technical support from Contractor. All sub-clauses for which different contractors offer different technical data will form the sub-criteria of the relevant main criteria.

		15.2.3		3		The Bidder's offered data and parameters should be filled in against Purchaser's required values – as well as in the absence thereof, under all relevant paragraphs in the free column "offered" on the right column.
A definite answer (yes or no) or appropriate response shall be given to all other requirements.

		15.2.4		3		In paragraphs where "equivalent" offer mentioned as possible option, it will be subjected to purchaser approval.

		15.2.5		3		In the event of non-compliance with the specification requirements (including compulsory requirements, marked by the symbol ©), IECo shall act in accordance with the "Invitation to submit proposals" file in the tender documents.

		15.2.6		3		IECo reserves the right to demand any clarification and/or technical documentation to demonstrate any answer of the Bidder's offer.

		16		1		SPECIAL REQUIREMNETS

		17		1		APPENDICES & DRAWINGS

		17.1		2		APPENDICES

		17.1.1		3		APPENDIX 1 - Quality Control Requirements

		17.1.2		3		APPENDIX 2  - Specification for painting on galvanized surface by wet or electrostatic powder painting

		17.1.3		3		APPENDIX 3 -  Type tests

		17.1.4		3		APPENDIX 4 -  On-Site HV test program for 170kV GIS substations

		17.1.5		3		APPENDIX 5 - Typical IO list for HV GIS BCU

		17.1.6		3		APPENDIX 6 - Specification for coating  galvanized tin or aluminum cabinets by Liquid or power coating

		17.1.7		3		APPENDIX 7 - CYBER REQUIREMENTS

		17.1.8		3		APPENDIX 8 - Control cubicles – Electrical wiring requirements. EPD-A.03

		17.1.9		3		APPENDIX 9 - Reliability, Availability, Maintainability (RAM) for 170 kV SF6 GIS

		17.1.10		3		APPENDIX 10 - Static calculation of stresses on silicon rubber SF6/Air bushings

		17.1.11		3		APPENDIX 11 - Main anti-corrosion coatings in GIS

		17.1.12		3		APPENDIX 12 - Typical interlocks for HV GIS switchgear

		17.1.13		3		APPENDIX 13 - General layout and section of the substations

		17.1.14		3		APPENDIX 14 - Compulsory/Essential Requirements

		17.1.15		3		APPENDIX 15 - BUSHINGS SPECIFICATIONS

		17.1.16		3		APPENDIX 16 - Digital Control System for HV GIS

		17.1.17		3		APPENDIX 17 - ONE LINE DIAGRAMS

		17.1.18		3		APPENDIX 18 - SPARE PARTS LIST

		17.1.19		3		APPENDIX 19 - RECOMMENDED FAT LIST

		17.1.20		3		APPENDIX 20 - Commissioning Program

		17.1.21		3		APPENDIX 21 - training cuorses

		17.1.22		3		APPENDIX 22 - Installation and commissioning works milestone payment

		17.1		2		DRAWINGS

		17.1.1		3		DRAWING No.1 : GIS cable termination - EVK-8254

		17.1.2		3		DRAWING No.2 : DC distribution for control cubicals - EVK-6862

		17.1.3		3		DRAWING No.3 : Typical bay gas monitoring drawing

		17.1.4		3		EVK – 7351-1: Earthing movable parts of the local control panels

		17.2.4		3
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